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PROCEEDI NGS

MR. STEVENSON. We're ready to get started. W
seemto have | ost one panelist in the snow W are
going to proceed ahead.

COWM SSI ONER THOWPSON:  It's a conspiracy. |If
we don't like you, we |ose you in the snow.

Good norning, you all. Thank you very nuch for
comng to the FTC for our second day on our partnerships
agai nst cross-border fraud workshop. Now, | know there
are a |lot of you who have come fromvery |ong distances
to be here and participate. |'mspecifically nmentioning
our folks fromthe custons service and -- no, sone of
our foreign guests fromAustralia and the UK and, yes,
even Canada, where they think the snow that we've had is
just like a little blip.

Wel |, thank you very nmuch for com ng. Now,
yesterday, we heard sone very interesting discussion,
especi ally about cross-border fraud trends in the
financial services industry, and heard a little bit
about the experiences in financial services in
conbatting cross-border fraud. Today, we're going to
hear sone other interesting information from people who
are involved with comercial mail, people involved in
i ndustry self-regulation and in the nore high-tech
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industries of the Internet. W'IlIl also hear after |unch
fromthe domain registration authorities, one |I'm
particularly interested in.

So, now, yesterday | talked a little bit about
some of the real opportunities that we have here in
conbatting cross-border fraud, but also the recognition
t hat neither government nor businesses, nor consumers,
al one, could find solutions to fraud that takes place on
a global basis. It's an opportunity for us to set aside
our usual suspicions about how different branches of the
worl d operate and to recognize in order to set the right
course for the future, and that future is something we
all have an interest in, that we have to work nore
cooperatively and to recogni ze that each of us have a
role in shaping what future policy is.

So, I'"'mnot going to delay too |ong, because |
know that we want to get to the panels, and to hear what
they have to say. So, on that note, | welconme you al
here, and | again want to give a special thanks to the
staff who put this together, the folks in the
I nt ernati onal Consuner Protection, who have worked
really hard to arrange the snow, and everybody who has
especially brought materials here and left it out on the
table in hopes that they won't have to carry them hone.

So, thank you very much for comng. And, now,

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© o0 N o o b~ w N P

N N N N N N RBP B R R R R R R R
ag A W N P O © 00 N oo 0o »dM W N - O

there's just one point that | do want to raise as part
of ny prerogative, is this: | would like to see this as
a starting point and not an ending point. | think that
we' ve spent a long time, each of us, working in our
various fields tal king about, gee, wouldn't it be nice
if we found nore formal ways of cooperating with each
other to solve these problens.

It is my hope, whether it's on a one-on-one
basis by the people sitting in this room or by | ooking
at the categories of subjects that we' ve tal ked about
today and tonorrow, yesterday and today, that we can sit
down and have a nore formal relationship, and hopefully,
per haps, have nore of these workshops, either here
sponsored by the FTC, or outside of the FTC where we can
work on solutions and identifying new problens as they
ari se.

So, that's the challenge that | have for all of
you, to make this |ast beyond what we've gone through in
two days, but to nmake it nore neaningful for consuners
and busi nesses, and, yes, even us in governnent, because
we're here to help you. Thank you very nuch.

M5. FEUER. Geat, | would like to get started
now with our first panel, so if the panelists can cone
up and take their seats by their placards, that woul d be
great .
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Before we get started, | just want to apol ogi ze
for leaving ny cell phone on. W are m ssing one
panel i st, Charmaine Fennie, who | believe is traveling
on the red eye from Seattle. So, unfortunately, we are
going to get started without her, and there is a gap,
but if ny cell phone rings, | apol ogize, because | l|eft
my nunber for her to call.

So, with that, good norning, |I'm Stacy Feuer,
Legal Advisor for International Consunmer Protection here
at the FTC. During the |ast panel yesterday, we focused
on paynment systens, a type of |egitinmate business, or
shoul d say businesses that are often used by
cross-border fraud operators to facilitate frauds,
mainly to get noney fromvictins. Today we're going to
| ook at two other types of |egitimate businesses that
are often used by fraud operators for the sanme purposes,
as well as for other incidental matters in fraud
schenes.

To discuss this, | am pleased to wel cone, and
"1l do this al phabetically, so if you want to just
rai se your hand, Alan Arnstrong, who is a long-tine
maj or franchi see for Miil Boxes Etc., and he is
responsi bl e for the Washington netropolitan area. He is
here representing MBE, both at the regional and
corporate | evel
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Al so, Lee Hollis, who is the General Manager for
Enf or cenent Coordi nation at the Australian Conpetition
and Consuner Conmm ssion. Robin Landis, next to ne, the
Program Manager for Tel emarketing Fraud with the U S
Custons Service. He recently returned to DC after
working with our |aw enforcenent counterparts across the
border for the past year or so, through Project Colt in
Mont r eal

Larry Maxwel |l -- sorry, | skipped Andy Lynn,
Director of Marketing and International Property Law at
FedEx. In that capacity, Andy works with the security,
revenue and I T units at FedEx to detect and prevent
fraudul ent transactions. And |ast but not |east, Larry
Maxwel |, the Inspector in Charge of the Fraud, Child
Exploitation, and Asset Forfeiture Goup for the Postal
| nspection Service.

VWhat | would like to do with this panel, as we
di d yesterday afternoon, is throw out a few questions,
first about opening matters such as current issues and
trends affecting the use of CVMRAs and courier services
in the cross-border fraud arena, and then hal fway
t hr ough, nove on to possi ble nechani snms for enhanced
cooperation between | aw enforcenent agencies, including
the three of us who are sitting here, Custons, the U S.
Postal Inspection Service and the FTC, and the private
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sect or.

VWhat | would like to do is keep this discussion
interactive. So, while I'll address sone of ny
guestions to particular panelists, if you want to
respond and weigh in on sonebody's comments or a
guestion | have asked, just raise your table tent and I
will recognize you

So, | amgoing to start wth Robin, since he is
sitting right next to nme, and ask, what are the main
chal | enges you see for |aw enforcenent arising out of
t he use of commercial receiving mail agencies and
courier services in fraudul ent cross-border
t el emar keti ng schenes?

MR. LANDIS: Well, thank you, Stacy, |
appreciate comng here to talk to you about
t el emar keting fraud.

The U.S. Custons Service believes that
telemarketing fraud is a big problem | spent three
years up in Mntreal just doing tel emarketing, and we
just opened an office with three agents working in
Montreal , Toronto, and Vancouver that's trying to
address this problem And | would like to kind of
explain to you how it really works.

Now, would you be surprised if | told you that
tel emarketing out of Canada is organized crime? It's
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organi zed crinme. It is organized crinme. The proceeds
that they're receiving fromthis tel emarketing fraud,
and we estimate just in Mntreal alone is $200 mllion,
just Montreal. These proceeds are being used to buy
narcotics, to fund drug operations, the snuggling of
guns, and prostitution. W have docunented this. It is
organi zed cri ne.

It's set up basically in a four-part
organi zation. They have a | eader, a captain, and they
have |ieutenants. Howis it broken down? Wll, you
have a lieutenant that's in charge of |eads. Leads are
the victins' tel ephone nunbers. That is very, very
sought after. You have another |ieutenant who is in
charge of the boiler roonms, or the telemarketers. Wen
| say boiler roons, you probably think of a roomthat
they rent in a business, it's not that anynore. It
could be five, six, seven people sitting in cars in a
parking lot of a mall wth cell phones, calling the
victine with their |ead sheets. O it could be a hotel
room where they rent it for 24 hours. They nove very
fast.

So, the boiler roomhas really changed to a
nobile location. [It's all in charge by one individual,
a |lieutenant.

The third |ieutenant would be in charge of the
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noney | aundering. You have the |eads, the
tel emarketers, then they have to get the noney. So,
t hey have a person in charge of nothing but pertaining
t o noney.

And a fourth |lieutenant who is in charge of
security. And what | nean by security, they enforce and
keep the organization together. They do not want the
telemarketers to steal any of the leads, they want to
make sure that the | eads are brought in tinely, and it
j ust keeps the organi zation together. Most of the
security people are street gang nenbers. Very violent.

How do we attack this? W want to attack it by
prevention, disruption, and prosecution. Wwen | talk to
you about |eads, that is probably the nost inportant
thing that they |ook at. Every search warrant that
we' ve done in Mntreal, we always found the original
| eads sheets. A lead sheet is a mailing of a
sweepst akes sonmewhere to sonmebody in the United States
asking themto enter a contest and put their phone
nunber on it. W are finding the original sweepstakes
in Montreal fromthese tel emarketers. They're either
mail ed fromoutside the United States or within the
United States to the victins who respond.

How do we prevent this? Wll, we have executed
some search warrants in the United States to go after
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11
the | eads brokers. The sweepstakes entries. W want to
prevent it because we think that's the key to the
tel emarketers. |f they don't have the phone nunbers,
they're not going to call the victins. W want to
prevent the person of responding to the calls, so
prevent the mailings, prevent the tel ephone calls, and
then prevent the victimfromsending the noney. That's
our prevention strategy in tel emarketing.

D sruption: What | nean by disruption, we want
to seize the mailings, shut down the phone |ines, or
sei ze the noney comng fromthe United States to the
foreign country.

In one case that | worked starting in '92, one
t el emar keti ng organi zati on out of Canada had three
boil er roons. Their telephone bill was over $1 million
a nonth with 1,000 telemarketers calling to the United
States seven days a week, 16 hours a day. In the
i ndi ctnent we had, we docunmented $118 nmillion in one
year.

We're al so shutting down phone lines and we're
al so seizing mail that's comng into or going out of the
United States. W're also conducting a |ot of
prosecutions lately, with the U S. Attorney's Ofice
frommailers, printers, who are aiding and abetting,
know ngly. The telemarketers that are doing the
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12
t el ephone calls in Canada, and el sewhere, and al so the
noney | aunderers, which include noney transmtters,
bank-to-bank wire transfers, and al so individuals who
are operating drop sites.

Wrking with the mail receivers or the express
couriers, last year, just in Mntreal, we intercepted
and seized over $1 million cash going to tel emarketers
in Montreal. Under our program we seize it, we return
t he nmoney back to the individuals. U 'S. Custons
agents actually go to the victimin the United
States, return the noney to them and interviewthemto
see why they were victimzed, what was the statenents
made to them what were the prom ses, and why they sent
it.

Just one year operation in Mntreal, we have
docunented over 1,500 drop sites where mail is going to
them fromtel emarketers.

M5. FEUER: Robin, thank you. So, yesterday we
tal ked about noney going to a wire transfer through a
debit card through ACH Debits, but what you' re saying to
me it sounds like Custons Service is still seizing lots
of noney that the victins are sending that is making
its way fromthe victins' pockets to the tel emarketers
by the mail and express mailing couriers.

MR. LANDIS: Correct. A lot of it is cash, a
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13
ot of it is cashier's checks.

M5. FEUER. And that's interesting, because it
does seem consistent with some of the new statistics
that we're releasing that checks are still a big paynent
nmet hod in these schenes.

" m wondering, Larry, whether you're seeing the
sanme types of things, and if you could focus in part on
obvi ously the Postal Inspection Service viewpoint how
CMRAs are used and what kinds of trends you're seeing in
connection with telemarketing fraud and Internet fraud
as wel | .

MR, MAXWELL: Sure. First, Stacy, | just want
to thank the Conm ssioner and FTC for hosting us and
inviting me and ny agency and our friends here fromthe
ot her agenci es.

Everyt hing Robin just mentioned is dead on
poi nt, accurate. As he said, he spent tinme up in
Montreal. W have an inspector assigned to Montreal and
we are exploring expanding our role up there. W've
been up there for several years now. W also have an
i nspector, two inspectors assigned to the Partnership
Al'liance in Toronto with FTC, and we're starting a new
operation now out in Vancouver and the western part of
t he country.

As Robin nentioned, organized crine is a real
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factor in Montreal, and telemarketing is the big focus
there for us. |[If you go to Toronto, one of our biggest
concerns there has been the advanced fee schenes, but
there's a variety of other types of frauds we do see.
You get out west, of great concern to nme, being a
representative of the Postal Service here, is the
|ottery, we have a preponderance of |lottery schenes
comng in. | hear this fromthe Canadi an authorities
and | hear this fromconsuner agencies, | hear this from
FTC and Departnent of Justi ce.

So, we kind of have a little different hydra, if

you will, in ternms of the types of crinmes, in terns of
the use of commercial mail receiving agencies. | left a
brochure out -- it's not a brochure, it's a couple of

pages that the Postal Service and the Inspection Service
put out a few years ago when we enhanced our regul atory
provi sions guiding conmercial mail receiving agencies.
And essentially, it lays out the facts for you and it's
pretty current.

There are a few nodifications that it doesn't
mention that | can clarify later if you have any
guestions, but primarily, what we did was, and this goes
in a chapter No Good Deed Goes Unpunished. W heard for
years from | aw enforcenent, both in Canada and here in
the States, that commercial nmail receiving agencies were
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becom ng a haven for crimnals. Well, we only had
anecdotal information. W only had agents telling us
this. None of our databases captured this information,
ours or others.

But we tried to proceed in enforcing new
regul ations and net with a very |logical reaction from
the industry. You know, you're basically taking a
shotgun to a canary here. And we |ooked at it and
deci ded the best course was to neet with them and work
out reasonabl e accommpdations that fit both sides.

We recogni zed we couldn't force feed our
t hought s on anyone based on no enpirical data to back us
up. So, we agreed to nodify our data nechanisns to
capture those statistics so we woul d have a better clue
and al so provide sone intelligence for future
i nvestigations and trend anal ysis. But |acking that, we
wor ked on what | would call a common sense paraneter

Otentimes in tel emarketi ng schenes, both within
the States, for instance in New York, where | get ny
experience from you would have boil er roons operating
very tenporarily, using phones, and they would use
commercial mail receiving drops. Sonetinmes they would
even use a post office box, but post office boxes had a
little nore direct contact with the Post Ofice, so
there was a reluctance to use that on their part.
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They coul d use pretty nmuch anything to describe
t he address, as many of you probably are very famliar
with, you could use suite 24, and to a potential victim
custoner, could | ook at that and say it sounds |ike a
legitimate concern and mail it off thinking it goes to a
ni ce corporate building somewhere, where in reality it
went to a small mail drop place and the person woul d
come in in anonymty, sometinmes sendi ng soneone el se
down to pick it up

There were requirements on the books that
frankly the Postal Service didn't do a good job at
enforcing at this tine, and that was a formrequired.
It's an application for delivery of mail through an
agent. It's a 1583, so we will feel confortable with
governnment forns. There's two forns. There's one form
the CVRA operator fills out which authorizes themto be
a CVMRA, and that's a little bit nore conprehensive in
terns of information required.

The second, which is the CVRA boxholder, fills
out an application the sane way. Wuat we did in the new
regul ations, just in a nutshell is we enhanced the
identification requirenents and the validation of those
requirenents. So, the postmaster validates the CVRA
t he CVRA owner/operator would validate their custoners
And on a quarterly basis, provides that information to
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| ocal post offices, the current list. So, we have a
listing of actually who we deliver mail to.

Does the Postal Service conpile lists of private
information, social security nunber, addresses? No, we
do not. And as a |aw enforcenent officer, | would | ove
to have that information, because it would nake ny job a
| ot easier, but in a denocracy, there are groups that
feel that's an intrusion of privacy, and we have to
respect that.

| was part of a side working group dealing with
t he abused spouse organi zations, and they had some maj or
concerns about releasing this information, even to | aw
enforcement, w thout court orders. So, we restricted a
ot of that information based on our recognition that
there are people who could get hurt in this process for
us. So, that is a big obstacle we have faced.

We have nmechani sms in place now which appear to
be working. Recently, | ran the statistics, which does
not show a dramati c usage of CVMRAs to ny surprise, but
part of that cones, it's |like the chicken and the egg.
| nmean, we inplenented these new regul ati ons, which
elimnated mailers fromusing terns |ike suite or sone
ot her designation for an office, and they had to use two
designations, they had to use either the term PVB, for
private mail box, simlar to post office box, and that
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seened |ike a good catch, we had a nice conparison
However, sone people did push back on that, and they
felt they wanted one other alternative, because they
felt PVMB was too restrictive.

And, again, you're dealing with a ot of
| egi ti mate busi nesses that have needs and want to change
and have image and branding and so forth. So, we gave
them t he pound sign, the numeric pound sign synbol, they
could use that, or PMB. And that may have, for those
honest operators out there, those mailers, that may have
decreased sone of the use of the CVRAs, in the United
St at es.

There are commercial mail receiving agencies, of
course, around the globe. W have worked, as |I'm sure
Robi n has, and others here, with Canadi an counterparts.
And just like you would a victimon the street or a
W tness on the street, sone are very cooperative and
hel pful, even when they don't have to be, and then
others basically tell us to take a hike.

So, we have no legal jurisdiction to enforce
them The Canada Post Institution, which is the U S
Postal Service counterpart, they do not have
requi renents on registering comercial mail receiving
agencies, to ny know edge, unless that's changed very
recently, and | don't believe it has.
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Again, | don't knowif their thinking is to
enforce such regulatory change up there, but | think
t hey saw what we went through and probably thought
better of it. But they may at sonme point. And I think
it is good to know your custoner, who you deliver to,
and it protects a lot of people, and it protects the
Post OFfice. W deliver to a |lot of people. And that
creates anot her nmjor obstacle.

Again, this information is private information
people like to protect their identity, they do like to
protect their personal privacy for a |ot of reasons.

And in sone instances are very open out there. But we
have to respect both parties. So, that does present a
chal | enge.

My concern goes even further in dealing with the
cross-border issue. It's been a great opportunity for
U S. |aw enforcenent and Canadi an | aw enforcenent to
work together to iron out a |lot of these kinks that cone
fromtwo very friendly nations that speak nostly the
sanme | anguage and share a |lot of the sane institutions
and laws. What's happening is, as all of you are aware,
and it's a big focus of Hugh Stevenson and his group,
is the emergence of international fraud and crines and
how we are going to deal with that in the com ng
decades.
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That's a concern. | nean, over the years, we've
had troubl e keeping the genie in the bottle on our own
donmestic crinmes and now we're | ooking at victim zation
from outside our paraneters. And | think using the data
and intelligence is a great asset for us. |If we can
show trends. For exanple, very clearly, we're seeing
nost of the victins comng fromthe lottery schenes and
t he operations com ng fromwestern Canada, are in the
Sout hern Californial/Arizona area. |t pops out at you on
a map when you run sone of that data and it's very
hel pful to use FTC data or our own data, data provided
by the Canadians. And that's hel pful.

M5. FEUER: Thanks. And, Larry,
one foll owup question before we nove on. It's good to
hear that CVRAs are being used |ess in these schenes.
| "' m wondering, though, about the phenonenon that we
sonmetinmes hear in our investigations is sonebody using a
U S. address at a commercial mail receiving agency and
t hen having that mail forwarded on to Canada or sone
ot her place. Does your data pick any of that up?

MR. MAXWELL: No, that is a |acking portion.
What happens is the Postal Service, although now I think
we're nmuch better off in our working relationships with
the commercial mail receiving agency industry. W have
a lot nore contacts, there's a |l ot nore comunicati on,
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if youwll. And as | said, the vast majority are
| egitimate users of that service and it's a very
val uabl e service. However, we do not regulate. W can
regul ate our requirenents to deliver mail to that
agency, but we can't regulate the users and we can't
regul ate the industry and what they choose to do.

M5. FEUER. Right.

MR. MAXWELL: So they can forward it on. W
can't require records of that. Qur hope there is
cooperation fromthe agency manager that maybe woul d
alert us to sonme kind of suspicion. Again, you know,
it's sort of a dichotony there, because they have
custoners, they want to preserve their privacy.

We also rely on Custonms, our Custons, Canadian
Custons. |'mlooking at ways now, it's interesting, you
were tal king about forwarding the mail out, Robin was
tal ki ng about a conversation we had earlier, too, was
what interests ne is that to get around the border
search now, what they do is mail into the United States
or actually have the printing done in the United States.
Robi n nmentioned that they shut down sone printers.
That's probably one of the better strategies right now
to use is to look at what's happening here in the United
States that we can control

You know, are they printing, producing, mailing,
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distributing here? |If they're forwarding it, that's a
different animal there.

M5. FEUER: Right. Let me turn to Al an
Arnstrong, who is --

MR. ARMSTRONG Do | get ny chance now?

M5. FEUER  Yes, he was our |one CMRA
representative because unfortunately Charmai ne Fennie
has not made it. But, Alan, let me ask you the
flip side, because you and | have tal ked about the fact
that CVRAs are used for a variety of scans, including
consuner scans, but we talked a little bit about what's
bei ng done by MBE in that area. So, if you could
expound on that for us.

MR. ARMSTRONG | nean, there was a | ot of
things that were covered by Larry, and |I know that --
and | agree with a trenmendous amount of them | think
would i ke to say to begin with that cooperation,
particularly at the l|ocal |evel, between our individual
stores and centers, and | don't nean to speak for the
entire industry, | can speak for MBE, but | think I'm
pretty confortable in saying that it's this way with the
ot her franchises and also with the independents that
Char mai ne represents.

Going at it another way, | think at the | ocal
| evel to work with the Postal Service, the Secret
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Service, the FBI, and God knows how nmany ot her people we
see kind of conme into our facilities over the years.

| just want to say that those of you who read ny
background, |I'man area franchi see from Mail Boxes Etc.,
but 17 years ago when | got started with Mil Boxes Etc.,
| was an individual store owner and | had a coupl e of
stores. So, | kind of lived all this, and the custoners
comng in and the problens and the concerns and dealing
with the Postal Service and all these other folks. And
it's been a I ot of change over the years. And | think
we' ve | earned an awful | ot about each other and how we
can work together

So, | think there has been a lot in that regard.
| would nention that there are sonetinmes conflicting
regulations as it relates to the pressures on the
individual CVRA in terns of trying to work with the
authorities, whether they be the Postal Service or the
FBI, the Secret Service, in terns of trying to want to
hel p, and at the same tinme being constrained by Privacy
Act regul ations and other sorts of things where you can
find yourself on the chopping block, so to speak, your
head, no matter what you do.

And to be quite truthful, | suspect in |arge
nmeasure that our individual franchi sees probably go out
on the line in ternms of trying to help the Postal
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Service and the FBI and the Secret Service, probably
beyond what they probably should in terns of the |egal
perspective. And | shared that with Stacy and | say
that -- is sonebody taking this down? | see sonebody
over there is doing that. So, can we strike that |ast
part ? [ Laughter] .

But | think that's a reality of the situation.
Qur guys are local guys, they want to help, they want to
be -- they want to make -- do the right thing. | nean,
they're citizens, and they want to do the right thing.
And a | ot of our guys are actually the people that tip
off the Postal Service as to things that are going on.
And we've received a |l ot of kudos in that respect.

M5. FEUER. Are there particular things -- when
you say that your CVMRA MBE, in this case -- franchisees
are aware of that caused themto make that call? Are
there trends that you are seeing with respect to the
types of scans that you are seeing run through CVRAsS?

MR. ARMSTRONG Well, the scanms have changed
over the years. Wen there's a crook, they' re al ways
trying to think of a different way to use whatever they
can find to nmake a quick buck or two. But | think the
key thing that we have as an individual franchisee or
i ndi vidual operator is what | call the smell test. |
nmean, sonething just doesn't snell right. There's just
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sonet hing that is not good about this. And our guys get
t hei r antennas up.

Sonetines in that particular case, they'|l take
the initiative and either call, not always is it the
Postal Service, it can be the local police, state and
| ocal authorities. W get involved in a |lot of the drug
scans. People use us as drops for drugs. That happens.
And that's outside of the Postal perspective, but that's
part of the world.

So, the key thing is to just be aware of what's
going on. And we do sonme things at MBA both at the
corporate |level when we're training our franchi sees and
at the local level with ongoing work with the Posta
Service. As a local franchisee in Maryland and DC,
meet ny franchi sees periodically, and | can tell you
over the 15 years or so that |'ve been the area
franchi see, we've had the Postal Service in, for
exanpl e, half a dozen tinmes over that period of tinme to
talk with us about how they operate and how we can be
hel pful to them and that sort of thing.

Now, this is all a very unofficial sort of
thing. There's nothing that requires us to do that.
We've just always done it because we thought it nade
sense to do it. W want to be a good citizen. And we
are good citizens. W' ve got sone good reps. At the
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corporate level, we do so, as a part of training new
franchi sees, but when we train new franchi sees, we do
spend sone tinme during our block doing |ots of things,
and the CVRA part of it is just one part of it. But we
spend sone tinme tal king about fraud and scandal and how
we can be used and how the franchi see shoul d be aware of
what's going on, both legally and also in terns of just
trying to do the right thing.

M5. FEUER: Thanks, Alan. |'mgoing to have
some nore specific questions, but et me turn now to
Andy Lynn, and since Robin opened up the issue of
openi ng up courier packages that contain noney, |'m
wonderi ng what you are seeing at FedEx in terns of
frauds, particularly consuner frauds and what you do in
the first instance to address that.

MR. LYNN: Stacy, thanks a lot for inviting
FedEx to be part of your group here today, and | was
just looking at the list of folks here on this panel,
and the truth is, you know, FedEx works closely with
really all of these organizations on a daily basis. Not
quite as much of the Australian conpetition authorities
yet, but we'll be talking to you soon there.

But Robin and I were actually having a short
conversation before the panel, and I will tell you that
bet ween the Custons Service and the Postal |nspector,
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since we're carrying a lot of mail on our air network,
t hey can give you a very accurate idea of the sorts of
t hings that are noving through our system You know,
there are all sorts of wong types of shipnents that can
nove through the system be it cash or contraband,
t hi ngs of that nature.

| think Robin would tell you that the policy of
FedEx really fromthe begi nning has been, nunber one, we
want to have, you know, a very close, cooperative
wor king relationship with | aw enforcenent authorities.
We have a fairly large security organi zation, and a very
inmportant part of their job is to liaise with the Postal
i nspectors and the Custons and the FBI, and all these
ot her agencies that Al an was nentioni ng.

Do we have -- you know, again, between the snell
test, just in the express business, we have about three
mllion packages a day. |It's hard to apply the snell
test to every single one of those, but the truth is
there is usually a FedEx courier or enployee having sone
interaction with the package. You know, are there
profiles and things that we | ook for that help us kind
of have a suspicion about whether sonething | ooks right
or not? Yes. Does the fact that we have a very
data-i ntensive, on the international express part of the
busi ness, we gather a lot of information that's required
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for our purposes for tracking, billing, and also for
Cust ons cl ear ance.

So, we have a data-rich environnment that, again,
we are able to work with |aw enforcenment to use when
they say that they've got reasonabl e suspi cion.

One of the things, Stacy, you and | tal ked about
leading up to this panel is that line that we really try
not to cross, which is we are about providing service to
our customers, we're about protecting the brand nane,

t he customer experience with FedEx. And let ne just

di scl ai many interest in our having or obtaining revenue
with working with fraudul ent shippers. Let ne tell you,
that's a bad busi ness nodel for you. W have

sal espeopl e that are focused on autonotive industry,

heal th care, pharmaceuticals, we don't have a fraud
sales unit. W're not after those shipments.

Nunber one, they're not always the best to pay,
but nunber two, even if they do, at the end of that
transaction, you know, the bad guys are gone, the only
nunber they know is 1-800- GOFedEx and that can really
eat into your margins there.

But I'msorry, ny point was we want to work as
closely as we can with | aw enforcenent and we do and we
will, but we nmustn't let the FedExes of the world cross
over that line into actually becom ng de facto | aw
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enf orcenment agencies on their own. W have obviously
obligations to protect the integrity and the privacy of
data and people shipping legitimate shipnments from point
to point need to not have an unrealistic fear that al
peopl e who don't need to know their business are going
to know it.

M5. FEUER: Thanks. Before we turn to talk
about maybe sone of the specifics of cooperation short
of co-oping private business into our line of work, I
just want to ask Lee about her experience in Australi a,
and | know it's slightly different there because your
relationship with the Postal authorities is different,
but what do you see as the use of courier services and
CVRAs to the extent they exist in Australia?

M5. HOLLI'S: Thank you, Stacy. | would just
like to say, by way of introduction, that as far as
cross-border fraud is concerned, apart fromthe net,
mai | -based fraud is the next biggest issue for us. Wat
we have found in practice is that there is a great dea
of cooperation fromcomercial enterprise as well as our
Australian Postal sources in helping to detect and put
an end to cross-border fraud, particularly international
fraud.

There are | egal inpedinments which affect how we
go about doing things, but I think generally, as has
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been nentioned by nenbers of the panel, we proceed from
the basis that no reputabl e conpany woul d want to be
associ ated with fraudul ent conduct, and fromthat basis,
it's very easy for us to go ahead with comerci al
enterprise to put a stop to fraud where that is
possi bl e.

We do have issues in the international arena
wi th extended reshi ppi ng of checks and cash whi ch neans
that's quite a long investigative trail fromtine to
time going around the globe. | think we've had traders
who m ght ostensibly be |ocated on the Gold Coast in
Queensl and, for exanple, in Australia, which is a huge
post office box center, and associated probably with
crimnal activity, but in fact, the originator of the
scam may be in Canada or the U S. The mail may be
pi cked up from post office boxes in Australia by soneone
who is unfamliar with the scam they're nerely paid to
pick up and reship material, and on its way to the
States or Canada it may go through ports such as Fiji
and ot her pl aces.

But our experience, as far as working in
partnership with commercial enterprise is concerned, has
been positive. | think particularly directed towards
di sruption, where we've beconme aware of frauds, we take
it up with the commercial enterprises and generally
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recei ve cooperation. And | think our next step is to
work in greater partnership with commercial enterprises
as well as our Australian Postal authorities to take
nore preventative neasures to prevent cross-border
fraud.

M5. FEUER. Thanks, Lee. Al an, maybe ny next
guestion will get to this, and if not, you can chine in.
| wanted to just ask, you know, obviously there's a
| evel of cooperation that's already ongoing, both with
the crimnal agencies and civil agencies |ike the FTC,
but I wanted to ask if sone of this could be done on a
nore system c basis, and | guess there are three areas,
and |I've talked a little bit with Alan and Andy about
t hem

One is in the informati on sharing area.
s there some nore system c way that we can get together
to share information, and the one issue | want to raise
is an idea that Robin and I were kicking around, and
that's of given an organi zation |ike FedEx, a
corporation that uses a |ot of automated systens, if we,
| aw enforcenent, were to cone to you with a list of bad
addresses, for exanple, Mntreal, is there sonme way of
flagging that in your conputer so that your agents are
aware that there m ght be sonething fishy about 400
packages going to a certain address?
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Let me throw out two other things and then maybe
we can comment on themall. Another thing that
Al an was tal king about was he was tal king about MBE
Uni versity where MBE trains its 3,000 franchisees in the
US., as well as its global franchisees, and | guess the
question there is are there nore opportunities for
training, and I know FedEx does a | ot of training.

And then the third thing that I want to throw
out here, for enhanced cooperation, and ask for your
t houghts on all three, again, goes to suspension of
services. What do you do when you are aware that
consuner frauds and noney are being run through your
conpanies, and in ternms of working wwth a civil
enforcenment agency |like the FTC, what do you need from
us to suspend those services? Do you need a court
order, or is there sonething | ess, given by the tinme we
go get a court order, sonetinmes the fraudsters will have
noved on

So, | throw out all those questions and perhaps
Andy and Al an can take a stab at them

MR. ARMSTRONG Al three?

M5. FEUER: Well, in the interest of tine, |
figured | would lay it all on the table and then see
what people want to say.

MR. ARMSTRONG  Ckay. Just two things, before
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noving on to those things. First of all, although this
is called a comercial mail receiving CVRA panel, so to
speak, the fact of the matter is that not all the things
conme through the mail in ternms of fraud. | nmean, we
t ake packages in as commercial mail receiving folks from
not only the mail, but also from FedEx and UPS and DHL
and Airborne and what have you, and it's just as likely
that those guys can be used for fraud and that sort of
thing as the Postal Service. | nmean, it happens.

In fact, sone of the biggest frauds that we've
been involved in very truthfully have come where we've
gotten involved in FedEx and UPS, because we accept
packages, and that's not really controlled by the CVRA
regul ations. | nean, when we take a package in from
FedEx and UPS, not part of the CMRA regul ations at all,
it's just receiving a package from FedEx.

The second thing before we nove on, what is the
cost of the individual operator, the individual CVRA in
terms of this whole thing of fraud situation. Wll, the
bi ggest cost for us is our credibility. M worst
nightmare as an area franchisee is to come hone and be
wat ching the 6:30 news and all of the sudden find one of
my centers in downtown Washi ngton, DC on the 6:30 news
tal king about it's a drop for sonme crimnal or
fraudul ent schene. That doesn't do us any good. And
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that is just disastrous to us.

And it happens. And it happens across the
United States. So, we're very concerned about this from
a credibility perspective. That's critical to us,
because it strikes to the heart of our brand and our
operation. | wanted to get those two things out and |
think it's critical, you know, very inportant, those two
t hi ngs.

Now, noving on to how we work with these folKks,
nost of our relationships right now have been pretty
informal. | can say this, and ny coll eague here from
the Postal Service mi ght not even be aware of it, but we
have devel oped a pretty good relationship with one of
his col | eagues out on the west coast at the national
| evel, and he funnels our folks at our corporate |evel
all kinds of information about what's going on in the
Postal Service, both through the scans and abuse that we
t hen downl oad to our franchisees through internal
communi cations tools. And that's a very good way to do
it.

| nmean, we did sonething about once a week from
our corporate headquarters tal king about what's going
on, newsy sorts of things in our business. And it's
probably at |east every -- out of every two or three of
those, there's sonething we receive in the Postal
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Service saying watch out for this, watch out for this
name, watch out for this schene that's going on. And |
think that's done unofficially, Larry, | don't think
there's anything official related to that. But it's an
excel l ent tool, by the way.

M5. FEUER: So, using your internal corporate
conmuni cations and having the Post O fice provide that
i nformation?

MR, MAXVELL: Yeah, what you said is totally
accurate. Wen we did the regulatory changes, one of
t he understandi ngs we had with the different
organi zations, Charmaine as well, it would be nice if
she coul d address this with us, we agreed that we would
enhance our communications in terns of training and
sharing of information. W shared enmail addresses from
i nspectors, that was done on a national level. | think
it's been better served at the local level up until this
tine.

There's another group that's in charge of
identity theft in ny organization that has
responsibility for that, and they're working now t owards
organi zing sonething a little bit nore formal fromthe
national level. | think there's a |ot of opportunity
there, but I'mglad to hear that they kept it rolling
fromthe tinme we had the original discussions, because
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t hat was good.

MR. ARMSTRONG | nean, | think the whole
rel ati onship has been pretty informal, very quasi
official, so to speak. And | think it's funny in
tal king about that, to nake it nore formal woul d be
very, very useful. Particularly at the top |evels.
nmean, at the lower levels this sort of back and forth is
goi ng to happen. Tal king about not only fromthe Postal
Service, but the FTC and the Secret Service and anybody
el se. W have a trenendous internal capability to get
the word out to our guys, and | don't think it's being
fully utilized by the rest of you all.

M5. FEUER. And we at the FTC woul d be very
happy about that. | nean, one of the things we talked
about a |lot yesterday in our panel, since we obviously
have a | ot of representatives of other |aw enforcenent
agencies here, is how we can nake sure that our efforts
are coordinated and that, you know, Larry, we work with
alot, so he is aware of the scans that we're
investigating, but I think there is an opportunity, it
seens |ike, both with a corporation |Iike MBE and FedEx,
to partner using the corporate comruni cati ons systens
and that we in the governnent need to be feeding the
data and the trends we're seeing in a perhaps nore
uni fied way.
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MR. LYNN. Stacy, | think there are probably
opportunities to | everage comruni cati ons networ ks that
we have. FedEx, you know, we've got an interna
tel evision network and we do ongoing training and
safety, security, fraud detection, it gets right in
there along with how to be safe in bad weat her and not
havi ng vehicl e accidents, but we would be very happy to
talk to you about featuring you fol ks on sonme of our
shows to say, here are sonme of the exanples of things to
be | ooking for, and nore inportantly, here's what to do.

What we woul d probably do is feature the | aw
enforcenent representative along with one of our
security fol ks, which gets back to your point on the
hypot heti cal about conparing a |ist of addresses and
seei ng what can be done to sort of see what's happening
there. And what | would tell you is our inform
cooperative systemwould already facilitate that. |
would tell you to call nme, call our security group, we
would sit down with the | aw enforcenent officer and
eval uate the informati on and to the maxi num ext ent
possible we're able to cooperate to get the bad guys.

As far as suspension of service, there are sone
ti mes when we need to suspend service to custoners for
non-fraud-related matters. So, we have ways to do that.
Again, it would just involve our sitting down and
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| ooking at what is the nature of the information and not
turning off any people that were actually not bad guys.
That's kind of a problem

M5. FEUER Right. And let ne ask Larry or
Robin or both of you, in ternms of sonme of these ideas of
continui ng obviously the informal cooperation but doing
sonme nore system c things, you know, either on the
training end or the informati on sharing end, what do you
see as things that would be useful for you?

MR, MAXWELL: Well, I think we heard from John
Sullivan yesterday with the mail industry, and we've
done a lot of things there where we have joint neetings
and we share best practices. W have inspectors, sone
of nmy counterparts work with FedEx, and they've cone
back with glowi ng reports of your security network and
we' ve learned a lot fromthem and we've shared
i nformation.

| think we can do a lot nore froma system c end
with the commercial mail-receiving agenci es, which
frankly we probably let the ball drop. W could have
pursued it at an even greater rate to keep that rolling,
but I think our main focus was getting on the
registration and identification first and al so the
dat abase, but | think this next phase, there was tal k of
havi ng agents at training academ es for new franchise
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operators. Again, we' ve tal ked about uses of the
satellite networks, and I know there are sone ot her
forms we could probably use for that.

The prevention area, of course, is always the
one we wanted to push and we try to share that. Any
time we do stand-up talks to Postal Service, to the
carriers, any tinme you have a fal se address, or in the
conmer ci al agencies, you have issues which bring it up
to the supervisor and they'Il talk to the operator of
the commercial mail receiving agency.

So, there are a | ot of opportunities there,
think we've kind of just scratched the surface a little
bit, and that's why this is a good di al ogue, because
there's a ot nore things we can do.

MR LANDIS: | totally agree, because nost of
the dealings are with the security office, the banks or
FedEx or the noney transmtters, and we like to get the
message out to the actual worker bees at the street
| evel out there | ooking. They have nore eyes out there
that can tell us a lot nore of what's going on.

And 1'Il just give you a real fast story that we

di scovered up in Mntreal is that these people are very

wel | organized. They'll do surveillances at |ocations
for drop sites. They'll pick Stacy, they'll |ook at
your house, they'|ll see when you' re hone and when you're
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not honme. |If you're not there between the hours of 8:00
and 5:00 and there's nobody else there, they will use
your name and your address and receive, and they wll
have sonebody sitting out in your driveway until that
package shows up. And they say, oh, I'm Stacy, |I'mjust
getting ready to go to work, 1'Il take the package. And
t hen when | aw enf orcenent cones knocking at the door,
they' re | ooking for Stacy for receiving the noney.

| nean, these guys are very well organized. And
when you have nore eyes out there like the drivers,
sayi ng, hey, this doesn't look right. O if we have the
drop sites, where mail is being forwarded in |arge
gquantities for a foreign country, if they have a box
with a return address that's different than where
they're | ocated, and sweeps. Sweepstakes, entries, and
this | would like to stress this to everybody, any tine
a sweepstakes asks for your private home phone nunber,
you're asking for trouble. That's what we find at 90
percent of the tel emarketers, the fraudul ent
tel emarketers are people that put their phone nunbers on
sweepstakes. And that's what we're finding.

M5. FEUER. Let nme just ask Lee, before we nove
to sonme questions fromthe audi ence, you said that you
had generally very good | evels of cooperation, and |I'm
wondering if there was a particul ar exanple of sonething
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system c you do or sonething informal that has been done
that m ght serve as a nodel for us here?

M5. HOLLIS: Well, | would refer to the general
situation where we have good liaison and relations with
The Directing Marketing Association in Australia, and
t he menbers include frank conpanies, and through that
forum it's a very good way to liaise on a regul ar
basis, and find out how industry is viewing the world
and what's going on. And particular areas or hot areas
that m ght be devel opi ng and energi ng, and al so a chance
for us to give sonething back to industry through that
forum

M5. FEUER. And that's great and that wll
actually lead us into our next panel this nmorning. | want
to just leave it open for any final
comments fromthe panelists, and also turn to the
audi ence and if anybody has a question to raise their
hand and we'll bring the wireless mc over.

Elliot, if you could identify yourself for the

record.

MR. BURG Elliot Burg fromthe Vernont Attorney
General's Ofice. | had a question for Andy. | take it
fromwhat Robin has had to say is that there's still a

problemw th courier services picking up checks from
consuners' hones. |If that's the way physical checks are
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maki ng their way to Canada.

If that's true, or to the extent that it's true,
does FedEx have procedures in place for its delivery
peopl e, procedures and training that would allow those
people to sort of -- | want to use this in a benign way,
but profile the people that they' re picking up mail from
to determine if they've got a potential victim Maybe
it's not an elderly person, but sone situation where
t hey can spot a victimof fraud and then try to educate
t he person or persuade themnot to go forward with the
del i very?

MR. LYNN: | think, again, you' ve touched on a
very good exanpl e of that bal ancing act that we have to
performevery day. | nmean, the truth is, our couriers
tend to know the people, and we're really talking here a
residential situation, and probably the nost effective
deterrent that we have is just sort of the gut feel of
our people. And there are certainly anecdotes where
|"ve been involved where we get this call and soneone
just says, you know, this just doesn't feel right.

So, we've got 45, 50,000 couriers on the
streets, and they're mainly nice people and they mainly
like their custoners, but if you take your question kind
of just a half step further, there's really not going to
be a way for FedEx or any other entity to sort of be the
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guarantor of the integrity of the transaction that
they're a part of.

You know, just as the mail, you know, the Postal
Service, we do what we can to keep the bad guys at bay,
we really want to do that, but we're not going to be
able to get to the point, I don't think, of asking 20
questions about all right, Ms. Johnson, why exactly are
you sending this check to ABC conpany, have you thought
it through. There's a point at which nobody can
conpl etely protect people fromfraud, but we certainly
are interested in doing it, and our people, our couriers
especially, use their judgnment very well in that regard.

M5. FEUER. And if I'mcorrect, you did tell ne,
t hough, that fromtine to tine FedEx will open packages
under your conditions of carriage.

MR. LYNN:. W certainly have the ability to do
that. You know, the conditions of carriage, and it has
al ways been that way, but if in the exanple we're
di scussing, we woul d open a package to see who the check
was nmade out to, | nean that doesn't exactly fit the
normal profile, but again, Robin and his band of
characters, of course, can open any international-bound
package that they want to.

MS. FEUER. And they do.

MR. LYNN. And they certainly do, and they have
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data systens to, again, officially profile the packages,
and we do a | ot of package openi ng.

M5. CGRANT: Hi, Susan Gant fromthe National
Consuners League. Two things, one for Andy and one for
Larry. As an exanple of a proactive neasure, Western
Uni on, when you call its quick pay service, actually has
a recording that says that if you're trying to send
nmoney for a sweepstakes or to make a charitabl e donation
to firefighter or | aw enforcenent organi zation, press 1
and then when you do that, you get a nessage sayi ng
essentially that it's a scam

That's a good nodel that could be used whenever
consuners are making arrangenments by phone, and also if
sonmebody is going to a house to pick up a check, perhaps
there could be sone witten information that is given to
t hem about scans and how they work and how to recognize
t he danger signs that m ght forewarn the consuner that
maybe they're about to do sonethi ng about.

So, that would be interesting to consider.

An issue for Larry, as you know, we were really
unhappy with the alternative in the CVRA rules for the
hat chmar k nunber in the address, because there's no way
t hat consuners can tell fromthat that they're not
sending a paynent to a suite in an office building,
whereas PMB i s nmuch nore obvious. It would have been
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much easier to train consunmers that when you see PMB,
what that neans.

We're not finding that anybody is using PMB.

So, |I've got a couple of questions for you. One is, are
you finding that anybody is using PMB, and are you
finding that the cross or pound sign nunber is being
abused? And also, will the Post Ofice deliver the nai
to the cormercial mail receiving agency if it doesn't
have either PMB or the hatchmark?

M5. FEUER. Wiy don't we have Larry answer and
then I don't know if Andy wants to comrent on Susan's
guesti on.

MR. LYNN. Go ahead.

MR. MAXVELL: Susan, with the pound sign, |
haven't seen any -- |'ve seen both used, |'ve seen PMB
and pound sign used. Pound signis alittle harder to
di stingui sh, because it can get nerged in with sone of
t he ot her address aspects, and that is one of the things
that did concern us. But the PMB | have seen used, and
if they're not using either, the Post Ofice is under
the directions to discuss the matter with the CVRA
oper at or.

Stacy raised the issue of what alternative neans
we have as far as shutting down and so forth. That's an
extreme neasure. The Postal Service has that ability,
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the district manager can shut down a CMRA franchise if
they're not in conpliance, if they' re found not to be in
conpliance. And naturally nobody wants to do that, and
so far we haven't had to do that. And they've been in
conpliance. And if there is a custoner, one custoner,
that's out of conpliance, they're not going to risk
having -- and that's the whol e theory behind that.

What | am doing as we speak, in fact, we're
| ooking at a neans to take the 1583-As, which is the
CVRA operator, their application, that's not automated
nationally. W would like to automate that nationally
for our purposes just to help address the issue of this
is a CVWRA thisis alisting, and at |east make that
available so if you' re mailing to it. Because right now
it doesn't exist with us. It exists with the industry,
separately. It's not all pulled together. And | think
t hat nost peopl e have been asking for that and it's just
never -- there was never a need before and you can
i magi ne, with 40,000 post offices, and a | ot of them
aren't regulated. A lot of themdon't even register
that are in the legitimte side of the industry.

If you go into the Bronx or Queens or even areas
of DC, you're going to find a |ot of what we call
nmom and- pop stores where they will take mail in for
people. And, again, that's a postal delivery issue, we
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shoul dn't be delivering mail if we don't know who that
is, but it does happen.

MR. ARMSTRONG  Stacy, can | kind of follow up
on that? As it relates to the PVMB, it is being used.
VWhat we do with new potential custoners who rent
mai | boxes is explain to them how they should have their
mail sent to us and what have you. But in a very
practical sense, we in the CVRA industry can do our job
by informng custoners this is how you mail things or
have things mailed to you. But when they go out and
communi cate and portray their address on the one hand,
and how the people who send things to themuse their
address is inpossible to regulate. | nmean it's just
i npossi bl e.

You know, if sonebody decides to send nme a card
and how they put the address and how they lay it out,
regardl ess of what the regul ati ons have, you know,
what's the practical answer to that? | don't know the
practical answer to it. |It's very, very difficult,

t hough. But we can and we do do everything we can, and
you say there's been no CMRA so far that you' re aware of
that you guys have had to put the hamer on?

MR. MAXVELL: No, there was one, there was a
l[ittle discussion over sone issues with one custoner,
but we tal ked about that and cal ned that down.
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M5. FEUER. Andy, did you have any response to
t hat ?

MR. LYNN: On your issue, nunber one, it would
be very interesting to hear any specific anecdotes that
you' ve got about sonmebody having to go out and pick up a
check. | amgoing to tell you, |I don't think we're too
out of school to say that in the type of scamthat
you' re descri bi ng where you have the boiler room
operator saying, all right, I"mgoing to have a courier
come out to your location and pick up a check, the good
news about those is that those are typically, they're
going to need to be billed to an account nunber, and it
IS easy once we are able to identify these as bad
actors, you know, in our systens, you know, to kind of
make that stop

You know, the bad guys are agile and nove
around, but it would be a bit of an atypical situation
for soneone who doesn't have an account nunber with us
al ready shi pping FedEx Express, for exanple, to call out
and have a courier come to pick up a check

|"ve taken a long tinme to say, we're always open
to ot her suggestions on how to inprove our
comuni cati ons and our screening, but what | would tell
you is that | think our current nmechanisns are fairly
good in that regard and there usually has to be one or
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two victins before we catch the bad guys, but we can get
them pretty quick

M5. FEUER. Geat. | think what we'll do nowis
nove on to the next panel, so | want to thank all the
panelists here for participating. It is a shane
t hat Charnmai ne Fennie wasn't able to join us, although
she got a ot of references, and we've heard a | ot of
positive things about what's going on now and perhaps
ways to build on that with both the CVRA industry and
with courier services |ike FedeEx. So, thanks a lot, and
we will nove right along to the next panel on the role
of self-regulatory organi zations and industry
associ ati ons.

(Appl ause.)

MR. STEVENSON: Al right, well, why don't we
nove on to our next panel, which is the role of industry
associ ations and self regulatory organi zati ons and the
role that they mght play. And we have -- | think the
panelists' bios are in the material, so | just propose
to junmp right into the discussion, and | think that the
guestion to start with is what role is it realistic to
expect that industry associations mght play in
partnering with | aw enforcenent? Cbviously there are
roles that they have, legitimate roles in advancing the
industry's other interests with | aw enforcenent, but
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what kinds of roles is it really realistic to expect
t hat industry associations can play in partnership, and
how m ght we see them what kinds of exanples do we
have?

And 1'mgoing to actually | ook for a volunteer
to answer that question, if sonebody wants to put a tent
up and venture a thought on how they m ght see that
guestion. We will have a volunteer, even if no one puts
their tent up, but --

MR VH TELAW Al right, all right.

MR. STEVENSON. Bob Wi tel aw?

MR. WHI TELAW Yes, | think nunber one in terns
of the Better Business Bureau system there is no
border, no cross-border matter, and that with our
counsel in Arlington and the counsel in Canada, we share
a lot of information. And on the positive point, we're
not bounded by a | ot of regulatory requirenents.

The best way of the partnership and idea is Ken
Hunter, fornmer Chief Postal Inspector of the United
States, has sort of put our mandate up, and that is when
a consunmer, a business, or an organization is about to
spend noney or donate noney, we want to be there to
reduce their risk

Now, we, in terns of receiving information, have
t he opportunity to deal with awareness, accessibility to
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just-in-time information, responsiveness, and
redirection, and without too nmany seconds passing, we
can get information out to the bureaus, the 140
t hroughout North America instantaneously. At the sane
time, nove information to the nedia, and nore
inmportantly, to governnments, whether it's the
Conpetition Bureau in Canada, the Federal Trade
Comm ssion, the Ofice of Fair Trading, nove that out,
get it out to the business comunity.

Alnost in an, as | say, wthin seconds of
information, that's one of the main tools of this
regul atory or nonregulatory work that we do w thout
havi ng the checks and bal ances. W can nane nanes. W
can nane issues. W can nane addresses. And that is
hel pful to consuners, businesses, organizations, and
gover nment groups.

MR. STEVENSON. Let ne ask, nmaybe Mark Bohannon,
we were talking earlier about this issue and the kind of
role that the industry associations mght play, and it
may be al so obviously that industry association nmay nean
sonmething slightly different fromthe role that the BBB
can play, but, Mark, | think you had a few thoughts on
t hat .

MR. BOHANNON: Yeah, sure. | appreciate your
comment, Hugh. We are not a Better Business Bureau,
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t hough we have tremendous respect for what the Better
Busi ness Bureau does. W are an association that has
conpani es as nenbers. Those conpani es range from sone
of the smallest in the technology area to sone of the
| argest, and even, you know, along that range, they face
a variety of fraudulent acts, both here in the United
St ates and abr oad.

So, that is an area particularly in what | would
call and what you probably understand as the
counterfeiting areas, a place where we do a great dea
of work with a variety of |aw enforcement authorities
here in the U S., and as appropriate and ot hers,
particul arly Canada, Mexico, and to sone degree the
Uni ted Ki ngdom

We see and are asked by our nmenbers to play a
variety of roles in working with | aw enforcenent. They
range frombeing a source of information and helping to
keep governnent enforcenent authorities up to date on
new nodel s of what we see as fraud and counterfeiting,
in a wrld that advances as technol ogically quickly as
our world does, it is a challenge for everyone to keep
up with what is going on in the new nodels and
approaches to fraud, and certainly we see our role as
bei ng both a formal and informal source of helping to
under st and what those new nodel s are.
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And we do that through white papers, which you
will find on our website, we do it through infornma
di al ogue, we go to neetings, and quite frankly
responding to calls as appropriate.

The second role that we often and significantly
play is being an interface between our nenber conpanies
and | aw enforcenent in situations where either there may
be crimnal or civil action brought against soneone, and
where the conpany either does not have the bandw dth or
is not confortable with being a direct interface as
well. That often involves in our case being a hotline
for tips for those who pirate or counterfeit our conpany
products. W have a very sophisticated operation that
goes back at |least 15 years working in this area. W
have cl ear issues and policies about the anonymty of
that data, and at the sane tine, over the years, we have
devel oped a solid reputation with | aw enforcenent that
what information you get fromus is going to be very
real and very serious.

And | think the third area, as appropriate, is
coordi nati ng on appropriate enforcenent actions when
fraud is actually found. The reality is that both in
the public and private sectors, there are not all the
resources to go around. In sone cases, it is
appropriate to bring crimnal action, sonme cases it's
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not, and so as appropriate, and within appropriate
boundaries, those are areas where we interface as well.

So, Hugh, those are sone of the exanples. |
woul d be glad to explain nore, if you want me to go into
nore detail.

MR. STEVENSON:. Thank you. Maybe | woul d ask
next Jerry Cerasal e how the experience with the
Directing Marketing Association conpares with the
experience that Mark just described for the Software
I nformation I ndustry Associ ati on.

MR. CERASALE: Thanks. The Directing Marketing
Association has its own internal guidelines for its
menbers and an ethics procedure dealing with and split
up in two with telemarketing and then all other ethics
procedur es.

The goal of that kind of self-regulationis to
try and get things corrected, but if we find in the
course of this investigation, which is done by peers of
t he menber conpani es, and we have no individual nenbers,
but 5,000 corporate nenbers, we will then transmt the
information we find to the appropriate |egal
authorities. If we find, in fact, there appears to be a
violation of law, be it the state AG be it the Federa
Communi cati ons Conmm ssion, the Federal Trade Comm ssion,
et cetera.
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One of the things that where we really work well
with the Postal I|Inspection Service, and |I think you had
a nmenber of the panel yesterday discuss it, bad
addresses, identity theft kind of things where an
identity theft is a crinme against nme, the individual,
it's also a crinme against nme, the conpany, if you're
going to try and purchase sonet hing and end up not
paying for it.

So, there are a | ot of addresses that where that
happens, and that information gets out and you know t hat
123 Main Street of this town is generally an address to
be leery of, and we work with that with the | aw
enforcenment conmmunity and spread that word around,
because that can help prevent a continuation of the
fraud and try and find sonmeone.

A lot of times the cross-border fraud,
unfortunately, except for the lottery issue that was
raised, | nmean that's illegal on its face, and nenbers
shoul d know that, they're required to know what ki nd of
pi eces go out and how lists and so forth are being used.
But many tinmes, the fraudsters break up their
activities. They may control the tel emarketer |ocated
in Canada, we're dunping on our poor neighbor in the
north, but located in India, |ocated in Bangl adesh,
anypl ace where they think that they can go into the U S
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where there's a different English, or even a Spanish
country if they want to conme into Spani sh-speaking
Anericans and so forth, they can control them

But they get a list fromsonmewhere and the |i st
provi der takes a | ook at the script and the script |ooks
fine, because the fraud happens with, | send the noney
inand | don't receive what | paid for. And they could
use a printer, the printer, the printing |looks fine, it
could be a very legitimate offer, if, in fact, they do
that, and so you don't know.

And so that's part of the problemthat we face
fromthe point of view of this type of fraud, which we
all want to try and get ahold of, even information, if
it's not obvious on the face of the piece of the
canpaign that you're dealing with, you' re not going to
catch it. It's a requirenent of our nenbers to take a
| ook at what your piece is, what the piece of this
canpaign is. If you're sending a list, what's the
providing list being used for? Well, it's being used to
sell such and such. And you send the noney in and you
don't get it back

Well, the list owner is not the fulfill nment
agency, so they're not aware of it. They can even see
the list, so that you're going to call Jerry Cerasale's
honme, even though I"'mnot on the -- normally on a list,
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|"mjust going to see what's being said and | can |isten
to the script, say, no, I'"'mnot interested, because |I'm
not going to spend $1,000 or the $100 or whatever it is,
but the script sounds legitimate. And that's part of
t he problemthat we face.

So, | think that if we find informati on we have
toget it to you. And we have to work, | think, within
our DMAs throughout the country. You heard about
Australia working with their authorities, and Alistair
is here, as direct marketing associations have to work
together to try to spread information. | think that's
t he bi ggest key. The problemthat we all face, though,
the one fear, and I'll just say it, is spreading the
information, does it make you automatically
know edgeabl e and liable for it, and therefore our
menbers wi Il then not become vol unteer nenbers of the
associ ation any longer. So, we have to worry about that
ki nd of thing.

MR. STEVENSON: Ckay. And that's an interesting
point. And maybe, as | understand it, just by way of
background, a lot of your nmenbers are indeed suppliers
or the service bureaus who are involved who m ght be the
entities who were seeing these various pieces that you
describe, and so one of the challenges is the role that
they' re playing, and you're tal king about their
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incentives to be a nenber of your organization.

MR. CERASALE: Right. And, |I nean, it is --
they don't want to -- as they said in an earlier panel,
you know, having a fraud nodel is not a good business
nodel generally for a legitimte business player, but
how do they know? Because in essence, there's the
fraudsters are putting a fraud upon the suppliers, sone
of the suppliers, anyway, using their facilities to
perpetuate a fraud, but keeping that know edge away from
the supplier. And we have a | ot of suppliers.

MR. STEVENSON: And, Jerry, | know the DMA has,
| think you referred to this briefly, a code of conduct
that applies to the various nenbers, and | think there
are provisions on the supplier service bureaus. |s one
possibility, of course, there is the fear that you
menti oned, but is one possibility thinking about
adjusting that code in sone way so that people are --
have sone role in trying to see the |arger picture?

MR. CERASALE: | think that we -- | think that's
worth a good series of discussions as we conme out of
this and what the authorities do, what the Federal Trade
Comm ssion wants to do, and try and get our -- not just
us, but the international brotherhood, and Alistair may
talk to that, of the DVMAs, to take a | ook at what type
of thing we can do and how we can nmake an adjustnent. |
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think that that nmakes sonme sense, because, you know,
fraud hurts the entire business, so it hurts our
| egitimate nenbers to have cross-border fraud. So, you
want to try and end that.

But working it that way, but not becom ng the
police force on our own sense, because we can't, that's
not our role, and but to work in that way, | think, yes,
we can |l ook at that, we can try and see what we can get
t oget her, what | aw enforcenent needs, what we're able to
provi de and so forth.

MR. STEVENSON:. Can you say just a little bit
nore about the fear issue, or the liability issue, maybe
just to spell it out, put that on the table. Wat, sort
of, are the bad things that could happen there?

MR. CERASALE: Well, | think the bad thing that
can happen is that you suddenly don't have peopl e being
menbers of the DMA if, in fact, we work with |aw
enforcement. And we get information that we distribute
to our nenbers. And then that becones, in |egal terns,
actual know edge, and therefore then the supplier would
t hen be held because the DVA put this information out,
to then becone a knowi ng participant in the fraud.

That's the kind of thing that we have to be
careful of, not to cross that |ine, because then that
becones a di sincentive for even | egitinmate conpani es who
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coul d be caught up with a small piece of soneone
pur chasi ng sonet hing from soneone to drop out of the
menber ship and then that would [ose, it would hurt DVA
and it would hurt ne, since it would be ny salary, in
part, but it would also hurt the cooperation side, if
you have outliers.

Now, sone of the suppliers in these frauds are
clearly legitinmte conpanies that are probably nenbers
of many organi zations and want to do well. Ohers
probably may not be, but at |east you want to keep the
good guys that are there trying to work in that
direction and not give thema disincentive not to
cooperate, in that sense.

MR. STEVENSON: Ckay. Maybe we'll turn now to
Alistair Tenpest, and your role that Jerry described as
t he international brotherhood, or at |east the
international aspects of direct marketing associations,
and how do sone of these concerns that Jerry nentioned
play out internationally? | guess one thing Il
mention to put this in context, and Jerry referred to
this briefly, but this issue which is the outsourcing of
vari ous capaciti es.

There was a cover story on a recent business
magazi ne about call centers being outsourced, and they
cited to the Philippines, to India, to Costa Rica, South
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Africa, Mauritius. | nean, this is a phenonenon in
terns of howthe legitimate industry is going, | take it
that's fair to say, and so that raises the question of
what inplications does that have for the illegitimte
part of the industry, and is there a role that the
rel ated organi zati ons can play in addressing those
probl ens?

MR. TEMPEST: Thank you very nuch. Well
firstly, I would just like to comment very quickly on a
point. You said the illegitinmate part of the industry,
of course it's not part of the industry. W would get
ridof it if we could.

Turning to what brother Jerry said, fromthe
br ot herhood, we're faced -- perhaps | should say a
little bit quickly about Europe, because it is sonewhat
nore conplex. In Europe, we're faced with a patchwork
of regul ations, self-regulation, which nmakes things very
difficult. 1In some countries, self-regulation is very
wel | devel oped, particularly, for exanple, in the
country that | originally came from the UK In sone
countries, for exanple Germany, the law is used.

There were sone |ovely statistics sonme years ago
where the advertising standards authority of the UK were
| ooki ng at sonmething Iike 2,000 cases, and about
sonmething |ike 60 were going to the courts eventually.
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Whereas in Germany, exactly the opposite, there were
about 2,000 court cases, and only about 60 cases going
to the self-regulatory body and there was that overl ap.
So, you can see fromthat that there is a very big
difficulty in giving an easy answer to your questions in
Eur ope.

What we clearly want, and | want to stress very
much what Jerry said, the issue of confidence in direct
marketing is very nuch at stake here. |[If there is nore
fraud, then the nore fraud there is. And | would
include wthin fraud harnful spanm ng. Then direct
mar keti ng and the acceptance of direct marketing starts
to be very, very seriously undermned. | think that we
can see sone rather nasty experiences in Central and
Eastern Europe where the people were nuch nore naive
because they had never been approached before, and then
of course you've got the fraudsters going in doing al
sorts of perpetrating or all sorts of crines against
humanity, inparting fromthe unfortunate consuners |arge
anounts of noney, at |least relatively |arge anounts of
noney.

Now, in some countries, for exanple in Poland
and the Czech Republic, there is a resistance buil ding
up to buying at a distance, within their own country,
farther outside. So, one has this serious problem
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starting in sonme of the new denocracies. As | think
Donal d Runsfeld recently called it, the new Europe, the
new energetic Europe, not the old tired Europe.

So, in terns of |ooking at the way in which
self-regulation is operated in Europe, we at FEDVA have
a nunber of codes, we have a code on e-conmerce, we have
a code which is being negotiated with the regulators on
data protection or data privacy. W have codes on |ist
br okers, we have codes on tel ecomunications --
tel eservices, and we support the preference services or
Robi nson |lists at the national |evel.

We can only do that through the national |evel
and with the support, of course, of the national |evel,
and of the direct marketing associations at the national
level. O if it isn't a direct marketing associ ation,
sonetines it's a self-regulatory body. Wat we're al so
doing, as Charlie Underhill nentioned yesterday, is
working with the dobal Trust Alliance, very nuch, to
try and build that up on the gl obal |evel.

What we, | think, what | would like to say is
that | feel that there is a problem a problemnot only
in Europe, but al so outside Europe as well, where
different authorities and different organizations and
different self-regulatory bodies are |ooking at
di fferent nmeans of communication, and that creates
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artificial, particularly nowadays, artificial
differences in the way in which certain fornms of
conmuni cation are dealt with. And that is a problem
It creates a problem because, for exanple, in
e-comerce, you may have one type of rules, created by
one authority, or one self-regulatory body, and in mai
we have sonething else. So, we have this unbal ance.

MR. STEVENSON: Since you're tired, | don't want
to overtax you, but just to follow up with one question.
Jerry nentioned the DVA codes which do have sone
provi sions on suppliers and service bureaus, in other
words |I'mthinking of the ones that apply to just the
third parties if you will, as opposed to the marketers
t hensel ves. Do you all or do your nenbers have
provisions like that? Is there a common thread in terns
of what those provisions provide for? Could there be?
Wul d there be sone value in doing that, and woul d your
nmenbershi p have the sane fear that Jerry nentioned?

MR. TEMPEST: Hugh, thank you very nuch, indeed,
because this is a particular issue at the nonment.
Firstly, again, | have to stress the difference from
country to country; however, having said that, sone of
our nenbers, for exanple, the one in Belgium not only
has the right to fine its nmenbers, and indeed it's done
that if it can get at them for providing services to
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known fraudsters, but also there is a case which just
canme up this week in the UK the vice chairman or one of
the vice chairmen of The Directing Marketing Associ ation
UK has been nabbed, | don't know if that's the right
wordi ng in American, but caught because consistently her
agency has been providing services to a couple of known
fraudsters.

Particularly time share, tinme share is a big

thing in Europe, | don't knowif it's so nuch here, but
this is one of the fashions now, so-called Spanish --
t he Spanish fraud. And she has been -- she's been put
under investigation and is very likely not only to be
t hrown out of her vice chairmanship, but even to have
her agency banned fromthe DVMA UK. So, | think a very
good exanpl e.

Now, liability, we're not quite so litigious in
sonme respects in Europe. So, we don't have quite that
probl em except that | personally have that problem
being in Belgium we send out alerts for our nenbers
when we have wel | -known fraudsters wandering around.
Oficially, I could be caught under Bel gian | aw and
sued, because under Belgian law, | amnot allowed to say
that. Under UK law, | could say that. So, it's a
pr obl em

MR. STEVENSON:. Well, | would like to turn now

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© o0 N o o b~ w N P

N N N N N N RBP B R R R R R R R
ag A W N P O © 00 N oo 0o »dM W N - O

66
to our two | aw enforcenents on the panel to get their
reactions to sonme of the coments, and | guess
particularly maybe the issue that the tension have
rai sed on possible liability and what effect that m ght
have, and maybe start wth you, John Mercer, fromthe
Conpetition Bureau in Canada.

MR. MERCER  Thanks, Hugh, and | certainly
wel cone the opportunity to be here in the |ast two days.
| found this an excellent dial ogue.

On liability, of course, there is a potenti al
antitrust liability in terns of cooperation, and that's
a cautionary note, but it's the issue whereby within
trade associations, within self-regulatory groups,
people cross the line and go fromthat which relates to,
for exanple, fraud, and start dealing with conpetitive
vari ables that are inportant to a viable conpetitive
market, so it's just getting into discussions of price,
mar ket sharing and so forth, and of course |I know that
no one in this roomwuld be tenpted to do that. That
crosses the line, and that woul d cause concern, and that
certainly creates a liability.

| guess picking up on sone of the other issues
that have been raised, | think it's very inportant to
know who your nenbers are. | think that's another kind
of issue that has arisen, certainly within the Canadi an
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context, and sonme cross-border contexts. W have
certainly been dealing with sone respectable --
apparently respectabl e marketers.

| renmenber a couple of years ago | went to a
concert and | opened the programand nmuch to ny shock,

t he sponsors of the concert turned out to be sonebody
who we were investigating and who was, in fact,
subsequently, he and his coll eagues, were arrested, and
| guess faced sone considerable tinme, and | guess tine,
first, before the courts. So, that kind of thing
beconmes very inportant as well.

Anot her thing is, know who you are supplying, if
you're a trade association, if your nenbers are a trade
association. This is a good area in which there needs
to be dialogue. In Canada, we have under our
tel emarketing |law an injunctive proceeding against third
party suppliers, such as tel ephone conpani es and so
forth, who are supplying product to people who have been
across the line once in deceptive tel emarketing.

So, that becones an inportant el ement on the
liability side.

| guess the overall view, however, on the role
of the private sector is, first of all, we can't do it
al one. Law enforcenent can't do it alone. W require
cooperation, we need cooperation, we need that inform
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network. But the other thing is, public education is an
i nportant vehicle here, because we're never going to get
all these people, and I would hope that the private
sector would get involved in such organizations as
NWCCC, National White Collar Crinmes Center, and the
National White Collar Crinmes Center Canada, which has
been set up in order to have that dialogue. It's a good
pl ace for dialogue on trends in | aw enforcenent, but
it's also a good place for assistance and perhaps
fundi ng public educati on.

We have in Canada sonething called The Mass
Mar keting Fraud Forum in which we have invol ved a
di al ogue with our partners in the United States, the
Federal Trade Comm ssion, the U S. Postal and the U. S
Departnment of Justice, and what we need there, we have a
steering group which has private sector nenbers, but we
al so have a primary group that has private sector
menbers, and ultimately we will be [ ooking to them as
wel | for funding out of their in kind, or through
di ssem nation. That al so becones inportant.

It's a way to protect both your nenbers agai nst
fraud and also to assist in sensitizing the public to
t hese kinds of fraud arches that are around. So, that
woul d be certainly a strong recommendation. And | guess
finally, one could talk about the codes of behavior and
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enforcing those within the context of self-regulatory
groups or within certain trade association arrangenents.

Thanks.

MR. STEVENSON: Thanks, Don. And you were
mentioning in maki ng the defendants face the nusic,
remnds nme | should nention to people that there is
going to be a press conference today, in case you're not
aware, here at | think it's 1:00, is that right, on a
j oi nt Canada/ U. S./ Mexi can enforcenent initiative. So,
very tinmely, given the subject of our workshop.

Let me turn now to Dan Nathan who is with the
Commodity Futures Trading Conmmission in the United
States, but who is in a nore specialized area but has
had sonme experience with dealing with the
self-regulation in that area, and Dan, maybe you can
react to sone of the coments and particularly sone of
the concerns that are raised here and how t hey play out
in your area.

MR. NATHAN:. Yeah, thanks. Actually the
comments here are helping me focus ny remarks. | cane
to the FTC with the idea of speaking about the National
Futures Association, which is the self-regulatory
organi zation that assists us in regulating the futures
and comodities industry. I'mwth the D vision of
Enf orcenent, and as was just said, the governnent has
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[imted resources and we rely heavily on the NFA and
other SROs to help us do the work that we have to do.

When you tal k about the liability issue, our
SRGs may have an advantage over others, in that they are
protected and created under color of law. The NFAis a
regi stered futures associ ation established under our act
and it is given certain powers and it has the ability to
take on nore powers as they are delegated to them Over
t he years, the conm ssion has nmade a habit, every so
often, of delegating nore and nore powers to the NFA to
hel p us in what we do.

The inplication of your question, Hugh, as to
what role is it reasonable to expect a professional
organi zation to play, | guess is that there are
[imtations, possible [imts on the aggressiveness or
effecti veness of professional organizations as to who
they represent, who pays their freight. They're
prof essi onal organi zations and they have nenbers, in
addition to maybe limts on their authority, and there
are also liability issues. Based on what |I'm hearing
here, and based on what | have seen in ny own
experience, | don't see a problemw th the first prong.

The NFA specifically views it in their interest
as being in their interest to make sure that the futures
i ndustry has kept clean, that those nenbers who are
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above board and are not, you know, scansters, are
thriving in an industry that is not dragged down by the
bottom dwel l ers. So, they're doing everything they can
to keep things clean there.

On top of that, what | think I've noticed, and
t hey do an excellent job, and although I'mnot typically
a believer in governnent conpeting with the private
sector in certain roles, for exanple school vouchers, in
this case, | see it as functioning very well. W have a
very aggressive enforcenent division, and they have a
surveillance and enforcenent group, which is simlarly
very aggressive and we are always trying new t hings.

We both have a fair anmpbunt of flexibility,
al though I have to say, being nongovernnental, being
essentially a private sector organi zation, the NFA has a
great deal of flexibility in the ways that it can
i nvestigate and the types of evidence that they can
gat her and the uses to which they can put it. And
there's a sort of spur to friendly conpetition. W egg
each other on. And at the sane tine, we work and
coordi nate very closely together

The second area in which the NFA and ot her
prof essi onal organi zations or SROs mght be limted is
simply limts on their authority. W as a governnental
entity have the ability to subpoena, we have extensive
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i nformation-sharing agreenents with other nations, and
we can obtain a lot of information that they cannot
obtain. And that is where we cone in. W carry a
badge. W have the ability to gather that information
so when the NFA and we coordi nate on what we're doing,
whi ch we frequently do, we speak every nonth, we neet up
at a nunber of association neetings, we talk about what
we' re doing and we divy up our work.

Al of the day-to-day, nainstream kind of
bread- and-butter custoner fraud type cases, single
brokers ripping off single custoners, the NFA generally
handl es. They have a full docket of those cases,

t hey' ve becone quite expert at doing them and they
generally end up in finance that are sufficient to --
and penalties sufficient to put people out of the
industry for sone tinme and hopefully reformthem or keep
t hem out forever.

The larger matters, the nore systemic matters,
the matters that cut across both the regul ated and
unregul ated industry are the ones that we take, and we
take themusually with some help fromthe NFA, in the
audit functions that they execute, in the docunent
review functions that they carry out, and we take those
and then finally we conme to one reason why we're here
t oday, cross-border.
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NFA has the informal neans and the contacts to
obtain information fromother nationalities, but nothing
formal, and nothing enforceable. W, as | said, have
many formal MOUs, many informal information sharing
agreenents, we're an active nenber of 10SR, which is the
I nternati onal Organi zation of Securities Regul ators.
When the NFA cones up agai nst that border, we have been
able to obtain information, and here's the best part,
the treaties that we enter into with other nations for
information sharing allows us to provide the information
to our SRGs for the performance of their routine
surveill ance and enforcenent duties.

So, it comes full circle. W have powers that
they don't have, we can use our powers to assist them
and at the sane tine, they have the ability to fill in
all the gaps to do the nore day-to-day stuff, the |ess
system c stuff, and together | think it's fair to say we
bl anket the industry and hopefully do an effective job.

MR. STEVENSON: Thank you, Dan. Before we go to
break, | would like to offer a chance if peopl e have any
guestions for our group of panelists here.

(No response.)

MR. CERASALE: They need a break badly, 1 think.

MR. STEVENSON: Well, we're going to give the
| ast word to Bob Wiitelaw, then, before we go to break.
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MR. WHI TELAW Hugh, if it's possible to put the
map up for one mnute, yesterday you saw a map of North
Arerica, and | just would |ike to point out in our
findi ngs, these are advanced | oans targeted, we
push-pinned, it's on here. W've found one interesting
vari able that we reported i mMmediately to the FTC, in New
Ol eans, and in Phoenix, very few advanced |oan inquiry
victins, negligible conpared to the rest of North
Anmerica, and the reasons are this, and we're | ooking at
this group as to action plans and how to get right back
to the initial potential victimand stop it there.

The New Ol eans paper has an advertisenent every
day in "Mney to | oan, advanced fee |oans or credit
of fers, conpanies that do business and ask you for a fee
up front, that's illegal.” This nessage brought to you
by the newspapers naned and the FTC.

And in Phoenix, "Notice: Under the advanced
| oan section, advanced | oan fee brokers need to register
with the Arizona State Licensing Conm ssion.” Those
appear in the papers daily.

Thank you, Hugh, just for the extra nonent to
butt in, because |I'mnot tal king about BBB today, we're
t al ki ng about ways and nmeans of awareness, and those two
little adverti senents have probably saved a great dea
of heartache, heartbreak and identification theft from
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i ndividual s in the Phoenix and New O'| eans area. And
the map shows why. Thank you

MR. STEVENSON: Thank you, Bob, for sharing
that. Oh, we do have a question in the back here.

MR. TORRES: Frank Torres with Mcrosoft. |
agree that education can play a great role in helping to
avoid sone of the fraud, and certainly the
self-regulatory prograns to the extent that you can have
sonmet hing enforceable to get to the nenbers, to get them
to conply, what about the outliers? What about the
people that aren't or the industry groups that aren't
part of a self-regulatory progranf

So, | guess ny question is, how can we all who
are participating in the self-regulatory efforts help
the FTC kind of help enforce the outliers that are
out si de of those bounds. Does that require additional
regi stration, nore cooperation? | guess it's alnost a
guestion for you, Hugh, is how can we be nore hel pful,
how can the DVA and ot hers who participate in these
i ndustry prograns be nore hel pful to the FTC and ot her
enf or cenment ?

MR. STEVENSON. | would be glad to venture a
coment .

MR. CERASALE: |I'll take a stab at it. Frank,

t hi nk one of the things that we have to do is whatever
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group we are in self-regulation, we have a nmechanismto
gather information. | nean, we have a conpl ai nt process
at DMA, others can have sonme ot her means. W don't
al ways get conplaints on nenbers, and |'m sure that
anyone el se has that kind of a process gets sone
outliers in a sense, and you have to try and deal with
themwi thin -- we have a fairly formal process, so you
have ki nd of a due process, although we're not a
government entity situation, to try and get it
corrected.

If not, you then hand it over to the Federal
Trade Conmmi ssion, or if you see that it's fraud on its

face, you hand it over there, or if they're in Arizona

and the Arizona AG or whatever. So, | think we already
do sonme of that. | think that one of the keys for us is
t he education of people. |[If you have been defrauded,

you t hi nk sonebody has, here's where you conplain. And
they will, BBB gets information, or maybe we need
sonething, there's a whole list of places to conplain
and try and get that going so we get nore information
and work it through our own current processes.

MR. STEVENSON:. Alistair?

MR. TEMPEST: Yes, thank you very much. | think
it is a very inportant issue, | think that there nust be
much nore cooperation between not only within countries,
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but al so between countries. And in particular, what
we're seeing in Europe, you' ve seen here, or vice versa.
We're going to experience things that you will find here
in later tines.

So, therefore, the sort of cooperation between
the FTC and, for exanple, the European union, are
extrenely inportant. The European union has just done a
new or is just starting a newinitiative, for exanple, a
systemto -- what's it called now? It's called -- |
have it witten down here but | can't find it. Onh, yes,
creation of a European Network and Information Security
Agency.

Now, that's a very good idea, but obviously that
shoul d work very closely with the FTC and with the
Canadi an authorities, wth the Australian authorities,
et cetera. We will still end up with sonme peopl e
sitting on a Caribbean island somewhere, but then that's
a different question.

MR. STEVENSON: We' || take perhaps one nore
guestion from Susan G ant.

M5. CGRANT: Susan Grant, National Consuners
League. One reason why the National Futures Association
works so well is that nmenbership is conpul sory for
futures traders and it has that sort of quasi
governnental character. | know Canada has been or was
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pl anning to experinent with forns of co-regulation for
certain kinds of industries where nenbership and self-
regul atory organi zati ons woul d be conpul sory and they
woul d have certain powers to enforce against their
menbers, and | would |ike an update on that, whether or
not that's actually taken place or whether it's worked
and just a reaction about that nodel for this kind of
i ndustry.

MR. STEVENSON. Bob or Don, could you comrent ?

MR. WH TELAW | can't coment on that. Don?

MR. MERCER Well, certainly cooperation across
the border is very inportant. What we find in Canada on
the consuner's side, for exanple, is that we have a
nunber of organizations, a bit of fracturing in the
consumer organi zations in Canada, which nmakes that a
little nore difficult. They're nore articulate and
correct than they are in the rest of Canada, but | don't
think I've really answered your question. Can you
el abor at e?

M5. GRANT: |'msorry.

MR. MERCER There is a mic com ng behind you.

MR. STEVENSON. We can pursue, but | think the
guestion was was there sone nove in Canada towards a
nore conpul sory nenbership in organi zations, and | think
Alistair nmentioned that at |least in certain European
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countries that is the case, obviously in the United
States that is not the case, and so --

MR. MERCER: | think in Canada we're not noving
towards conpul sory nenbership in organi zati ons; however
when we get into the issue of voluntary codes is clearly
the idea that perhaps those organizations getting into
t hose codes mght want to try and enl arge the nunber of
people within their tents, so to speak, to be effective,
and certainly that has been the case where that has
happened. On the other hand, enlarging menbership is
not always a good idea, if you don't know who your
menbers are, and that has been proved in a couple of
cases.

So, | don't know whether -- | guess in sone
cases, the conpul sory aspect of nenbership has worked,
it'"s not clear to ne that it is always of net benefit to
have conpul sory nenbership in organizations. It raises
ot her questions about freedom of association, and what
t he objectives of those nenbers are in -- within those
particul ar organizations. | don't think it's a nodel
t hat we woul d enbrace.

MR. STEVENSON: Thank you, Don. And | would
like to thank our panelists here. | think we do hear
some consensus on both that there is some role for
vari ous kinds of industry associations, but also there
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are sone limts to those roles, and we've heard sone
vari ations on how those industry associations or self-
regul atory organi zations are set up and al so sone of the
possibilities for working across borders and using them
across borders.

So, | would like to end by thanking our panel
very much for participating and we will go nowto a
short break. Thanks a | ot.

(Appl ause.)

(Wher eupon, there was a brief recess in the
pr oceedi ngs.)

MR. STEVENSON: Al right, | think we're ready
to start. For those of you tired of the old econony,
let's nove on to the new econony. And we have to
i ntroduce our Internet panelists. One of our
conmi ssioners here at the Federal Trade Comm ssion,
Conmi ssi oner Swi ndl e, who has been involved in a nunber
of the international issues that we have encountered and
including playing a leading role in the devel opnent of
security guidelines at the CECD, and so Comm ssi oner
Swi ndl e has offered to make a few coments to kick off
our Internet discussions.

COWM SSI ONER SW NDLE: From stage right. Thank
you, Hugh.

This is |like a group of Baptists, | see
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everybody is on the outside tal king politics or
sonmething, but | would Iike to express a good norning to
you and thank you for com ng on a cold wintery day,
although it's getting to be pretty nice out here now.

| was in Hawaii over the weekend and coul d not
get honme Monday afternoon because we couldn't land. |
got here on Tuesday afternoon, and got to nmy hone, |
wasn't sure | would be able to do that. | got to ny
home and had to literally dig into the house. The first
thing | did was plod through about three feet of snow,
go in and get a snow shovel, and cone back out and dig
my way through to the house. There was a four-foot
drift up against the door. It was quite a shock.

It's a pleasure to introduce these two panels
which are going to focus on the role that the private
sector entities involved in the operation of the
I nternet can play in hel ping us conbat fraud.

Let nme set the stage here by noting that gl obal
el ectroni c conmmerce benefits businesses and consuners
alike in many ways. It dramatically reduces the tine
and cost between buyers and sellers, around the world,
it increases choice and conveni ence for consunmers, and
at the sane tinme it also creates new opportunities for
fraud. In fighter pilot lingo, this is a truly
target-rich environnent.
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The issue of Internet fraud is of particular
concern to us here at the FTC. W have used our civil
enforcement authority to bring over 250 | aw enforcenent
actions and agai nst sonme 785-plus defendants engaged in
Internet fraud. But the scamartists know that the FTC
and our foreign counterparts still face significant
obst acl es when these scans cross borders.

| nternet scammers can register their domain
nanmes with foreign domain registrars, they can use
foreign ISPs to set up websites and send spam enai |
t hey can switch service providers and domain nanmes to
hel p stay a step ahead of any |aw enforcenent activity.

As you heard yesterday and today, we and our
counterparts have been hard at work trying to inplenent
the very strategies to fight the problem of cross-border
fraud, including cross-border Internet fraud, but
governnents al one cannot do this. Public/private
partnerships are essential in conbatting fraud in
general and certainly cross-border fraud related to the
Internet fromthe very systens they' re associated wth.

The recent OECD revision of the guidelines of
the security of information systens and networks is a
good exanpl e of public and private partnership working
well. We had representatives fromindustry and the
civil society working with and advising the U S
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del egation, which | had the honor of |eading. W also
had representatives of both groups participating in the
CECD di scussions. The private sector had considerabl e
influence on this effort and the final results. Because
of the broad public/private sector participation, |
bel i eve the revised CECD security guidelines published
this past year are far nore useful and rel evant than
t hey woul d have been had governnent managed this project
al one.

| have al so called upon governnents and consuner
groups and industry to work together to create a culture
of security, based on awareness, accountability for our
conduct and taking actions that we as individuals,
famlies, firms, workers, students, teachers and
organi zations can take to foster safe conmputing. The
same principles apply when it cones to fraud.

We are all involved in this, we are all in this
t oget her, industry, governnent, civil society and the
public in general. W're all participants and we nust
work together to minimze Internet fraud. This wll
hel p us achi eve our shared goal of a safe, conpetitive
and a robust gl obal el ectronic marketpl ace.

Wth that brief introduction, let nme get to the
I nternet panels. The next panel will explore the
ci rcunst ances under which | SPs and web hosting conpanies
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can share information with [ aw enforcenent agenci es and
hel p put a stop to fraudul ent websites. After |unch,
there will be a panel on cooperation between | aw
enf orcement agenci es and domain registration
authorities. A key issue for this panel is the whois
dat abase, the starting point for nost Internet fraud
i nvesti gations.

How do we ensure that | aw enforcenent agencies
have access to this inportant information? How can we
best work together to nmake sure that the information
therein is accurate? | encourage the panelists to focus
on the positives. It's inportant for us to discuss
i npedi ments to public/private sector cooperation in this
area, but | would also urge panelists to try to address
i nnovati ve approaches to creating partnerships to
further our shared goal of fighting cross-border
| nternet fraud.

| have never been one to readily accept why we
can't do sonething. | believe that nost problens can be
solved, it's just a matter of focusing on it and getting
it done.

Finally, I would like to thank all of our
panel i sts. The upcom ng Internet panels have
particularly inpressive international representation,
including participants from Canada, the United Ki ngdom

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© o0 N o o b~ w N P

N N N N N N RBP B R R R R R R R
ag A W N P O © 00 N oo 0o »dM W N - O

85

Germany, the OECD and Australia. The civil society in
the presence of EPIC is on board, and it should make for
a very beneficial and lively discussion, and | thank you
all very much. And I'll be watching on TV fromthe
floor upstairs.

MR. STEVENSON:. Thank you very nuch
Conmi ssioner. | appreciate the remarks, and to pick up
on sonething that the Conm ssioner referred to and that
| know he has pressed in the security context is the
culture of security. |In the sense here, we are trying
to press forward with a culture of consumer confidence
and to do that by devel opi ng adequat e enforcenent and
part ner shi ps.

We'll turn nowto the ISP and web host panel.
This squarely poses sone of the challenges that we face
in alot of our Internet cases, and we've brought a | ot
of Internet-related cases, a |ot of these have a foreign
conponent, and one of the issues is, so, how do we get
the informati on we need to go fromstop to go and
actually bring the case?

| thought what we would do here to start is have
Eric Wenger, who is fromour D vision of Marketing
Practices and has been involved in a nunber of the
important Internet cases that we've brought, describe
fromthe enforcer's perspective where we start. Say you
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know that there is a website or an enmail that's the
problem well, where do you go fromthere? How do you
get the information, what issues do you encounter in
dealing with the Internet infrastructure and how do you
address that? So, we'll start by having Eric nake a
coupl e of coments about that and then turn to our other
panel i sts.

MR. VENGER:  Thank you. Because of the
privatization of the Internet, it is vital for us to get
information fromthe private sector when we're
conducting | aw enforcenent investigations. So, where we
start typically is with the website. Let's say, for
exanple, that it has some suspicious elenents to us, and
we want to figure out who nay be responsible for it, so
we can eval uate whether or not we want to take sone sort
of | aw enforcenment action.

So, as Conm ssioner Swindle noted, the first
pl ace we start, typically, is with the whois database.
And so, for exanple, I've put up on the top left screen
there, a screen shot fromone of our cases that invol ved
a fake Yahoo page that was supposed to be a sweepst akes,
and it lured people into downl oadi ng software that
caused themto incur very high tel ephone charges, $2.99
a mnute over a 900 nunber line. Wich they were told
was necessary in order to claima prize that didn't
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actual ly exist.

In any case, in this exanple, the first thing we
would do is to | ook up in the whois database to see who
is the registered owner of the website, and the subject
of the information that's in the whoi s database, which
|"msure you all knowis freely avail able, and how
accurate that information is, will be the subject of a
| ater panel, but suffice it to say, if that information
is accurate, it's very helpful to us, because it allows
us to identify who it is that is the registered owner of
t he domain nane for the website.

And if we had the ability to search the
dat abase, for common el enents, |ike addresses or
t el ephone nunbers, or enmil| addresses, we would be nore
likely to be able to | ocate conmon websites that are
registered to the same person. So, that's also an issue
for us is once we've identified who m ght be the
regi stered owner of a domain name, if we can identify
the scope of the problem what other websites they may
have, it would help us to evaluate the strength of our
case.

And then there are typically two pieces of
information that we would | ook for from other conpanies
that we know t hrough the whoi s database. W typically
woul d be able to identify the registrar for the domain
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nane, and al so a web hosting conpany. This particular
exanpl e, there was not a separate domain nane that was
regi stered, but assuming that there was, we would turn
to the registrar and ask themif they had information
about the source of paynent for the domain nane, and
also if they had captured any electronic information at
the tine of the set-up for the domain nane, such as an
| P address.

And the sane would go for the web hosting
conpany, we would turn to them and ask themif they had
paynment information that would give us a noney trail and
also if they had collected sone sort of Internet
protocol address that would hopefully get us back to the
person or persons or entity that set up the webpage.

O course, there is in these cases, we use
subpoenas, because the registrars would require them and
t he web hosting conpanies or Internet service conpanies
were required to use themunder the Electronic
I ndi cations Privacy Act. But that's the basic structure
of what we're looking for. And that's probably it.

MR. STEVENSON: Well, suppose the information in
t he whoi s database may be inaccurate, you're relying on
the information fromthe web host in this case to track
who is behind the website. Wat happens if you can't
get that information? |If you can't trace back through
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that |ine?

MR, WENGER W do try to trace the sources of
paynment as a nmechanism W try to deal with consuner
conplaints to figure out if they have information about
who they may have paid, but the electronic information
is vital tous, and if we can't get it because the
informati on was never |ogged, or we can't get it because
the informati on was | ogged but was del eted before we
were able to get toit, or if we can't get to it because
t he conpany that has the information wll not abide by
our request for confidentiality, then that avenue of
investigation is dried up for us, and it becones a nmjor
pr obl em

MR. STEVENSON: Ckay, so speed is inportant in
response, and confidentiality is inportant, | take it,
maybe you could just say a few nore words about that.

MR. VEENGER:. The investigations that are
conducted by the Federal Trade Conmm ssion are required
to be nonpublic, and so if I go to ask a web hosting
conpany or an Internet service provider for information
about a subscriber pursuant to a subpoena, and they say
to ne, we'll give you this information, but we're going
to notify the subscriber, that m ght be an inpedi nent
that would make it inpossible for us to get the
information fromthat source, because it would disclose
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t he existence of the investigation, and that's sonething
that we're not permtted to do.

And the timng issue is also very inportant. As
you nentioned, if | want to trace froma website to a
user, there are a nunber of different |layers that | have
to go through

If I go to the web hosting conpany and they give
me an | P address that |eads back to an Internet service
provider, then | need to tie that back to a user
account, and hopefully to the actual user's conputer,
and that may require ne to go first to the web hosting
conpany, then to the Internet service provider and then
possibly to the tel ephone conpany, and if each of those
steps takes too long, then the data, even if it was
recorded, mght be gone. O if sonebody won't abide by
our confidentiality request, then I mght not be able to
get to the level of information | need in order to trace
the activity back to the person who is perpetrating it.

MR. STEVENSON. Thanks, Eric.

Let me now turn to a couple of our panelists.
Let me make sure they're here. Sarah Deutsch from
Verizon, sorry, and ask you just to nmaybe respond first
to the basic scenario that Eric has laid out here in
terms of responding to a donmestic enforcer, say the FTC,
and then what additional conplications there mght be if
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it's, for exanple, the ACCC, the Australian Conpetition
and Consuner Conmi ssi on.

M5. DEUTSCH  Sure. | guess, you know, Verizon
cooperates daily with | aw enforcenent on a whole variety
of matters, and we feel very strongly that we have to
work to elimnate Internet fraud, both to protect
i nnocent people, but also to bolster user's confidence
inthe Internet. In this case, the FTC s power to go
after people flows fromits police powers, and you do
have | guess an admi nistrative subpoena that you get to
serve on service providers, and we're there to help you.

One of the cases that you' ve probably heard
about that's garnered a |ot of media attention, and that
would I think actually result in nore consumer fraud, is
when that same police power to issue a subpoena cones
froma private party, and that's been the case when the
recording industry has sued Verizon, essentially that
case woul d grant any private person the right to fill
out a one-page form send it to the service provider and
get soneone's identity, again, based on the sane IP
address that the FTC uses.

We're very concerned that this would actually
result in nore consuner fraud, because anyone will be
able to get your identity, and at that point, if they
want to perpetrate fraud on you, they have the key to
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unl ock your identity. So, we're very concerned with
t hat i ssue.

That being said, | think there are sone
addi ti onal problens when the subpoena is comng from an
agency outside the U S

Hugh, is that al so your question?

MR. STEVENSON. Yes, it is.

M5. DEUTSCH.  Ckay.

MR. STEVENSON: And | apol ogi ze, | did not
mention as a special guest star on the panel, we
actual ly have one of the conm ssioners fromthe ACCC,
Sitesh Bhoj ani, who al so joined us yesterday, and maybe
he then could coment on your comrent.

M5. DEUTSCH. These are sone of the problens
that we've identified. | guess first of all, it's not
clear that service providers have the authority to
respond to a request froma provider or an agency
outside the U S. wthout sone sort of nutual | egal
assi stance, treaty or sone other statute that requires
t hat we conply.

| think right nowin our own law, there's a
provision in 18 USC 1703 that allows us to provide
subscriber information in a | aw enforcenent
investigation for telemarketing | aw, but we don't think
this extends to foreign | aw enforcenent investigations,
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because the way we see this defined in U S lawis
applying to only donestic agenci es.

So, there's a question, | guess, as to whether
we need a treaty and/or a statute in order to be able to
conply nmore fully.

| think there's also a question about what is a
fraud? W face this in the Council of Europe Cyber
Crime Treaty that there are acts here in the U S that
could be legal but are illegal overseas or vice versa.

For exanple, in Germany, conparative advertising
is illegal, or Land's End offering a noney-back
guarantee for nerchandi se was considered an unfair
mar keting practice. So, you know, there needs to be
sonme di scussion of what would be a fraud, and | guess
t hose are sone of the main issues and we can get into
the details later

MR. STEVENSON:. Ckay. Comm ssioner Bhojani,
maybe we could ask you to cormment. Say we have the
hypot heti cal of you needing to investigate a scam and
needing to track back who is behind the website.

MR. BHQJANI: In an international context or in
a donestic context?

MR. STEVENSON: |I'msorry, and |let's assune that
the web host or ISP you're dealing wwth is in the United
St at es.
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MR. BHQJANI: Yeah, that really has been -- we

actual ly have experienced that sort of issue. It really
has been relying on voluntary cooperation, | don't know
that there is any power, | think what Sarah said is

probably right, that there isn't any legal authority on
whi ch that sort of action can be undertaken. And so
there is a little bit of an inpedinment in that sense,

al t hough we have had, as | say, sone success just on a
voluntary basis with various ISPs willing to provide
that sort of information or whois database information
as wel | .

What |'m curious to hear about is whether there
is any grounds that Sarah thinks perhaps the fact that
t he conmm ssion, the ACCC may have instituted court
proceedings in Australia m ght give you sufficiently or
reasonabl e grounds to give us sonme of the information or
to suspend services or things of that Kkind.

MR. STEVENSON. Sarah, do you want to respond?

M5. DEUTSCH. Yeah, | nean, | think we should
clarify that if we get any request or alerting us of any
fraud occurring sonmewhere on our system or network, we
take a look and if we see sonething is wong we try to
do sonething about it, we'll either pull down the site
or notify |aw enforcenent.

So, we do want to cooperate, but | was kind of
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| ooki ng at the bigger |egal issues of what we woul d need
in order to kind of create a nore efficient process for
dealing with sonme of these issues nore globally.

MR, STEVENSON: Chris Bubb from AOL, maybe
could ask you for your sort of reaction to this, because
| know that you all have had a | ot of occasion to deal
with requests fromall over the world.

MR. BUBB: Yeah, we deal with internationa
requests on a fairly irregular basis. Normally the
i nternational requests are based on the Miutual Legal
Assi stance Treaty process that's out there for crimnal
investigations. | nean, the actual nane is m sl eading,
it's not nutual |egal assistance, it's nutual |egal
assistance in crimnal investigations. So, it's limted
to crimnal context, but we do have a | ot of
rel ati onships with investigations fromother countries.

One of the things we've found is that it's often

useful to use the [FBI] LEGAT in the enbassies in the country

that is requesting the information, where the FBI has

LEGATS and there are other LEGATS in various enbassies

where they can act as an intermediary and get the

information and then pass it on to the | aw enforcenent

or requesting agency and the requesting country.
Because the Miutual Legal Assistance Treaty

process is a lot nore efficient than it used to be, the
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letters rogatory and the other processes that you had to
go through were very cunbersonme, but the M.AT is not
exactly a nodel of efficiency in terns of dealing across
borders, and countries are very jeal ous about their
sovereignty and their jurisdiction, and they' re not
inclined to bend that at all, and that's why the nutual
| egal assistance is required.

| did sone research in preparation for this and
| actually found out that there are sone interesting
possibilities out there for action, | think the FTC has
been a ground breaker in the antitrust investigations
and have put together a regine called the International
Antitrust Enforcenent Assistance Act, and then they
i ssue what they call antitrust nutual assistance
agreenents, bilateral agreenents, because of this, they
ran into the sanme problem which was M.ATs were
crimnal, and in many countries, the antitrust issues
are civil and taken care of by civil authorities, and
they couldn't get around the M.AT issue.

So, | think there may be a nodel there for
dealing in a fraud context, to establish bilateral
arrangenents. It apparently has al so happened in the
securities and exchange, where they have identified, for
instance a mgjor fraud, and then they would engage in a
menor andum of under st andi ng between two countries for
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t he exchange of information under certain circunstances.

And | think that would be useful as a framework,
or sonething like that m ght be useful as a franmework
for dealing with the civil |aw enforcenent issues in the
United States, and what we deal with nostly, which is |
guess the back door, but the Australian issue, which is
all of our information, or 99.9 percent of all the
information that AOL has is resident in the United
States, and all of our relationships with foreign | aw
enf orcenent have been requests to us for information for
a what we would call foreign or non-American request.

MR. STEVENSON:. Chris, let nme ask you a
foll ow-up question on that, because |I think the |arger
point is a very interesting one to us in the interest of
| ooking in the securities and antitrust context for
mut ual assi stance agreenents, but let ne, and | think
Eric, maybe on your other slide, maybe this was clearer,
t hese sort of timng chall enges here.

MR. BUBB: Ch, absolutely, right.

MR. STEVENSON. And maybe if you coul d address
that, and | have a weak grasp on this, but ny
understanding is the problemis that you got sonme of the
information that you need to track back to the nmachine
is just session |IP address information, and so it's only
good for a short period of time, and so if you don't get
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it quickly, you sort of |ose your chance to get the next
step back in the chain.

MR. BUBB: R ght. Absolutely. The issues are
all generated by the nmagnitudes of scale that we dea
with, at least in Arerica Online. |It's true of every
I nternet service provider within limts, but Anmerica
Online is strictly based on a dynamc |ISP. W assign an
| SP to a user per session, and when the user
relinquishes that IP, for whatever reason, whether he
signed off or whatever, if he relinquishes that Internet
prot ocol address that we have assigned him that
protocol address is available again for assignnent to
t he next user.

We have 35 mllion nenbers and the ability to
have approximately three mllion sinultaneous users.

So, that nmeans only one in ten people would, you know,
at any given tine be on, and so what we're tal ki ng about
is a dynam c system so it's tenporal, it's time-based.

And we keep them for varying anounts of tine,
the information for varying anounts of tine. W have
emails, we deal with over a billion emails a day, over
13 mllion web hits a day. So, all of that information
is collected and kept for varying periods of tine,
dependi ng on the requirenents of the conpany in ternms of
r ecor dkeepi ng.
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And so, we have retention issues in ternms of
that information. And it's extraordinarily inportant
for | aw enforcenent of any kind to cone to us in a
tinmely manner to get that, because it's sort of like
Lucille Ball with the cherries going down the conveyer
belt. You knowit's going to fall off, it's going to
drop, and no matter how hard Lucy tried to collect al
the cherries, she couldn't do it, and nor can we.

There are sone nechani sns that are very useful
There is a preservation request |etter under 2703(f)
where we will freeze that information in time and put it
aside for |aw enforcenent further requests, but even
that has to be done in a tinely fashion.

MR. STEVENSON:. And let ne foll ow up on that,
because | think Eric or Lucy or Ricky or whoever told ne
that one of the challenges there is not the issue of
getting you to preserve it, it's sort of to get the
entity behind that to preserve it. And actually, Eric,
if you want to just nmention what we had sort of
di scussed about your concern there.

MR. VENGER  Soneti mes what happens is that
there's an Internet service provider and then they use
sonebody el se to provide tel ephone connectivity, and for
instance | think AOL has conpanies that provide the
nodens in each of the cities, and so we need you to
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preserve the informati on you have and then also there's
a challenge of getting it back quickly enough in order
to get a preservation request to whoever is providing
t hat actual nopdem

MR BUBB: R ght. Al of AOL's dial-up
operations are contracted out to one of five or six
di al -up providers, including WrldCom Sprint, conpanies
like that. And you're absolutely right, that the only
chance you have of getting to the actual, in your
scenario, the user |ocation, the tel ephone or the hone
that it's comng out of, would be a two-step process
with Anerica Online, to get our information and then to
get the information that we have that |eads back to the
di al -up provider.

We do that, and as a matter of fact,
interestingly enough, when we do it, when we provide the
i nformati on back again, we give a cheat sheet along with
it, as well as the whois information for the dial-up
provi der and the contact telephone nunber. So --

MR. VENGER | guess I'Il put this out to any of
the Internet service providers. |If there's a situation
where there may be sonmebody downstream from you that we
may need to get information from would it be possible
for us to give you a preservation letter that would
cascade, in other words you would send it immediately to
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t he secondary preservation, in other words, we woul dn't
have to wait to get back your information and then get a
second subpoena.

MR. STEVENSON:. Anot her way of thinking that, on
a voluntary basis, is there a way to get at |least so the
information is preserved imedi ately, even if it can't
be obtai ned i medi atel y?

MR. VENGER: We woul d of course have to issue
t he subpoenas to both conpanies to get the information.
But if it would turn out by the process of issuing the
subpoena and getting a response fromthe first conpany
woul d take so long that the second conpany woul d no
| onger have the data, the question is exactly as you put
it, is there a way to preserve everything downstream
just preserve the status quo in a way that allows us to
in the course of tinme issue the subpoenas and get the
i nformation.

MR BUBB: Well, | guess it wouldn't be a
problem the only practical observation | make about
that is that when we process the information, that's
when we know who the downstream provider is. So, we
woul dn't know it until we process it. So, we wouldn't
be able to say that it was UUNet or Sprint or Genuity.

So, it adds a conplication to it. | hadn't
t hought about it, | don't imagine there's a huge issue.
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What we could do informally is to notify the downstream
provi der that we had gotten the request, and ask themto
take the steps they need to take relative to it on an
informal basis. | don't think we would do it fornmally.
| mean, we would ask for it, because | don't think we
woul d be, I don't know, | guess | don't know what the
legal termwould be, but really in a position to demand
that they do it, but I don't have a problemw th an
i nformal request saying that we had gotten this, it's
connected to you, would you |l ook to preserve.

O the other thing would be as soon as you get
the information, | nean you would get it roughly about
the tine that we got it, immediately issue a request for
preservation to them CQur dial-up information, | guess
on the other side of it, is anong the nore durable
records that we have. |It's the |ongest one, anongst the
| ongest retention tables that we have. But that's a
si de issue.

MR. STEVENSON:. | don't know whet her Sarah or
Kristen wanted to reply to that particular point.

M5. DEUTSCH. | nean, for us it's a very
relatively small |1SP conpared to America Online. W're
al so not a backbone provider. | think the issue wll
cone nostly for the backbone providers and the key here
woul d be getting you enough information as quickly as
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possi bl e so you know who this downstream provider is and
you can get this request to them as soon as possible.

M5. VERDERAME: |If | answer this question, it
opens a whol e host of other issues that | am not going
to get into at the nonent. |In the European system it's
quite different fromover here in many respects. One of
the issues is that privacy over there is actually a
human right, so it's very highly protected. The data
regime over there is very severe and very strict. So,
any kind of disclosure, whether it's to | aw enforcenent
or anyone, is severely l[imted.

The European data protection directive under
whi ch we have to work al so requires mandatory
destruction of data. So, if you're tal king about going
in and wanting to find certain information that's there,
if it's already been destroyed, there's an issue.

In direct answer to your question, what | would
say is that we have very good rel ationships with the
| SPs that we serve through our content hosting business,
and also as an ISP wth our custoners. W have
contracts that cover this exact type of situation, if an
i ssue arises, we can termnate service imediately, with
no notice. We work very closely with | aw enforcenent
and are happy to work, even on an informal basis,
contacting the ISP with whomwe're serving through our
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content hosting business, or the custonmer directly or
whoever it m ght be, downstream to try to preserve
i nformation.

If there's no legal requirenment to do so, we
can't force their hand, but we have been known in the
past to do that, to work cooperatively with folks to try
and preserve what |aw enforcenent is interested in
seei ng.

MR. STEVENSON:. Kristen, let ne just pose the
scenario, maybe this is the reverse of the one we were
tal ki ng about earlier where the -- say the Australian
consuner protection folks are trying to get information
froman Anmerican web hoster ISP, and so the sort of
different scenario is say where the FTC or the ACCCis
trying to get information froma European-based | SP. |
mean, how does that ook in terns of your ability to
respond? |s your answer different fromChris', or how
isit different? GCbviously you' ve suggested al ready
it's different.

M5. VERDERAME: It's not different as far as
| egal procedure goes. W have the same concerns as far
as desiring some sort of international treaty to give
the entity the authority to cone in and get that
information fromus, but we also have to overcone the
data protection restrictions and requirenments that we
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have to fulfill there. W certainly have an expert on
t he panel who can speak to that nore than I, but that is
a definite hurdle that we have to overcone is the data
protection regine.

MR. STEVENSON:. Eric, | think you had a comrent
followi ng up on that.

MR. VENGER: The flip side to the scenario that
| proposed before is where, for instance, there's a web
hosti ng conpany that gives ne back and | give hima
subpoena and they have an | P address that conmes back to
one of the ISPs on the panel here. Wuld they be
willing to accept a confidentiality request that cones
upstream from you, absent -- in order to avoid the
situation where | have to, again, wait for the response
to come back fromthat other conpany, and then issue a
preservation letter to you during which tinme the data
that |'m 1l ooking for m ght evaporate?

MR. STEVENSON: And Eric, maybe it's hel pful for
you to talk about the tine franmes that you' ve
encountered in terns of how fast you need the
i nformation.

MR. VENGER: For exanple, in sonething that I'm
currently working on, there was a web hosting conpany
that gave ne -- | issued a subpoena, it takes about two
weeks fromthe date that we have a subpoena issued for
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t he responses to cone back, and then | get back an IP
address fromthemthat cones back to a particul ar
Internet service provider. And | say to them | want to
know whi ch of your users was assigned to this |IP address
at this date and tinme. And they tell nme that their
record retention is only for about seven days.

So, the process of just the response tinme for ny
subpoena exceeds the length of tinme that the data is
retained for. And | understand the sensitivity, | think
we all do at the FTC, about just having data retained
forever, because there are cost concerns and there are
privacy concerns, but our concern is that where we have
narromy targeted requests for information, that it be
retai ned and di scl osed, are there ways to nake sure that

the information is there when we need it?

M5. DEUTSCH  Well, | think you' ve got a very
| egitimate concern. | nean, Verizon keeps the session
logs for a very long tine. | nean, nonths, you know, in

sone cases years later you can get fromus, you know,
the user 1D, their phone nunber, address, the date and
time stanp that this was happening. | think we need to
push for sone best practices so that these kinds of
records can be kept in a manner in accordance with the
usual business practices that also, you know, serves the
needs of the | aw enforcenment conmmunity, but that's that
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we feel strongly that it's still preserved.

W woul d prefer a data preservation nodel versus
a retention nodel, but for these types of business
records, | think we should, you know, try to work toward
better practices so that you can get the information you
need.

MR. STEVENSON:. Is it fair to say that the --
because one issue we've heard raised in many |arger
contexts of obviously it's a burden of retaining just
this information in general for along tinme. Is it fair
to say that to the extent there could be devel oped a
mechani smfor targeting smaller anpunts of information
to be preserved, that that is nmaybe a useful direction
to goin terns of our ability to investigate these
cases?

MR, BUBB: | think that's exactly the node
that's preferred. Just again, | always like to view
these things in context, and one of the contexts is in
some of the dynam c |P addresses that we deal with, and
| won't go into the technical ones, but one set of
servers at Anerica Online generates between seven and
nine tarabytes a day of information relative to certain
| P addresses. | nean, that's just an enornous anount of
information to preserve to hold onto. And it starts
to -- the answers to the questions that are posed start
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to be practical answers rather than, you know, sort of
t heoretical answers.

The practical answer is there's only a certain
anount of space that you have to store between seven and
ni ne tarabytes, you know, we're having to | earn whole
new vocabul ari es of the next thing up froma tarabyte.
So you're really starting to | ook at massive anounts of
information. And we preserve actually a lot of it.

| think the second thing that needs to be
observed is that there are two things. One is the
information, the second one is the ability to resolve
that information down to an individual user. And a |ot
of tinmes, at AOL, we go out of our way, and it's a part
of our own business, not in order to assist anybody, but
we retain the ability to resolve it down to individua
users over time. A lot of tinmes, there are vast anounts
of information that are kept and | ogged, but they are
not able to be useful to any |aw enforcenment agency that
woul d conme to you, because they're just a mass table of
| P addr esses.

So, that's a secondary thing that one has to
keep in mnd with web hosting or anything else is
whet her that information that is kept is capable of
being tied to anybody, to being resol ved back to or
poi nting to anybody.
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So, that's just a secondary issue.

MR. STEVENSON:. Ckay. Thank you.

Well, and so both the challenge is to tie it to
sonmeone, but then that al so raises sonme of the privacy
concerns that Kristen raised. | guess | would turn next
to Jonathan Banford and ask is Kristen's assessnent
basically correct, then, and how should one | ook at
this? How can one get this done consistent with privacy
concerns?

MR. BAMFORD: Well, Kristen is not far off the
mark in terns of the fact that you do need to be
concerned about data collection |egislation, and perhaps
because perhaps we are two nations divided by a common
line, I ought to actually explain what data protection
| egislation is, because it's not sone overarching
absol ute right of privacy.

It is based on, to a certain extent, the
Eur opean Convention of Human Ri ghts and i ndi vi dual
rights to a private life, but even that is not an
absolute right and that can be interfered with certain
circunstances in accordance with the law and in a
proportionate manner to the evil you're trying to
address there.

So, clearly, there's a bal anced approach in a
sense of respecting people's private lives, and actually
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protecting the States against crimnality over
i ndi vidual s against crimnality against them O of the
fraudul ent activities. So, it isn't an absolute right.

| nean, in comon wth many, many ot her
countries around the world, not just European Union
countries, but Canada and Australia al so have data
protection | egislation that sets down sone legally
enforceabl e standards in terns of the collection of the
information. Mst individuals understand when they're
providing information, howit's used, howit's
di scl osed, data quality standards regardi ng accuracy and
t he things that have been searched done el sewhere and
searches as far as the accuracy of data and al so
security.

The thing | would stress to you is that data
protection |legislation only actually relates to
identifiable living individuals. There's no protection
for conpanies or anything like that. O aggregated data
or anything along those lines, it's only where it
actually points to an identifiable living individual.

And | think it's inportant to understand as well
that it does apply to both public and private sectors in
nmost jurisdictions as well. It also provides sone
protection for individuals as well in terns of rights to
access and things like that, which perhaps we don't need
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to go into today. And also one key feature of the data
protection legislation is that you have to have an
i ndependent supervisory authority, and that's the
| nformati on Comm ssion of the United Ki ngdom and al
jurisdictions have their own supervisory authorities.

And we try and work in a constructive way to
deal with the very issues that you're raising there,
Hugh, in ternms of providing people with the appropriate
advice in terns of how data protection |egislation
applies. And sonetinmes there is the imedi ate reaction
that, hah, data protection legislation applies to sone
i nformati on about sone individual that's being sought
here, therefore you can't have it. That would be a
wrong approach to adopt.

Data protection legislation usually has certain
bal ancing features in it. |Indeed, sonetinmes you can
di scl ose information just because you' ve nmade people
aware at the tine that they signed up to be your
custoner, how you are going to use and disclose their
information. Not particularly relevant when we talk
about whoi s databases in certain instances and
relationships with ISPs in ternms of how wi dely that may
be made avail able, indeed to the | aw enforcenent
comunity, in its w der sense.

But a ot of the questions that you' ve got to
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ask in data protection terns is centered on the nature
of the data being sought. | think there were sone
rel evant questions starting to be posed yesterday that
were described as neta data, but what actually we are
t al ki ng about sharing here, although | have to say |I'm
not quite certain it's alway sharing as a disclosure of
information, it's giving information. Sort of ny kids'
definition of sharing | think is probably used,
actually. But they get everything and never share it
with their sisters.

But, basically, you know, it's a question of
what's bei ng sought. And there's clearly differences
t here between an actual investigation into sonebody who
is a suspected perpetrator of a crinme and perhaps ot her
information which is generally about custoners to help
identify crinmes, trends or other things which may
suggest they have been subjects of the crinme where
actually they haven't done anything wong and there's
different responsibilities there.

Wthin our data protection |laws, we often have
exenptions fromwhat we call our nondiscl osure
provi sions, which restrict disclosure, where failure to
di scl ose would be likely to prejudice the prevention or
detection of crinme or the apprehension or prosecution of
of fenders. There are sone issues on the nerging of
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what's an offense and what's not an offense, but there's
a mechanismthere, our policing in the UK hasn't sinply
grounded to a halt since we've had data protection
| egi sl ation since 1984.

They can find out information about people
because they request it on the basis of its likely to
prejudi ce the prevention or detection of crine, and
people then faced with that request, whether it be ny
I nternet service provider, who happens to be BT Internet
by sone chance there, and but, you know, they would
wei gh a question in ternms of would it be -- do they have
reasonabl e grounds for believing it likely to prejudice
crime prevention purposes.

Simlarly, if they're under a |egal conpul sion
to provide legal information as a result of a court
order or sone direct |egal power, they can do that
wi thout violating data protection laws. There's w der
i ssues we're touching on here about the applicability
and the legally binding nature of a court's orders from
other jurisdictions or other powers of body there, which
maybe we' || cone back to, but there are nechanisns in
| egi slation which permits disclosure in certain
ci rcunst ances.

MR. STEVENSON:. Let ne ask you in terns of the
scenari o of one issue in response to a | egal process,
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but for exanple, take ny scenario where the ACCCis
i nvestigating sonebody who needs to go to British
Tel ecomto get information. Does that pose a problenf

MR. BAMFORD: Well, the first instance, if | was
in British Tel ecomis shoes, | would be asking who the
heck are the ACCC, which m ght not be actually be known
to many people. No disrespect there. And perhaps other
people in the UK that woul d ask that of the FTC as well
because they wouldn't know. |'msure you're very, very
wel | known over here, but we don't know who we're
dealing with in many instances. |If you're in that
posi tion.

So, how do you know that it's a legitinmate
request froma |aw enforcenment agency? And that's the
real difficulty. | don't know how sonebody woul d react
if they got a request fromthe Hazzard County Police
Departnment, | don't know whether that's a legitinmate
police force or not.

It's difficult. And | would actually say a
better nodel, and we're here tal king about partnerships
inthe title of this conference, is to have a designated
contact point within that jurisdiction with the
appropriate powers. |It's the conduit of finding the
i nformati on, because the people locally are used to
dealing with those, they know them as a | aw enf or cenent
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agency, and they can be the appropriate conduit back.

Wthin the UK, we're doing things to try, it
tends to be in the crimnal |aw areas, but we have a
bill going through Parlianent at the nonent which is
essentially a crinme international cooperation bill,
which is all about one serving process, clearly people's
responsibilities in terns of obeying, that's a rather
difference in a jurisdiction where you can't enforce it,
but two, assist in investigations to provide the
necessary i nformation.

So, we're trying to bring about a system of
greater cooperation. That brought to bear in the data
protection context, if a |local |aw enforcenent agency
per haps has requirenents for sonebody to provide
somet hi ng, such as our Ofice of Fair Trading, then that
woul d be the conduit back.

And | would nmake the point as well, that
presumabl y because we're tal ki ng about the Internet
here, and therefore the crine can be comm tted agai nst
consuners anywhere in the world, there may be well sone
| ocal jurisdictional issues as well, if the suspects are
operating in the UK, that they are actually commtting
crimes agai nst UK consuners and they have a legitimte
| aw enforcenent interest of their own, which again gives
greater weight to a disclosure by an ISP based in the
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UK. It's a local |aw enforcenment concern.

MR. STEVENSON. Let ne follow up on two things
there. One, | wanted to see if | understood correctly
one of your suggestions, which is that the | SPs may be
able to address sonme of the privacy concerns in terns of
service, in terns of disclosure of what m ght be done
with the informati on? Was that one?

MR. BAMFORD: It's a possibility of doing that.
| nmean, | think it would depend on the nature of the
data and whether there would be sone unfairness to
individuals. Cearly when there's a situation where
there's a conplete legitimate concern about sonebody,
you know, and there's real issues about their conpliance
with the law, you perhaps are less dutious to themin
terms of fairness and how you process their information,
t han you woul d about people who are potentially
conpl etely bl anel ess.

And so it woul d depend upon the nature of the
data that's being sought, the extent to which you could
rely on a contractual term but it's not so unusual as
you will see when we tal k about whois, to see in
contractual terns the fact that this information will be
di scl osed to bona fide | aw enforcenent agenci es.

And | think you'll all find as well as a result
of an agreenent between the EU and American authorities,
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airline passengers are being told how their information
will be available to U.S. authorities, and nowif you
read USA Today on that particul ar agreenent.

MR. STEVENSON: | think that's an interesting
point to think about. The other issue that you raised,
Jonat han, was the issue of working through the |oca
authority, the local enforcenment authorities, local from
the point of viewfrom| guess the ISP or the web
hosti ng conmpany, and |I'm wonderi ng whet her anyone had
any reaction to that. Does that nmake sense to -- maybe
the better way is to say, that nmakes sense, doesn't it?
O is there a particular reaction? O is there a
di fferent nodel ?

M5. VERDERAME: Well, | would add that that is
correct, and that's the nmethod that BT certainly uses.
That's sort of our first port of call.

If I could just nmake a couple of comments.

First of all, I would say that earlier my intention in
stating or raising the data protection regine was not to
say that it prevents us fromdisclosing information to

| aw enforcenent and that sort of thing, just to strike
the difference between the U . S. and the UK W don't
have that over here, we do have that to think about that
over there. |In fact, when | surveyed a | ot of our folks
wi th questions for this panel, one of the first things
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out of their nouth was data protection, we have to think
about that first.

So, we're actually grateful to have the
i nformati on comm ssioner's office to go to when there is
an anbi guous area. Certainly we have a process in
pl ace, when things conme in the door, we have people
dedi cated to | ook at the subpoenas or whatever they
m ght be, they're famliar with the ACCC and ot her
authorities around the world, so we have a process in
pl ace and it does include, in fact, |aw enforcenent on
t hat .

MR. STEVENSON: Thank you. | would like to turn
now to Cedric and ask for his reaction as soneone who
focuses on privacy issues and |I' m wonderi ng whet her the
scenarios that we've described and that Eric descri bed,
what ki nds of issues that raises fromyour point of
vi ew, what concerns, what ways are there of addressing
t hent?

MR. LAURANT: | would like first to re-focus the
debate a little bit, because so far, we've tal ked about
how data protection, how privacy |aws nmay be hurdled to
| aw enforcenent work, and especially the |aw enforcenent
work of the FTC. But | would like to rem nd you that
the FTCis, first and forenost, a consuner protection
organi zati on whose nmain task is to protect consuners
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fromfraud, fromidentity theft, et cetera.

The second point | would like to make i s that
| aw enforcenent has its own interest in, for exanple
suing crimnals, suing identity thieves, et cetera, and
t hen consuners have privacy interests. So, you have to
take into account on the one side, |aw enforcenent
interests, and on the other side, privacy interests.

We at EPIC, Electronic Privacy Information
Center, of course are nore focused on privacy issues and
on protecting, on raising |abor issues and price issues
and trying to understand how consuners can get their
privacy better protected. And | think that the role of
the FTC as a consuner protection agency is to take into
account in balancing the interests of, on one side, |aw
enforcenent interests, and on the other side, privacy
interests. And having this framework in mnd, | think
we shoul d think about, because we are on a panel trying
to understand how | aw enforcenent and private sector
coul d better cooperate anong each other, with each
ot her .

| think we should try to understand why there
may be inpedinments to the sharing of information. Those
i npedi nents probably exi st between, for exanple, the
United States and the European Uni on, because the
Eur opean Uni on pronotes data protection as a human right
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that is protected by the European -- mainly by the
Eur opean Convention on Human Rights, in its article 8.

And taking this into account, a way to have
better partnership between a private and | aw enforcenent
and public agencies would be to have kind of general
framewor k, general data protection framework that could
be incorporated into the various nenoranda of
understanding or intellectual agreenments that are now
bei ng signed between countries |like Australia and the
U S., United Kingdomand the U S., and G eat Britain and
the U S., and such a framework could actually be the
CECD privacy guidelines, so the Organization for
Econom c Cor poration and Devel opnent privacy guidelines.

Let me rem nd you that the FTC has al ways been
very active, first of all, in drafting these guidelines,
and then in recognizing themas a good nodel to protect
consuners, especially through the fair information
practi ces.

So, we at EPIC would view the CECD privacy
gui del ines as a good supernatural framework to protect
consuners' privacy, and we think that it should be
incorporated into the various international agreenents
that woul d pronote better cooperation between | aw
enforcenent authorities and private conpanies, and
consuner agenci es.
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MR. STEVENSON. Thank you.

Let me follow up on part of that conment.

Qovi ously one of the things that needs to be addressed

i s some understandi ng across borders of how these things
m ght work. There is an Australian exanple, and maybe |
could ask M. Bhojani to address, but | think it's
particularly the ASIC, sort of the Australian version of
the SEC, has been involved with in terns of voluntary
codes with the ISPs. [It's just sort of an interesting
project that perhaps if | could ask you to just describe
that briefly and ask whether that has the potential of
broader applicability.

MR. BHQJANI : Thank you, Hugh.

Yes, if | could put the issue in a bit of a
context, nost of you, | think, have probably had a
handout given to you about the sort of Australian
Conmmuni cati ons Authority, which is not us, obviously,
but one of our sister agencies who's responsible in this
area, have put out on Internet service providers and | aw
enforcenment in national security.

That sets out the sort of |egislative basis, and
actually has an obligation. |[If you happen to | ook at
the first page on ISPs, to actually give officers and
authorities of the commonweal th assistance in relation
to enforcenent of crimnal |aws, |aws inposing pecuniary
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penal ties, protecting public revenue and saf eguardi ng
nati onal security, and to do their best to prevent their
networks and facilities being used against the
conmi ssi on of offenses against the commonweal th and the
states and territories in Australia.

A coupl e of other interesting aspects of that,
because | think sonebody in this panel or the |ast panel
was al so concerned about the risks of being sued for
i nappropriate disclosure. And under section 313 of the
Tel ecommuni cati ons Act of Australia, it provides that a
carrier is not liable for damages for an act done or
omtted in good faith to give reasonably necessary
assistance to officers or authorities of the
commonweal th states and territories.

So, there's an expression provision that
absolves the ISP fromliability for the things done in
good faith to assist |aw enforcenent agencies. But
that's the statutory context. And what Hugh's question
was really directed to was the voluntary process beyond
that, and in Australia, we have the Internet industry,
whi ch has got together with a nunber of |aw enforcenent
agencies to create what's now known as the Internet
| ndustry and Law Enforcenent Agencies Cyber Crine Code
of Practice.

It's available for those of you that want to
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have a ook at this, in ternms of the details of it, at
wwmv. iia, the Internet Industry Association, so
ita.net.au. The code recognizes a common i nterest
bet ween the industry and governnent in prevention,
detection and investigation of online fraud to foster
user confidence. It confines itself to the cooperation
between |1 SPs and | aw enforcenent agenci es, but does
allow for future extension to hosting and e-commer ce.

Under the code, ISPs are required to keep, this
is a voluntary code, not a mandatory code, but a
vol untary code, and under that code, |ISPs are required
to keep the name, address, phone nunbers, credit card
details and billing info of custoners personal data, for
at least six nonths after a person ceases being a
custoner, and dynam c |IP allocation records and custoner
| og-out tinmes and dates, what they refer to as
operational data, for at |east one year after the date
of creation of the data.

Now, that code, it remains to be seen how
workable it is and howit's used in the future, but one
aspect of it that does potentially cause sone probl ens
is the concept of interception. |SPs, many of the |aw
enf orcement agencies don't have interception warrant
powers. There's no ability, for exanple, for the ACCC
in Australia to be able to get a warrant to intercept
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t el econmuni cations services or Internet services.

Interception in Australia has caused a little
bit of a problem because recent |egislative amendnents
to obtaining informati on were proposed as part of the
anti-terrorismpractice by the Australian Attorney
Ceneral's Ofice, and those amendnents sought to
redefine, to an extent, when an email had been received.

So, when is sonething actually received, as
meani ng when the addressee opened it on their PC, rather
than when it was received by the sender's server or the
service provider or other internediaries, or the
recipient's service provider or the recipient's server
or the recipient's PC. It was being redefined to when
the recipient actually opened the email

Now, al though there were differing opinions in
Australia about the effect of that, there was a real
concern by | aw enforcenent agencies that it had the
potential to stop them from obtaining any unopened
emails fromsuspect PCs without a specific type of
t el ecomuni cations interception warrant, like a wire tap
provi si on.

And the ACCC and ot her agencies, as | say, do
not have that ability, due to the concerns that we have
rai sed, that aspect of the package, the anti-terrorism
package, has been shelved, and it's been ordered to have
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a further reviewin terns of our interception act
provisions. But they're the sort of technical issues
that are going to arise in sonme of this sort of
information in terns of interception, but | think that
code certainly does have the potential to provide a
gl obal sort of informal process, voluntary process, but
| would be very interested to hear from sone of the
firms here as to whether it's sort of achievable in the
volunmes that we're dealing with that we were hearing
about earlier. Those sort of tine franmes, whether
they're realistic or not.

MR. BAMFORD: Just a few words followi ng up on
that in ternms of mandatory retention periods. |In the
UK, we've recently introduced an antiterrorismecrime and
security act. One of the elenents in that deals with
the retention of conmunications data which will cover
traffic through an ISP, and the nmechanismthere is to
put in place sone requirenents to retain data for |onger
t han woul d be necessary for the ordinary business
pur poses of the conmmunications services provider in
guesti on.

To say froma data protection point of view, our
| aws, which | touched on earlier, do require that
personal data is held no | onger than necessary for
t he purpose, and if your purpose is various
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conmuni cations over the Internet, so your business
purpose then is the retention period that's set. This
is a way of preserving it for |onger.

In the UK when these provisions went into
Parliament as a bill and the provisions to retain the
data was expressed in ways that it could be retained for
a period of tine for any crimnal matter, but actually
as a result of scrutiny going through Parliament and
general concern, that actually changed to say that the
data that's retained can only be used for national
security purposes, i.e. to deal with things that do
touch on terrorismand not things that m ght be of a
serious nature in other ways, but not actually of that
serious nature, and we have a strange concept of a code
of practices part of this as well, but it shows that we
adopt a nmuch nore neasured approach to the idea of
retention of that sort of data linked to a real pressing
need and harm which in that case is terrorism

MR. STEVENSON: | take it there you' re focusing
on the provisions that are nore systemw de as opposed
to the scenario, for exanple, that Eric proposed of it
gi ven that you have a given case and a given
investigation and preserving information in relation to
that given matter

MR. BAMFORD: Well, there's no actual nechani sm
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for any preservation as such in the UK context. |In sone
ways, that would be nore privacy friendly. The general
retention of records for a period of, say, up to a year
Wi th respect to any pressing need, so in sonme ways,
preservation of an actual problemis a better solution
in privacy terns than one which is a blanket retention
of data of all of a particular period in tine. W don't
really have that provision

MR. STEVENSON:. Wyuld you agree with that,
Cedric?

MR, LAURANT: Actually let nme quote a recent
report that was rel eased about one nonth ago, | think,
by a British Parlianmentary conpany. This report shows
that a one-year data retention schene if inplenented
woul d be inpractical, the costs have been
underestimated, and the Internet service provider and
the data comruni cations industry have had so far few
incentives to inplenment any technical changes, not to
mention the fact, also, that the retention schene
appears to be in breach of the United Kingdom human
rights legislation, which inplenments the European
Convention on Human R ghts.

MR. STEVENSON: Thank you.

The other issue | would like to turn to,
qui ckly, and then if there's sone questions | would |ike
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to take those, is the scenario of suppose we've done the
investigation that Eric was able to get the information,
and the conmm ssion has pursued an action, then what
happens t hen?

MR. VEENGER: Wl |, what happens then is we
typically will, for instance, if we're dealing with
somebody who we don't think will respect an order that
we serve upon themto stop, we will get a court order
that we serve upon registrars or web hosting conpanies
asking themto take down the content that we feel is
viol ative of the Federal Trade Conm ssion Act.

And we've had, especially in the international
context, difficulty in doing that. And so | wanted to
raise for you that issue about whether or not you would
respect orders that are comng fromforeign courts, are
there voluntary mechani sns for notifying you about fraud
that you would respond to, those sorts of questions.

MR. STEVENSON:. WMaybe if | could ask Chris and
then Kristen, do you have any response on that?

MR BUBB: Well, we've had a |lot of requests in
dealing with requests for taking down information on the
basis of violations of our terns of service. |If you
conme to us with an order that reflects a behavior that
is violative of our terns of service, we'll take them --
we' |l take themoff the service, and that has as nuch to
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do with the fact that | think our terns of service are
at least as restrictive and | guess the short version is
we don't want this stuff on our service.

| f sonebody is being defrauded or sonebody is
being injured in sonme way or if sonebody is using a nane
that is deceptive or using a practice that is deceptive,
we don't want themon our service. W're not a big web
hosting service, but if they certainly inpact AOL we'l]l
take themdown. And it's not so nmuch in ternms of the
fine points of jurisdiction or sovereignty, it has nore
to do with the fact that we look at it on our service,
we don't want it there. So, it's consistent with that.

M5. VERDERAME: Yeah, | would agree with that.
We have pretty nuch the sane procedure. And building on
a point that was made earlier with regard to consent,
that is one of the exceptions for data protection rules.
So, we have, in fact, built into all of our contracts in
contract hosting limtations on use. If we find out
that a user or custoner is using web hosting services in
any way that is fraudulent or unlawful, we word that
extrenely broadly on purpose, we have the right to
imedi ately termnate the service, and we, in fact, do
that, if we receive a request or a conplaint that's
subst anti at ed.

We also build it into contracts that we have
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with our ISP business. W notify custoners in our
privacy policies all over the conpany, whether it's
retail customers, whether it's content hosting, whether
it's business service custoners, we specifically say in
our privacy policy, if you break the law, if you use our
services to break the law or do anything fraudulent, we
will give your information over to |aw enforcenent if
it's legitimately request ed.

So, we do install that into our practices and
procedures based in part on the data protection regine
that we have to work with. But | think it's the same
procedure that AOL follows as well.

MR. STEVENSON: Thank you. W have tine for a
coupl e of questions, if there are sone. |If people have
guestions or coments that they want to address to the
panel. W have one here.

M5. KLEI MAN:  Kathryn Kl ei man for the
Associ ation of Conputing Machineries Internet Governance
Project. A question for M. Bhojani, | hope |
pronounced that correctly. The law that you cited in
Australia, that enables cooperation between say the | SPs
and registrars and | aw enforcenment. Wat does that do
in the situation where | SPs and registrars are contacted
directly by foreign | aw enforcenent? Let me give you
two scenarios, please.
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One scenario woul d be being contacted by the
Federal Trade Commi ssion of the United States, regarding
a fraud investigation. Are the registrars and |ISPs free
to cooperate and are they free of liability if they do?

The second question is what if they' re contacted
by the Chinese governnent regarding a domain nane that's
bei ng used for pro denocracy, anti-Chinese information?
Sane thing, do they hand the information over? Do they
notify the registrant? Do they cooperate? Are they
free of liability, if they do?

MR. BHQJANI: Thank you. Unfortunately, the
laws that we're tal king about really are focused on | aws
of the commonweal th of Australia. So, really it's
protecting the I1SPs insofar as they're assisting | aw
enf orcenent agencies at a donestic |level, rather than on
the international |evel

It would still be a requirement, | suspect, in
terms of the dial ogue we've been having here, that nost
of the 1SPs would want to see a court order before they
woul d touch anything in an international context.

M5. KLEIMAN:  An Australian court order?

MR. BHQJANI: Well, a foreign court order that
they would be willing to recogni ze that they are sonehow
absol ved of liability. The liability provision that |
was referring to was, again, protecting themfrom
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l[iability where they act in good faith to assi st
Australian | aw enforcenent agencies, rather than
i nternational |aw enforcenent agenci es.

The point that Kristen nmade and ot hers have nade
as well, the ability to work through | ocal agencies in
that context, it mght be that the FTC would cone to the
ACCC to try to get assistance fromus, or the Chinese
governnment would do |ikew se. And we mght be able to
see whether there's sonething that breaches our | aw that
we m ght be able to go to the ISP with as well. And
t hat conmbi ned m ght be able to achieve an outcone that a
di rect approach may not be able to achieve.

M5. DEUTSCH. Kathy, | just wanted to give you a
real exanple fromAustralia that | just read about two
days ago. The nenbers of the recording industry have
demanded fromthe universities, who are also | SPs, that
they turn over essentially all of their traffic data on
their networks to the recording industry conpanies so
that they can scan this information for their own
pur poses.

M5. KLEI MAN: Has there been any response?

M5. DEUTSCH | think that the universities have
t he data but they haven't yet said what they are going
to do.

MR. STEVENSON:. Alistair, did you have a
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guestion?

MR. TEMPEST: Thank you very much. Excuse ne,
because | m ssed yesterday for various snowy reasons,
and it may well have cone up yesterday, but | thought it
was a point which has been raised just now and which
Sarah raised right at the beginning of this panel, which
| think is very inportant. That is, the application of
national |aws as conpared to the application of actions
against crimnals. | think there is actually a very big
di fference.

When, for exanple, someone breaks a | aw which
creates fraud, that is sonething which |I think nearly
everyone can accept across the world. Because there is
a damage to an individual or whatever it happens to be.
The issues that we start to look into here, particularly
on things |like data protection or the issue which was
just rai sed where soneone has broken the law in China,
and soneone is being asked in Australia to apply that
Chinese law is sonmething a lot different and creates a
maj or probl em

There is, of course, the Hague Convention which
is going on at the nonent. In Europe we have an issue,
and a very live debate about three conventions on
jurisdiction, and where that jurisdiction should be
applied, should it be applied in the country of
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destination, or the country of origin. And | think that
is an area which, perhaps, there will not be such an
easy international agreenent as sone of the other
di scussi ons we've had today, but | don't know what the
ot her panelists feel.

MR. BAMFORD: It's partially touching on the
point that you raise in there, Alistair, which | nean
some of those are bigger issues than anyone in this room
can decide, | suspect. But if we cone down to sort of
practicality in terms of the information and sharing end
of things and the information disclosure end of things,
| think when you're actually tal king about what's the
appropriate data to share, you know, we do need to
mani fest this in some sort of nmenorandum of
under standi ng, information sharing protocol between
appropriate agencies to give people confidence that
actually the information that's being shared is for
t hi ngs which would be |legitinmate concerns in both
countries in terns of it being related to the |oss and
not the Chinese exanple or Iraqi exanple or anything
el se you mght want to bring forward which m ght not be
absolutely coterm nous with an offense in any of our
particular countries, but I think as well it's an
opportunity, and | think Cedric was touching on this as
well, to put in place sonething which sets the
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boundaries then in ternms of what can happen with the
i nformation.

Because | know from a data protection point of
view, one of the things that does worry us is that when
sonmebody provides information initially for bona fide
reasons, once that's gone to sonebody el se, what's the
ring fence that's being applied on it being used in any
ot her ways? And we've had this with disclosures to U S.
authorities in the past, well, | shouldn't say European
police office, Europol, for terrorism \Wen we | ooked
at essentially the nunber of people who could have
access to this, it was 20 sonme thousand U. S. enforcenent
aut horities.

We sort of a differ alittle bit at that point
froma European perspective, there is a very, very w de
di sclosure that's going to take place, information
sharing agreenents, protocols, perhaps can start to set
some of the boundaries of reassurance there, how | ong
the data is held for, those sorts of reassuring points
there, and indeed nmechani sns, and this cane up
yesterday, to nmake sure that if the data changes and the
finger of suspicion has been |ifted from sonebody, then
that information gets passed on as well to nake sure
that records are kept up to date.

And we have plenty of experience in the UK of
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mul ti - agency approaches to information sharing where
people don't really deal with it in a very professional
way and there's all sorts of inpacts on people's private
lives as a result of that. | would worry about that in
t he international context.

MR. STEVENSON: Any ot her questions? FEric?

MR. VENGER: Two things | wanted to point out.
Wth reference to the point that Cedric made about the
need for information, | think it's an excellent point.
And | think at the FTC we're especially cogni zant of the
bal ance between privacy and | aw enforcenent. And the
scenario that | posed was actually assum ng that we
found sonet hing that was fraudul ent that we believed
needed to be investigated, but | think particularly here
where we are a regulator that enforces laws that relate
to privacy and al so have worked hard to pronote privacy
in the private industry, that that is a point that we're
very aware of and cogni zant of.

Also, | think we're al so very cogni zant of the
costs that are associated with preserving data for
open-ended periods of tinme. And so we do understand
t hose concerns. And finally, | wanted to take up the
chal I enge that was rai sed by Comm ssioner Swindle in the
first place about tal king about the good as well as the
bad.
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And | think that | wanted to make sure that
everybody understands that we actually have had very
positive experiences dealing with Internet conpanies
that have set up special contacts for us when we're
conducting investigations that we can reach out to, that
have all owed us to use fax or email ways to communi cate
with themto speed up the tine frames and get
i nformati on back in response to our subpoenas quickly,
and who have preserved data upon request and in response
to our subpoenas, turned that data over to us in tinely
ways. And the ability for us to get that information
has been vital to our success in fighting Internet
fraud.

MR. STEVENSON: Thank you. FEric, and | wanted
to adjust one point in response to the issue that
Alistair raised about the jurisdiction and conflicts of
law. | think there are obviously very great
difficulties that go on in a ot of those issues, and it
is a challenge, and | think one of the reasons that we
in the OECD, Comm ssioner Thonpson is describing, our
joint work there on cooperation to address cross-border
fraud and deception, and one of the challenges there is
we were picking an area where, as Alistair suggested,
there is some common understandi ng of an area where the
conduct is problematic, no matter where it's occurring,
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and frankly even then, we have a |lot of challenges as we
hear and how do we best cooperate, but the idea is to
focus on precisely that kind of conduct and devel op
t hese connections so that we can make progress forward.

We have run out of time, and the press
conference will be here in just a few mnutes, then we
will start back up at 2:15 sharp with our panel on
domain nanme registrars, so | will end by thanking our
panelists for what | thought was an excell ent
di scussi on. Thank you very nuch.

(Appl ause.)

(Wher eupon, at 12:45 p.m, a lunch recess was

t aken.)
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AFTERNOON SESSI ON
(2:15 p.m)

M5. M THAL: Ckay, why don't we get started.

My nanme is Maneesha Mthal and I amthe
Assistant Director for International Consuner Protection
here at the Federal Trade Comm ssion and | would like to
wel cone all of you to this panel on cooperation between
consuner protection enforcenent agencies and donain
registrars and registries.

As you can see, we have a very |arge panel
today, and it's actually a fairly long panel and we're
hoping to cover many issues, but | thought it mght be
useful to start by just setting sone ground rules so
that we can streanline the discussion.

The format of this will be noderated di scussion,
so | will just throw out issues and questions. Wen you
would i ke to respond or if you would like to respond to
anot her panelist, just please raise your tent and wait
to be called on by ne. This part is very inportant, |
woul d just ask that all of the panelists keep their
remar ks as short and succinct as possible, and as to the
poi nt as possi bl e.

| prom se you that if we all adhere to that
rule, everyone will have multiple opportunities to
speak. And | just want to give you fair warning that,
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you know, we do have a |l ot of issues to cover, and
pl ease don't be offended if | ask you to nove al ong or
finish your points.

So, to that end, | thought it would al so be
hel pful if we divided up the panel into segnents. |
t hought we woul d spend the first half hour or so talking
about whois data in the generic, top-level domains.

t hought we woul d spend the second half hour or so

t al ki ng about whois data in the counsel donains, and
then we can take a short break and tal k about
information sharing generally between consuner
protection enforcenent agencies and domain registrars
and registries.

And then finally spending about a half hour or
so tal king about how we can suspend fraudul ent websites
and how we can work together on that. And this panel
should wap up right around 4:30 or so and we should
have an opportunity for people fromthe audi ence to ask
guesti ons.

So, let nme also just start by defining sone
terms here. | think nost of you are famliar with them
but for the benefit of those of you who haven't, we'll
be using the term"whois" a lot. Wois refers to a set
of dat abases where domain registrants' contact
i nformation can be found.
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We'l|l be saying the word GILDs quite a bit.
GILDs refers to generic top | evel domains, those are
domai n nanmes ending in .com .org, .net, .info, .bus and
sonme others. And those domains are generally regul ated
under contracts | CANN or the Internet Contact for
Assi gned Nanes and Nunbers.

And then we'll be talking to you about CCTLDs
quite a bit and those are country code top-I|evel domains
and those are domain nanes ending in two |etter country
codes, like .UK or .CGE for GCermany.

So, with that, why don't we junp right into it.
| thought it m ght be useful to set the stage a little
bit, and so | want to ask Dan Sal sburg fromthe FTC to
talk a little bit about how we use the whois database in
our investigations.

MR. SALSBURG The whoi s dat abase or dat abases
really are the first steps we take in nost of our
Internet fraud investigations using these databases. W
routinely go to the databases to find out who is
responsi ble for the given website, the nanme of the
registrant. We try to find out from whois databases the
identity of the registrar who can be served with process
and we can make requests upon for additional
i nformation.

We | ook at the address information that shows up
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in whois listings to determ ne where is this business
| ocated. We look at the host information to find out
where the servers are located. |In short, w thout whois,
we have a very difficult time finding out who has
responsibility for a website that may have sone
fraudulent clains on it.

We al so use the whoi s database in another area,
and that is oftentines, in addition to the work we do
stoppi ng frauds, we engage in what are called surf days,
whi ch are designed to identify the preval ence of fraud
or activities that appear that they may have fraudul ent
conponents, and informthe purveyors of those websites
of the problens with their websites and ask themto
respond.

For instance, often we will get together with
state attorneys general or with our counterpart consumer
protection agencies with other countries and we w ||
revi ew nunerous websites, if we find problens with
websites we will send emails to the people or the enai
addresses that show up in the whois database under the
contact information and try to informthem of the
probl enms that we saw with the website

M5. MTHAL: Dan, can | just follow up. Could
you | ay out sonme of the -- do we face any concerns with
t he whoi s database right now?
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MR. SALSBURG. Yeah, there are a nunber of
probl ens, but the two principal ones are first of al
the accuracy of the data in the whoi s database. W have
seen in one case we had there was a registrant that was
engaged in sonme pornographic commerce, and it happened
to be listed in his whois entry as being | ocated on
Foreskin Street in Ansterdam w th Amanda Hugi nki ss as
the adm nistrative contact. Clearly we had a difficult
time figuring out who was responsi ble for that website
based on the whois data.

In a simlar instance, there was a case that
didn't have as interesting a false entry, but there was
a case we had where the address was Herehere,

California. W have also found websites registered to
M ckey Mouse, to God, to Hacker, Bill dinton, FBI, you
name it. And the inaccurate information is really a
serious problem

The second major problemthat we have with the
dat abase is the searchability. W can go back a few
years ago, and the .comregistry, there was only
Verisign, or Network Solutions at the tine, that was the
sole registrar for .cons. And at that tine, when it was
all centralized, it was nuch easier to conduct our
i nvesti gations.

Wth the advent of conpetition anongst
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registrars, what we have found is we are having a nore
difficult tinme in finding out additional information
about websites through usage of the whois database. And
principally, up until about a year ago, you can go to
t he Verisign whois database and you coul d search on
mul tiple fields.

So, you could search under the name of a
regi strant and you could find out a listing of
several -- there was a tinme-out on it, but substantially
all the websites registered to a given person. Wich
hel ped us consi derably, because what we find in case
after case after case is the perpetrators of a fraud
often have multiple websites that they use, and if we
can't search across multiple fields, such as an address
field or a nane field for the registrant, we are only
going to see one part of a fraud and we are going to
mss all of the other tentacles that emanate fromit.

M5. M THAL: Thanks, Dan. Dan, you nentioned
two issues, the first is | guess accuracy and the second
is searchability and | thought we could use that as a
framework in our discussions for this issue.

So, first about accuracy, | know that the OECD
has done sone work on this topic and I thought | would
ask M chael Donohue to describe sone of that for us.

MR. DONOHUE: Thank you, Maneesha.
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| would Iike to be able to tal k about the kind
of work that we have done at the OECD, but it's really
wor k worth doing and we haven't quite finished it, so |
can't say where exactly it will end up, but it's been
going on for sone tine. It involves primarily the
consuner policy commttee at the nonent, but tax revenue
experts as well have been | ooking at the issue, and even
goi ng further back, sone of the Tel ecom policy folKks.
We al so have privacy and security experts, so we're
trying to all talk to each other to cone up with sone
conmon t henes.

In the consunmer area, we're looking at it from
t he perspective, two perspectives, really, one is with a
view towards increasing transparency integrity of domain
nanes for consuners thenselves, and this cones out of
t he OECD gui delines, the 1999 gui delines on consuner
protection in the electronic conmerce, which called for
busi nesses to identify thensel ves for the benefit of
bui | di ng consuner trust.

The other primary and really in a sense nore
critical uses for that are consuner protection |aw
enforcenment, working so that Dan and his counterparts
around the OECD countries can do a good job protecting
consuners by identifying websites that are conmmtting
fraud.
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And, again, this is work that flows out of the
gui delines to sone degree, again, one principle calls
for businesses to identify thenselves, not just for
consuners, but also for |law enforcement. The focus here
is on commercial usage of the Internet, of course.

M5. MTHAL: |I'mjust curious, does anybody have
any statistics on accuracy of whois data, anything that
peopl e know about the I CANN conpl aint form where people
can file conplaints about accuracy?

M ke?

MR. PALAGE: | was talking to Dan Hal |l oran, and
| believe that the Internet GOTNET website has been up
now for about six nonths, | believe, and | believe that
t hey have received approxi mately 4,500 conplaints to
date. Now that would just be in the .com .organize and
.net space. The nost interesting statistic that Dan has
relayed to nme has been in connection with nost of the
conplaints are related to spam

So, the majority of the conplaints, people
submtting, if they do state a reason why they believe
it's inaccurate, has generally been in connection with
spam t hat they've received.

M5. CADE: If | can just add to that.

M5. MTHAL: Wuld you identify yourself.

M5. CADE: |'m Marilyn Cade with AT&T and | am
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t he cochair of the Whois Task Force. Just to follow on
what M chael said, they actually today have received
over 6,000 conplaints. So, the nunber of conplaints and
t he usage of the centralized formis really working
quite well, and there's been apparently significant
i ncrease using the conplaints as peopl e have becone
aware of the availability of the Internet form

M5. M THAL: Dan?

MR. SALSBURG. Sure. We recently engaged in a
search with fellow | aw enforcenment of based on spamt hat
had renmove ne or unsubscribe lines, and then we went to
t he whoi s dat abases and we got the emmil|l addresses for
the websites and sent out emails asking to be
unsubscri bed or renoved, and | believe 21 percent of
those enmai| addresses that appeared in the whois
dat abase were fal se, they were inaccurate.

So, | imagine it's inpossible to extrapol ate
fromthat that 21 percent of all entries in the whois
dat abase are inaccurate, but certainly in websites that
have clains that appear to be deceptive, inaccuracy is a
serious problem and those are the types of websites
that we really care about.

M5. MTHAL: WMarilyn, | know you nentioned you
cochair the Wois Task Force and | was wondering if you
could summari ze sone of the recommendations of that task
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force with respect to accuracy of whois data.

M5. CADE: Sure. | would |ove to do that,
particularly since sone of the other panelists here
either helped to |launch the task force, Paul Kane, or
are on it now, Phillip G abansee, we've all worked very
hard to try to reach a set of recomendations. Wen the
task force began with a survey and sone of the findings
of the survey, | will just very quickly nmention, because
| think they may be of relevance to this.

We did ask people in the survey how t hey use the
whoi s dat abase, and the uses of the database are the
ki nds of things that one woul d expect, people use them
in order to find out who is behind or operating a
website. They use it in order to solve technica
probl ens, they use it in order to find out whether or
not a domain nane is available to register, and of
course | aw enforcenent uses it. Sort of the typica
t hi ngs that one expects.

But the things that m ght be kind of
interesting. W asked the question of what best
descri bes your attitude toward access to the data in the
whoi s service, and the findings are as follows: And,
again, this is a survey that was done nore than a year
ago, we don't consider it statistically valid, but think
of it as a snapshot of what people have responded from
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t heir own personal views.

Forty-two percent use whois as effective
identification of who is behind a specific domain for
consuner protection or intellectual property protection
pur poses. Another 27 percent think that it should be
avai |l abl e and accessi bl e because it supports the
resol ution of technical problens on the Internet. And
anot her inmportant point that is inmportant to nmake is
that 20 percent of the respondents did identify an
interest in protecting the privacy of individual domain
named hol ders.

So, when peopl e responded to how they used it
and what they thought about access, the primary
responses were in those three areas. W found that 42
percent of the respondents said they had been harned or
i nconveni enced, and that of that, close to 40 percent
said that the data of the whois records they relied on
were inaccurate, inconplete or out of date. So, roughly
40 percent said that the whois records that they're
accessing, not all just because of fraud, were
i naccurate or out of date.

The task force has recommended an initial short
set of recommendations. Data is not always inaccurate
on purpose. W tend to think as |aw enforcenent or as
conpani es who are dealing w th enforcenent
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responsibilities, which we may have in dealing with
fraud, we're nostly looking at the data that is soneone
who may have purposely put in wong data, but a | ot of
the data is aged, and so you can't be contacted because
your contact information is just too old, it's gone old.

So, one of the recommendations is that once a
year, the registrars contact the registrant, present
their registration information details to them and ask
themto correct it. And then it is the responsibility
of the registrant to do that.

The ot her recommendation that we nmade in the
area of accuracy is that we provide that | can provide a
what we would call a safe harbor. [|f soneone has | ost
their nane, because of providing inaccurate data, that
they would go into a redenption grace period of 30 days,
and if during that period they presented correct contact
information, they would be able to recover the nane.
It's out of the zone, but they haven't lost it.

The second area of recommendati ons address the
use of bulk access of the whois data, and the task force
broadl y, and supported by the community, expressed
strong concern about marketing uses of whois data. The
survey itself expressed strong concern about marketing
uses of whois data. Think of it as using the data for a
pur pose other than that for which it is collected. |
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suspect that's a phrase that rings to sone of ny
col | eagues' s ears, and that was strongly supported by
the task force

So, our first reconmmendation was to limt al
mar keti ng uses of bul k access to the data. Those are
the primary consensus policy recomendati ons. W' ve
made ot her recommendations that | can maintain the
centralized report process for reporting, other things
of that nature.

M5. MTHAL: Well, why don't we just focus on
the accuracy part of the report and I want to
t hrow open the floor and see if anybody has anything to
add or if anybody has any concerns about the task force
report.

Ruchi ka Agrawal ?

M5. AGRAWAL: Part of the Wois Task Force's
report is to report accuracy, and to nme that's like
putting the cart before the horse, because surveys have
consistently showed that one of the reasons users
provi de inaccurate information is because there are no
privacy safeguards in place.

So, one way to inprove accuracy within the
guestion that you' ve posed, Maneesha, | think is to
provi de and inpl enment privacy standards.

M5. MTHAL: | saw Phillip first and then
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Henni ng and then Kathryn.

MR. GRABANSEE: A concern with the report, which
was participated by nyself on the task force, but just a
point that | would Iike to add froma registrar point of
view, just something, | don't have a solution to that
probl em but just sonething to keep in mnd. It's an
econom c problemfor the registrars, you know, they are
operating in an environnent with selling domain nanes
with very small margins, and the nore burden you put on
the registrars, checking the accuracy of whois
information, which we all want to be accurate, of
course, but it makes it nore difficult for the
registrars who are already operating in such a difficult
econom ¢ environnment, and it mght |ead, you know, |'m
not sure, but it mght lead to a point where we have
only, you know, very few registrars who can survive in
that environnment, and that's sonething that was
certainly not desired when the whole Internet and the
whol e domai n mar ket was denonopol i zed.

So, | just want everyone to keep in mnd that
the nore burden you take to the registrars, which of
course i s necessary, because they have to participate,
but it has strong economic inplications, especially for
the small er and nmedi um si zed registrars and w |l change
the market as we see it right now
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M5. M THAL: Actually, just before we go to the
next comment, | think those two comrents provide a good
framework for discussion, and | would urge other people
to comment on those two comments. Ruchika raised the
concern of privacy concerns and putting the cart before
the horse and that the privacy concern should be
addressed first and then Phillip raised the point about
costs inposed on registrars. So, in particular, | would
like to hear from peopl e about those two points and what
t hey think of those.

MR. CGROTE: MW nanme is Henning G ote, | amwth
Deut sche Tel ecom of Germany. Just adding to Marilyn's
data fromthe whois report, we found that due to the
fact that nost of our DNS custoners, our registrar
custoners, are business users, | would say the aging of
the data is about relevant for 20 to 30 percent of the
data of the whois per year. This is the kind of rate
that gives you an approximate i dea of the aging of the
dat a.

The other thing, adding to that what Phillip
just pointed out, indeed, it's a big problemto have the
costs within a framework that's sonehow -- makes it
sonmehow possible to handle in the econom c nodel. But
on the other hand, on another technical field, we just
started the ENUM trial in Germany, the el ectronic nunber
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mappi ng trial where the tel ephone nunbering systemis
mapped on the -- on a DNS basis.

So, within this trial, for exanple, we have
installed the -- as mandatory -- the policy to validate
and verify the registrant. Validate the nunber that is
sent in that should be transferred onto the email nane,
and verify the registrant, the person, the individual
who i s seeking after having this nunber registered.

So, we have now the challenge to put those two
wor | ds toget her, because one thing is sure, when ENUM
i ndeed goes into reality, and indeed becones a stand-out
technol ogy, we do have to handle this issue of
verification and validation of data, at |east in Germany
as opposed to in nost other countries using ENUM there
will be a simlar policy.

On the other hand, the issue of costs and the
very small margin product DNS. So, this is quite a
chal | enge.

M5. MTHAL: Actually, let nme just ask a
foll owup question to both Henning and Phillip. You
bot h nentioned the cost issues. Do you have concerns
about the costs that the specific recommendati ons of the
Whoi s Task Force report would i npose on registrars?

MR. GRABANSEE: It will certainly be a concern
and problemfor the -- it wll certainly raise sone
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problens for the registrars. | nmean, if you believe in
a free market nodel, you can al ways argue easily, okay,
finally the market has to show that the prices for
domai n nanes, | nean the prices registrars take for
domai n nanes, they are not regul ated.

So, | nmean, registrars theoretically are always
free, if they can make it or produce it or cannot show a
busi ness nodel to increase the prices, but this wll
take a long tinme and this whole procedure wll probably
put a lot of smaller registrars out of business. And
the question is if that is desired, or the other
guestion, you can say that free market interest is just
like it is, but I don't have a clear answer to that
guestion. | just see the problem

MR. GROTE: Just to follow up on that. The
guestion |I'mjust asking nyself is whether the snal
margin, very low quality product DNS, in sonme cases,
wi Il have a future under these circunstances. The
guestion m ght be whether other business nodels should
arise, or mght arise. Wll, | don't have an answer to
Phillip's concerns, neither do | have an answer to ny
own concerns, when it cones to el aborating on a new
busi ness nodel .

| don't know a | ot about that, but one thing is
for sure, when the -- let's say the quality aspects of
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the DNS services, like a curacy, and let's say like a
data handling where the custoners can rely on, when
these are aspects that count, that al so neans that
the -- that our custoners have to be educat ed.

That's on our side. And that's quite an issue.
It still has lots of costs, but I would |ike also to ask
t he question when we don't do that, how m ght the market
go, and into what direction? Wuld it go totally down
because of the total distrust on the consuner side?
don't know. Just a question. Just a thought.

M5. M THAL: Ckay, Kathryn?

M5. KLEIMAN. | wanted to shed a little light on
the privacy issue. And just for whoever hasn't used the
whoi s database, it's a globally avail abl e dat abase.

When you go to it and you put in information, you get it
with the click of a button. For those of us who

regi ster domain nanes for our personal hobbies, to
express personal concerns that we have, say, racismor
antisemtism to criticize |arge corporations for
adopting intellectual property policies that we think
are too broad, or for political speech, such as human
rights or corruption in countries, we don't want our

t el ephone nunbers and hone addresses avail able at the
click of a button.

The first question that we were asked in
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preparation for the panel was how can domain registrars
and registries inprove the accuracy of whois data and
the generic top | evel domains? There's one easy answer,
and that's called tiered access, effectively create the
option of an unlisted tel ephone nunber or honme address.

| come froma technical organization, the
Associ ation for Conputing Machinery, we've been around
since 1947, many of our nenbers were original |nternet
pi oneers. Wen you go back to them and you ask them
what the purpose of the whois data was, they said it was
for technical contact. It's to reach soneone if your
website was sendi ng out, you know, unheard of amounts of
crap on the 'net and you needed to shut it down. It
wasn't for the purpose which it's increasingly being
used for, which is content policing.

So, of course | aw enforcenent needs to reach
peopl e, as do others who are suing based on content, but
t he whoi s database as it exists is inaccurate because
people are trying to protect thenselves. Very nmuch in
the way, frankly, that the Federal Trade Conm ssion has
advi sed people to do in their consunmer identity theft
publ i cations, where they say, don't give out personal
information on the '"net. That's very good advi ce.

Don't give it out.
So, ny best recommendation as we go into this
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is, let's draw a very clear distinction, and it hasn't
been drawn, in the Wiois Task Force report, let's draw a
very clear distinction between comrercial use of domain
nanmes and noncommerci al use of domain nanes.

The second thing I would rai se as donmain
regi strars pose the issues of cost is the issue of
l[iability. This is not my organi zation, but it has been
xeroxed and distributed, the Electronic Privacy
I nformati on Organi zation, bullet point number two,
yest erday, "The New Hanpshire Suprene Court has held
that information brokers and private investigators can
be liable for the harns caused by selling personal
information. In that case, a young wonman was nurdered
by a stal ker who obtained her personal information from
information brokers and private investigators."”

To the registrars, | would say, we are your
subscribers. You know, there are people out there,
there are disgruntled spouses, there are stal kers, there
are governnments who want to criticize people for taking
denocratic, pro-denocratic positions, protect your
subscribers. Let's figure out a balance, but the single
best answer to protecting accuracy, to getting accuracy
to whois is giving people the right to create an opt-out
where the information is there, it's available to | aw
enforcement and ot hers under the appropriate
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circunstances, but not to the whole world all at once.

M5. M THAL: Before we nove further, let nme just
tal k about sonme of the scope of the discussion we're
having here. | think the scope of this workshop is
about cooperation between | aw enforcenent and domain
registrars and registries in conbatting fraud, and |
think the points Kathy just nade are extrenely inportant
points, and | think, you know, those issues definitely
need to be discussed further, but I'mwondering for the
pur poses of this discussion, if we could sinply talk
about whois data for commercial registrations, the types
of investigations that we do generally involve
conmercial targets.

So, if we just limt it to that for the purposes
of this discussion, as people are talking further, |
just ask you to do that.

So, Paul and then | saw WIllie, and then Dan.

MR. KANE: Thank you, Maneesha.

My nane is Paul Kane, 1CB fromthe UK. W are a
sof tware house, and we've built a nunber of systens for
quite a fewregistrars. Just to bring this to
perspective, there are 160 | CANN accredited registrars,
of which 118, | believe, are currently active. | think
it's fair to say that every registrar that is active
really would Iike to provide to the community accurate
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information. They don't go out purposely to allow
Donal d Duck, as the gentleman referred to.

One of the things, | think registrars wll be
very concerned about, is where the duty of care to check
the accuracy actually rests. And that, as Kathy was
i npl yi ng, has costs, and there are sone significant
i ssues. And obviously at what point is the data
accurate?

At the tinme of registration, the applicant may
have subm tted accurate information, and then the day
after registration, the person may have noved, there
could be a change in circunmstance. So, if one
del i neat es between commercial registration and |iving,
breat hing i ndividuals, who may require a degree of
privacy, because it seens the privacy issue is the one
of concern, and in fact the lady at the end there
mentioned it, | think it's fair to say within the | CANN
accreditation agreenent, that registrars sign in order
to be able to register in the gTLD | ease space, there is
al ready provision for registrants to use the contact
information of a third party, where they feel that
personal freedom personal liberties may be infringed.

And so, the nechanismalready has that in place.
So, the registrar can accurately record the information
of athird party. Now, there may be a cost associ ated
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with the provision of accurate information of a third
party, but obviously that is the choice of the
registrant in exercising that right, if they wish to do
so.

We have the pleasure of having Jonat han Banford
here fromthe UK Informati on Conm ssioner's O fice, and
obviously being fromthe UK, one of the things is
explicit consent, one has to give consent to information
being publicly disclosed. And simlarly, provided that
information, the registrant at the tine of registration
is aware the information will be publicly disclosed,
think it's fair to say that the registrars will be
covered, provided it's nade very clear to the registrant
at the time of registration it will be available on the
Wor | dwi de Web.

And then Henning raised a pretty good point
about ENUM My conpany, Nom net, are actually involved
inthe UKin the trial, we're going to be running the
tier one where the .44 is going to reside. And one of
the big costs that the domain has in the ENUMis not
regi ster the domain, it's matching a particul ar
t el ephone nunber with a subscriber wth an entry.

And so, in the domain nane market, which is
gl obal by its very nature, one has to be very carefu
insofar as the duty to supply the registration rests on
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the registrant, not any other party. 1In the case of
ENUM it is the person requiring a nunber that will need
to come with their telephone bill that identifies them
t he address, and the phone nunber. There will be a duty
on the registrant. Simlarly, wthin current contracts,
| think it's fair to say that registrants place that
duty on -- sorry, registrars place the duty on their
regi strants to provide accurate information.

And the whois report is really trying to nake
sure that the information that is held on the central
dat abase is accurate, subject to these conditions. |It's
in the registrars' interest to make sure they're
accurate, because they want to be able to contact their
custoners. As | say, there is already provisions to
protect living, breathing people.

Anot her angle, just to conplicate matters, is in
Austria, the rules are such that conpanies, corporate
entities, not living, breathing individuals, corporate
entities can simlarly claima degree of protection
under data protection. So, it's very difficult to draw
a line because comercial entities and |iving, breathing
people. But it's not in the registrars' interest to
gat her up bogus information.

M5. MTHAL: And just a followup question. You
menti oned that individuals have a protection that they
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can register through a third party. |If I'ma conpany
that's selling, you know, fraudul ent goods to consuners,
could I hide behind that as well?

MR. KANE: The duty, again, is to the
registrant. There is a relationship, a |egal
rel ati onship between the third party agent and the
regi strant. Assum ng because the third party agent
woul d not want to be liable for any of its custoners.
So, froma |l aw enforcenent perspective, it is quick and
easy to identify the third party, and having done so,
they can get a direct relationship to the registrant.

So, it's all there, it just needs to be applied.

M5. MTHAL: WIllie?

MR. BLACK: Thanks. I'mWIIlie Black, chairmn
of Nom net UK who manages about four mllion domains in
the .UK top |evel.

"1l try and be quite brief. | think I'm
conpl ementi ng what other people say. |It's inportant to
us to know who the other party to our contract of
registration is. After all, it is a contract, and you
don't want to contract with sonebody that you can't
chase out for nmoney. But it's very human intensive,
what we're tal king about here.

In the UK, we have noney | aundering things, and
if you try and open a bank account, you've got to send
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in a copy of a utility statenment or a copy of your
passport or sonething like that, and this has to be
verified. 1t's very human intensive. And in Nom net,
we've just realized that we cannot keep affording to do
too nuch intensive human checking. Wich is a pity
really, but if it has to be done, of course we will be
happy to try and do it as sufficiently as we can.

But even in spite of the cost, you see, good
peopl e do want their data to be correct, and |I'm here
tal king about trading, not the personal one, and we do
give an opt-out in .UK to people to register an agent if
they want to hide, because of personal threats.

But tal ki ng about busi nesses, good people do
usual ly want their database to be correct, and so
they -- the whois is useful for themto check that it's
correct, but the lot of themare very |lazy and they nove
prem ses and they just forget to change things.

So, again, a renewal period of two years that we
do is actually quite a good tine to be catching up with
peopl e. Al though you mght just find that you send the
i nvoi ce out and you never get any noney back. And then
there's a | ot of problens.

But the real point of my intervention is, is the
crooks actually are quite clever. They don't go around
wi th a bag marked swag, you know, or a striped junper,
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and they're not going to wite M ckey Muse down when
they' re perpetrating 100 mllion pounds in fraud, huh?
They're going to put a perfectly reasonabl e busi ness
nanme that you just can't trace very easily.

And of course before there's an issue ari ses,
nobody can tell that it's wong, wthout you going and
checki ng that such and such a street nunber at such and
such a place actually exists is going to | ook perfectly
reasonable. And so you can only react once it's been
di scovered. And of course the registries would be very
happy to try and chase down the issue at that point and
see if there's any forensic evidence that it would be,
you know, that it was sone real business or a fraudul ent
busi ness.

One thing that we do suffer fromin the domain
name business is that we are private entities. W don't
have the power to fine. |[If you declare the wong thing
on your vehicle license inthe UK | think it's a
t housand pounds, you can be fined. Because there are
statutory bodies and they can fine you for making a
m sdeclaration. | don't know how often it happens in
t he UK when people forget to change their address when
t hey nove house, and they don't reregister their car,
but we cannot fine. And that is an issue. Al we can
do is really cut people off and they | ose the domain
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name, and if they're really crooks, they just go and
relaunch with a different domai n nane.

So, that was just some thoughts that canme from
t he ot her speakers.

M5. M THAL: Thanks. Oher remaining people who
have tents up, | would like to ask people to focus on
the question of if, say, |aw enforcenent said, |ook, you
know, we want to inprove the accuracy of the whois
dat abase, as registrars and registries, you know, what
can you do to help us? Can you inplenent the
reconmmendations in the Wois Task Force report, is there
anyt hing you can do above and beyond that to ensure the
accuracy of data. | would |Iike people to address that
point if they could.

So, let's have Dan and then Mke and then is
t hat Wayne?

MR, MacLAURI N.  Sure.

M5. MTHAL: Wayne and then Jonathan. Wy don't
we stop at Wayne and then we can go forward.

MR. SALSBURG. | think Wllie raised a very good
point, and that's that the registrars do have an
econonmi c incentive to ensure the accuracy of the data.

O herwi se, how are you going to know who to send the
renewal to, how are you going to know who to bill again?
And the question is that how do you ensure that this
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accurate information that you may have in interna
dat abases, because you have that incentive, getting in
t he external database that is viewable by others. And
do you collect this and keep it in essentially two sets
of books, or do you cross check it and try to ensure
based on the information you're collecting for billing
pur poses that your whois data is accurate?

And, in addition, there are proactive steps that
it sounds |like some of you already take in trying to
ensure that the whois data isn't just garbage. Do any
of you also do things |like ensuring that zip codes match
addresses, those kind of basic things that at the very
least it will cure the honest person nmaking an error.

It may not stop the actual person engaged in fraud, but
still, the person engaged in fraud from your own
econom c incentive, they' re not the ones that you want
to ensure that you can renew their registration, it's

t he people who m stakenly m ssed a digit.

So, those are two questions for you. And |
guess |I'Il stop there.

M5. M THAL: Okay, M ke?

MR. PALAGE: Yeah, just a couple of quick points
here. Wthin the past week, |'ve talked to three
regi strars that have voluntarily began to inplenent CWW2
and address verification, not because of what the Wois
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Task Force recommended, not because | aw enforcenent had
asked, but because of a business decision, they were hit
with tens of thousands of dollars in credit card
char gebacks.

So, as | said, | think Phillip here hit on a
good point, registrars, nost registrars are as Paul
said, 160 registrars, each with its own uni que business
nodel , but nost of themare |egitimte businesses trying
to provide a service and they are trying to have the
valid data to get renewals and stuff |ike that. And
some of the steps that they are taking to identify
i naccurate data | view as a positive step in the right
direction.

One of the things |I think nost registrars are at
times concerned with are unfunded nmandates by third
parties, without a proper cost benefit analysis. And,
again, just an exanple to sort of follow up on what
WIllie had nentioned earlier, good people wanting to
have accurate data, it took nme |ast year and a half ago,
it took me three nonths of faxes and emmils to get ny
particular registrar to update the data. The data
wasn't updated, and ny nane was deleted -- well, it was
expired, | had -- it was quite difficult. And I
consi der myself a good person who has accurate data.

And the change there was because of an emai
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change, which as Marilyn can say from her conpany, who
has had different carriers, there's been a | ot of users
t hat have had nunerous email changes. So, again, when
WIllie was sayi ng good people wanting to have accurate
data is true.

The one ot her thing about bad people being very
smart, and | think | had raised this with you was,
recently was involved in working with a |arge
corporation that what happened was a certain
environmental group had an issue with a particul ar
chem cal conpany, and they registered a protest site in
t he nane of the son of the president of the conpany.
They had his address, they had everything right. So,
again, you know, this was sone place where the smart
peopl e or the bad people are quite smart and soneti nes
they could actually be quite ironic and devious al
wrapped up at the sane tine.

So, again, when you look at this, registrars,

t hi nk, overall, want to have accurate data because it's
a business decision for them they are just at tines
concerned wi th unfunded mandate w thout the proper cost
benefit analysis. So --

M5. M THAL: \Wayne?

MR. MacLAURIN: To give you an idea of what this
actually costs us. The ICANN, Internet.Net nmandate to
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check whois, probably take us two to three hours per
incident to actually track down and verify fromthe tine
we get the initial conplaint and closing it on the
Internet. So, that's a pretty high cost for us to
assune, right? And we're happy to do it, because, as
you said, we want the information correct.

But it's not easy for us to verify that info.

Ei ther manually or automated. Yes, it would be nice if
we checked zip codes, but that's easy, because the U. S.
has zip codes and a fairly well published database.
It's a little bit harder in Botswana, and nuch, nuch
harder in parts of the old Soviet union, where the

nam ng conventions are all over the place.

Even in the States, we can get a perfectly good
address in New York, and a phone nunmber fromJersey. |Is
that accurate or not? The fact is that the guy has a
cell phone that's been issued from New Jersey and it
works quite happily. So, this is not an easy thing for
us to fix or track or find. And I think you need to be
aware of that. There is no easy fix.

| know sonebody who spent a great deal of tine
and built a very big database trying to figure this out,
and it's on the order of gigs of data that they have to
mne to try to make a guess at a match. That's a
nontrivi al exercise.
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M5. MTHAL: Let nme just follow up with a
question. You nentioned the cost for follow ng up on
| CANN conpl aints that they refer. Froma cost
perspective, are there any kind of up-front verification
met hods that coul d save those post hoc costs down the
road?

MR. MacLAURIN. Well, certainly there are a few
ways to validate sone of the information, right, and
there are sone third party options you can do. There's
certainly sone stuff you could do internally. One we
would ove to do is to have the credit card conpanies
actually provide us a uniform nethod of checking
information. Visa is quite happy in the States to
verify card, address and zip code, | believe, that
doesn't exi st anywhere else. Canada, it's card nunber
and expiration date.

So, there's no way for us to check to see
whet her or not it's a fraudul ent charge, even the fact
that it's the right information, the right card nunber
we can't validate that. And so it -- there are sone
sol utions, but none that are particularly broad.

M5. MTHAL: | want to wap up this discussion
on accuracy. So, the people who have tents are Kathy,
Ruchi ka, Chris and Jonathan. So, we can go in that
or der.
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M5. KLEI MAN: | know, Maneesha, that you have
drawn the distinction between conmmercial and
noncomercial, but the registrars at the table represent
both and ny concern is always that the policies we adopt
for one should be clear as to who they apply to,
particularly if the intent is only to nake themapply to
commercial, what is it going to do for those who are
usi ng dormai n names for noncommerci al .

Paul Kane has nentioned a solution that they've
come up with in the UK that doesn't really work
internationally, that if you want to protect -- that
domai n nanme hol ders using their domain nanes for
nonconmmer ci al purposes have to go to a third party in
order to have any privacy. That third party will have
the liability probably for whatever speech they put on.

So, that's the last place that you want to go if
you' re tal king about human rights abuses, torture,
corruption, no third party is probably going to want to
take on the liability of hosting, or being the nanme of
representing that speech or being held out to represent
t hat speech

| mean, people use the Internet to comunicate
their own speech, they want to comrunicate directly.

So, accuracy and privacy go hand in hand really to ne
and the idea of creating tiered access, and | was
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wondering if anyone -- can | pose a question, because
there are technol ogies out there that are being
devel oped, including one by the I ATF called CRISP, |
understand, that would allow kind of a tiered access and
all ow people to obtain and opt out opt in and opt out.
So, the data could be accurate, but just not al
gl obal ly avail abl e at the sanme tine.

M5. M THAL: Does anybody want to respond to
that? People who have tents up. If you would like to,
you can. |If not, that's okay.

M5. AGRAWAL: | was going to -- that's a good
guestion to pursue. | was going to ask two different
guestions. | think the FTC shoul d consider how the
gl obal public sensibility of whois information actually
contributes to fraud, to identity theft, to spam and to
some of the issues that were nentioned before. | think
that's an inportant study, and the FTC shoul d see how
that inpacts themfromthat sense.

The second question | want to read is if we were
to draw an anal ogy with the abstaining subscriber
information, |aw enforcenent has to get a subpoena or
court order or search warrant to get subscri ber
information. Wy not apply that to domain nane
regi strants?

M5. MTHAL: Chris and John?
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MR. DI SSPAIN:  Yeah, Chris Disspain from
Australia. | just wanted to -- the topic for discussion
is accuracy of the data, as | understand it at the
nmoment, not necessarily its availability, just the
accuracy. In Australia, we do nuch the sanme as the task
force has recommended, in that we insist that our
regi strars contact registrants to check their data on a
relatively regular basis. And in any event, presumably,
even in the GILD space, registrars contact registrants
when their domain nane is up for renewal.

If you take WIllie's point that the crooks are
going to lie anyway, and the good people want their data
to be accurate, is it not sufficient to have a situation
where if when you cone to renew your nane, you're
effectively warranting that your data is accurate, and
the registrars are sinply checking to make sure that
they can contact you. If you can't -- if you can't
contact, you can't renew. |If you can contact, then
surely that's sufficient. | don't see that there's
actually -- | think that solves the accuracy problem

MR. BLACK: The crooks don't care.

MR. DI SSPAIN: They don't care, exactly.

MR. BLACK: They'll nmake a warrant. | nean, if
they're going to steal noney from people, they don't
mnd warranting to you that it's accurate.
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MR. DI SSPAIN: The question is if we're talking
about accuracy of data, then as you say, WIllie, good
peopl e want their data to be accurate. People do not
wal k down the street every day thinking of their domain
name, although it may sound, but they do think about it
when it's time to renewit, and at that point, you can
check the data. |If what we're tal king about here is
actual ly accuracy of data of crooks, that's actually
sonething slightly different, and that's nuch nore
conplicated to get to the bottom of

M5. M THAL: Jonat han?

MR. BAMFORD: Just to deal with a coupl e of
points as a co-op, and | know you don't want to deal
with a whole raft of privacy issues, but I'mnot quite
certain that it's so easy to side step what falls into
data protection areas and what does not. Because | get
the inpression that sonebody operating on a donestic
basis is covered by a data protection and sonebody who
operates on a commercial basis isn't. This isn't
actually true. If you're a living individual and you're
operating in a business context, data protection |aw
still applies to you.

So, anybody who operates as a data protection
consul tant, Jonat han Banford, data protection
consultant, there will be personal data about ne, even
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t hough 1" moperating in a business context. So, it's
hard to park the sort of privacy issues to one side
t here.

And the second point | would just nmake is that
in those instances where data protection |aw does apply,
and then one of the requirenents is that personal
information is accurate and kept up to date. And so
it's not just a question of people being virtuous in
terms of keeping information accurate, there is actually
a legal requirenent when it's personal data to keep it
accurate and up to date.

Reasonabl e neasures to do that and extracts may
be sone of the things that have been suggested there in
terns of updating it at a reasonable frequency, and
aski ng people may well be the reasonabl e neasures, given
the nature of the information.

M5. MTHAL: Ckay. |1'll give Dan the |ast word
on the subject.

MR. SALSBURG. Thank you. One of the thenes
|"ve heard fromWIlie and fromothers is that if the
data that crooks submt is going to be inaccurate
anyway, why even have this conversation, why do we care?
| think that there are two issues there. One is that
vastly overestimates the intelligence of the magjority of
crooks. W have been highly successful in the cases
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that we bring, using whois data as the buil ding bl ocks
for our cases. That's the first point.

And the second one is that even in those
i nstances where we have found inaccurate data, when we
have been able to search along other fields, we have
been able to find patterns that have been able to tie
numer ous websites together as being -- pointing to the
same cul prit. For instance, sanme address, where there's
a sane contact nane, or even if it's a sane fal se
registrant. The fact that there was a sane registrant
and sane fal se informati on has enabled us to put cases
t oget her pretty quickly.

MR. DI SSPAIN: It's about access to the data,
not the accuracy of it.

MR. SALSBURG Well, it's both, clearly.

M5. M THAL: Ckay, thanks, Dan

Actually we started getting into the CCTLDs and
what sonme of the policies are in the CCTLDs. So,
t hought we could start by just asking M chael Donohue,
know the OECD is working on a report assessing sone of
the policies of the CCTLD. So, Mchael, can you
summari ze or tell us anything about that report?

MR. DONOHUE: Again, not as nuch as | would
i ke, hopefully the report will be finalized in the next
few weeks and will be available on the website for
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anybody who is interested.

UNI DENTI FI ED SPEAKER: Excuse me, could you
speak into the mc, please.

MR. DONOHUE: Sorry about that. |Is that better?

It's just a study of CCTLDs, the adm nistration
of CCTLDs, and it's limted to the OECD countries, so
it's far froma survey of the whole world, but it does
show that there is an increasing -- registrations in
CCTLDs are growing at a faster rate than they are in the
GILDs. They have doubl ed between July of 2000 and July
of 2002.

The rul es and policies used to adm nister CCTLDs
vary quite considerably within the OECD. Al though nost
all of them have a whois function, the information
that's available in the whois function varies quite
considerably, particularly with respect to the contact
information that we've primarily been focused on,

t hi nk, today.

Around 70 percent of CCTLD domain nanes in OECD
make the contact details available via whois according
to our prelimnary information. So, there will be a |ot
nore in this paper, but I'msorry, | don't have it yet
for you.

M5. MTHAL: WIllie or Chris, do you want to add
anything to that specifically about .AU and . UK?
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MR. DISSPAIN. Can | go first, WIllie?

MR. BLACK: Yes, thank you.

MR. DISSPAIN. It may just help to give you a
very brief outline of what we do in Australia. W
i ntroduced a new reginme on the 1st of July last year and
that, in fact, led to a significant reduction of the
amount of data we nmake available in the whois. CQur data
is relatively accurate on the basis that there are
significant policy hoops that people have to junp
through in Australia in order to get a domain nane.

.AU is only used for conpanies, for exanple, for
peopl e in business and so on, and it has to be a
connection between the registrant and the name. So,
froman accuracy point of view, because of the fact that
we have policy, unlike the GILD space, which doesn't
have any, our data is actually accurate. Mst of the
data that is inaccurate is inaccurate because, as |
said, people don't spend their tinme thinking about their
domain nanes until it conmes tinme for renewal .

We actually have a redenption period if the
registrar tries to get in touch with you and your domain
name expires, you've got basically 14 days to renew it
before you lose it. You would be amazed at the nunber
of people who don't realize that their domain nane is
not working for nonths.
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But particularly, the availability of the data
is what | wanted to briefly address with respect to
Australia, and that is that we now sinply say, show the
nanme of the registrar, the nanme of the registrant, and
an emai|l address for the registrant to contact, and the
same for the technical contact. W do not provide an
address, we do not provide a tel ephone nunber, we don't
provi de any other data. W have that information, but
we don't make it public.

Now, what we have, our equivalent of this body
is the ACCC, and we have an agreenent with the ACCC that
they will send us a sinple formif they want to find out
the information and we will give themthe information,
to a degree. But we believe that to publish the
information so that literally anybody can ook it up is
a recipe for disaster and has, in fact, been that in
Australia where the database has been m sused, abused,
and people basically just got to the point where they
said we're not prepared to put up with it anynore, and
there is no circunstance here which I can see Australia
goi ng back to a situation where full data is published.
It just isn't going to happen.

M5. M THAL: Ckay, thank you.

WIllie?

MR. BLACK: Fairly recently, the UK is one of
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t he ol der top-level domain country codes. W've
probably been tal king registration since the late
eighties, | guess. And sone of the information was
fairly crude. And, in fact, up until very recently, we
just basically announced to the registrant |aws, but
listening to other people around the world and in the
| CANN framewor k, and indeed fol k who wanted to know a
little bit nore information than intellectual property
consi stenci es, we decided that we would extend it.

Now, our first point is that we are trying to
get away fromthe old concepts of adm n and techni cal
contacts. We believe that the technical contact is
associated with the service, and so that's one thing.
And the contact, the adm n contacts, basically our prine
concern is who the registrant is, because that's who
we've got the contract with. And that can be a conpany,
it could be a partnership, it can be a sole trader.
There are many types of legal entities that can trade.
O not. O indeed contract, | think that's the word |
want to say.

So, we decided that we would publish the nane of
the registrant and an address. W declined to publish
t el ephone nunbers, fax nunmbers, or enmail addresses for
t he obvi ous reasons that we don't want people being
phoned up and we don't want people being spammed wth
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their emai|l addresses. W do have such information for
the registrant, but we keep that in our private
dat abase. So, we have a database of all our registrants
with this extended information and we sinply feed the
whois with the nane of the registrant, and an address.

Now, in order to do this, we went through our
pol i cy-making process in the UK we have a policy making
board that contains both our registration agents, we've
got about 3,000 of them who are al nost equivalent to
registrars, but there is a fine distinction, and they
el ect certain people. W also have a consuners person,
we have a governnent departnment of trade and industry
person. We've got another eight stakehol der groups
involved in the policy board.

And the policy board di scussed this, and we
actually went to wide consultation with the public, and
said, guys, we're going to public addresses, and of
course we had quite a few peopl e saying, no, ny teenage
daughter's address isn't going to be put up there. And
the stuff that Kathy was quite reasonably nentioning.
And so we did give theman opt-out, and the opt-out is
that they can use their agent, which is basically the
equi val ent of the registrar, but only if it's a person
and they're not trading.

You see, in Europe we have another directive
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called the distant selling directive, and that conpels
sonmebody who is trading over the net to actually reveal
where they're trading from And so even a sole trader
who is trading nust declare where their address is on
their website, so therefore there is no down side to
themdeclaring it and us having it available in the
whoi s.

So, with all that, we nmade the change and we're
gradually rolling this out so that there will be an
address there.

Wth respect to revealing the extra information,
our data protection contractual ternms allow us to give
it away to the authorities that would be making an
i nvestigation, how formal that needs to be may depend on
where the request is comng from because obviously we
don't want to be giving away the information to sonebody
pretending to be doing an investigation who really
isn't.

And so there is an issue there, I'msure we'll
get around to things like that later. But just before |
stop, | want to point out that |I'm al so chairman of
CENTA, which has got 30-odd other CCTLDs there, and |
notice this whole neeting has been rather Angl o-Saxon
oriented, if you don't m nd nme saying, we' ve got sone
German col | eagues here, but for the nobst part, it's
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been, if you like, the comon |aw countries, Australia,
Canada, the U S., the UK And, in fact, w thin CENTA,
we have, of course, other EU nenbers, but we' ve al so got
the former Eastern Bl ock, you know, the Pol ands, the new
Europe, that's right. To nake a topical diversion,

t hanks, Chris.

And, actually, we have even a nenber fromlran
Now, you've got surreal countries and you've al so got
many ot her countries in the whol e panoply of the CCTLD
world that don't actually quite have the sane
contractual view of |life, and that don't have quite the
sanme views of privacy, and sone of the issues that
west ern denocraci es may val ue

So, we've got to renenber that even within the
Channel 1slands, they have quite a distinct kind of
thing that they' re near France but yet they're part of
the British Isles, but they're not part of the United
Ki ngdom and they're not part of the EU, but they copy a
| ot of our internal stuff fromboth the EU and they' ve
got sonme of their own.

So, do renenber that although we're tal king here
basi cal | y about common | aw countries and the general
contractual framework that we live in, the world of
CCTLDs is quite diverse. So, that was just a little
point | thought | better nake.
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M5. M THAL: Thank you, WIIie.

| would also Iike to ask if Wayne or Henni ng,
you have any comments to add about .DE or .CA

MR. MacLAURIN:  Sure, the CA world has actually
sort of gone back and forth. Back in the good old days,
pre-conpetition, pre-anything else, it was actually
pretty hard to get a CA domain. First of all, you had
to figure out who was selling them which was a
nontrivial task. And then they had the rules where if
you were a corporation, you could have -- if you were a
Canadi an corporation, you could have .CA; if you were a
provi nci al corporation, you got sort of a geographical,
just .ON. CA; you know, Otawa.ON. CA, if you happened to
be personal .

So, all this was a little bit easier, because if
you were a Canadi an corporation, you showed up in the
Canadi an corporation database and it was kind of easy to
val idate that that's who you were.

They' ve gone kind of the other direction since
then and al though they still require you to define what
you are, if you're a Canadi an corporation or anything
el se, the domain itself is relatively open. So, we can
still validate sonme of the information in ternms of if
sonebody clainms to be a Canadi an corporation, we can
validate that, but it still leaves it wide open if you
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cane to an individual, for exanple.

Qur CERA, who is our overseeing body, does check
the informati on and they do submt requests for
validation on a regular basis as part of their ongoing
regi stration process. Fairly |ike Australia does as
wel | .

M5. MTHAL: And what fields of data are
avai | abl e?

MR. MacLAURIN. It's a lot like whois, although
it is afat whois, in terns of it's controlled by CERA
They do show the registrant, the new contact and old
contact information, address phone nunbers and email

M5. M THAL: Thank you.

Henni ng?

MR, GROTE: In the ENUM space, it's a bit
different, it's quite -- it's been changi ng now. The
data that is available is restricted, not when it cones
to access, but to the nunber of different date fields
that are shown. And right now | just received the
actual -- | don't know the exact English expression, but
the -- when it cones to privacy, the data protection
conmi ssi oner of the federal state where the DE Nic, the
top authority for the DE name space is situated, is
| ocated. This chief conm ssioner just issued his report
about a privacy data protection in the DE nanme space,
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and there the opt-in is asked for.

So, that neans for living, breathing
individuals, | like that expression for private persons,
t here should be provisions for an opt-in in the whois
dat abase. That nmeans if they don't use the opt-in
option, there won't be any further information than just
the nane of the registrant, as | interpret it. But we
have to go deeper into that issue, it's not inplenented
yet. It's still on.

| think hearing these comments from sone of the
CCTLD representatives, it seens clear that the policies
vary pretty w dely anmong CCTLDs, and | know, Marilyn,

t hat the Wiois Task Force was | ooking into this
uniformty issue, and I'mwondering if you could just
tell us what happened on that.

M5. CADE: In relation to -- let ne -- one of
t he questions we ask, several questions we asked had to
do with uniformty and consi stency of data el enents, and
then separately, we asked questions about searchability.

The task force was very nuch taking the point of
vi ew that accuracy can be separated from access, and |
think we're hearing sone exanples of, in fact, where
accuracy and access are related to each other, but not
necessarily a one-to-one match.

In the consistency of data el enents, we wll be
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putting forward an issues report which is likely to say
that uniformty and consi stency of data el enents needs a
sort of wait and see approach before inplenentation.

Certainly there's standards work that is going
on that needs to -- would call it ripen further, and
anybody in this roomwho has been invol ved in standards
knows that there's the devel opnent of the standards and
then there's the publication of the standards, and then,
oh, there's the adoption stage of the standard. So,

j ust because we're making progress on getting standards
matured, | would say in the devel opnment process, we've
still got a ways to go.

So, the issues report will recommend that people
work nore actively within the standards process. In the
i ssues of searchability, the issues report is likely to
say that in the inplenentation of consistency and
uniformty of data elenents, and in searchability, that
t here can be increased challenges with possible
profiling if there are not protections inplenented at
the sane tine.

So, that is sort of on hold. W did -- or wll
be, I think, recormmended to be on hold. W did |ook at
and asked the question of do you expect uniformty and
consi stency of data elenents in CCTLDs and in GILDs, and
there's strong support for uniformty and consi stency of
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data el enents across the GILDs and al so in the CCTLDs.

I n our conversation with CCTLDs, | think what we
were hearing, and we did talk to sonme, we talked to
Canada, we talked to Mexico, we talked to a couple of
ot hers, there are CCTLDs who actively do data checking
before they enter data. Mst of the CCTLDs, and maybe
Paul m ght want to comrent on this, are really |ooking
for effective software applications, and so the feedback
we got was we'll be waiting, |ike everyone else, to see
if there's a useful standard, and when the standard is
avai l able, then we'll be interested in considering
deploying it, but it doesn't seemto be something we
woul d leap into right now until the standard is
avai | abl e.

M5. M THAL: Thank you, Marilyn.

"1l call on the two of you next, but | just
wanted to ask Chris Disspain a foll owup question, and |
should nmention that Chris canme in from Australia |ast
night, he is leaving at 4:00 today to go back to
Australia. |In fact he has to | eave at quarter to 4:00,
and so | want to make sure to get in all ny questions to
him | think he wins the prize for dedication to this
wor kshop.

MR. DI SSPAIN: Actually I didn't cone in |ast
night, | did stop in LA | was forced to stop in LA
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due to snow.

M5. M THAL: Thank you for com ng.

MR. DI SSPAIN. My pl easure.

M5. MTHAL: To follow up on sonething, you said
there were not publicly available information in the
data fields to the public, and I guess ny question is
let's say the FTC, for exanple, were investigating an
Australian website that was targeting U S. consuners
that ended in . AU, we didn't see that information in the
whoi s database. |Is there any way we coul d access that
i nformation?

MR. DI SSPAIN. Well, | guess there's several
ways that you could access that information. | inmagine
t hat you have sonme kind of arrangenments or consult
tal king to your equivalent in Australia about all sorts
of things, and I have no doubt if you ask themif they
woul d ask us, then they probably would. If you asked us
yourself, | don't actually -- it hasn't happened.

| guess the answer would be that -- see, it's
conplicated by this particular point: If we were
investigating -- if the Australian authorities were
investigating sonething in the States that was ill egal
in Australia but legal in Arerica, how would that pan
out for you, and the sane way that if we -- if what you
wer e concerned about wasn't actually a problemfor us,
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I " mthinking, for exanple, about pornography, as an
exanpl e.

| nmean, we have what our governnent likes to
refer to as content |egislation, where nost of us refer
to as a conplete and utter waste of tinme, but
nonet hel ess, they seemto think it's inportant. And if
we were trying to get hold of sone information about
U S. people who were doing things that weren't
necessarily illegal here, how would that work, from your
poi nt of view?

So, it's a very conplicated question to which
there is not a sinple answer. |If we get a request from
our authorities, then we will obviously provide that
information to them

M5. MTHAL: | think we're going to follow up on
some of these issues a little nore after the break, but
| just wanted to get Chris' perspective before he had to
take off. So, let's have Paul and then M ke and then
Ruchi ka, and then that will be the last word on this
i ssue.

MR. KANE: Thank you, Maneesha.

Just again a few nore statistics. There are 244
country code top-level donmains, of which 118 have online
whoi s dat abases of one sort or another. W have | earned
t hat various registries, CCTLD registries, publish
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vari ous data el enents, and we've also just |earned, and
it's very obvious that the registries have to abide by
the law of the country in which the registry is based.

And so, whereas there is no get-out for crimna
activity, thereis, I think it's fair to say, within al
data protection legislation, if |aw enforcenent asked
for informati on and provided the appropriate
docunent ati on, then whoever holds the information nust
provide it to the respective party. But it neans in the
i nternational context, probably, and I'm guessing, as
Chris was referring to, that one had to go to the ACCC
and ask themto get the information rather than anyone
el se.

But the point |I really wanted to nmake was to
highlight, as Wllie alluded to earlier, the different
rel ati onshi ps between CCTLDs, the registrars and the
registrants. WIllie is able, in the UK, Nom net, the
relationship is with the registrant. The registry has a
direct contract with the registrant. In GILDs -- and
therefore Nomnet, let's say, owns in the broader sense,
t he dat a.

In the GILD space, there's a difference, insofar
that the registrar may, in certain circunstances, own
the data. And so, and we have an agency rel ationship
where the registrar may be an agent of the registrant,
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in sone jurisdiction, or the registrar may be an agent
of the registry.

So, there are a whole range of different areas.
In terms of searchability and having some uniform
format, a few years ago | was the European
representative of the registrars when in Gernmany, the
Federal Data Protection Ofice wanted to junp on al
German regi strars because they considered the provision
of bul k whois information, which accords with the
registrar/registry agreenent, was in violation of German
data protection | aw.

And that woul d obviously have created a bit of a
political situation. And fortunately, we were able to
snooth the waters. Subsequently, there are other
restrictions in Europe and el sewhere which are trying
not to go down a uniform approach, which I find a great
shame. It would be great to have a uniform manner, but
one of the issues is if this is pushed rather hard, and
reference was made to searchability, one of the fears
woul d be that enabling data to pass across nati onal
frontiers, in a searchable format, could present
significant chall enges within the European Union area,
within Argentina, wthin Israel, within Japan, and cause
a fragnmentation of this thing that we are trying to keep
uni ted, the whois.
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And so in CCTLD |l and, where registries nust
abi de by national |aw, one needs to be very sensitive to
the fact that registries' first duty is one accord to
national |aw, but also to try to have this uniform
framework. |If one tries to have lots of searchability
that the gentleman is referring to, yes, it was great in
GILD | and, but one needs to be very, very sensitive to
the various requirenments within CCs, because otherw se
people will start shutting down, as Austria -- |I'm
sorry, Australia has done, and | really want there to
be, as | was discussing with you yesterday, the concept
of having differential access for different parties
brings a whole rash of problens.

One, you have to identify who the owner of the
data is, and two, you have to identify if it's an
appropriate agency that's making contact. And so if
anything, it will frustrate | aw enforcenent, who are
actually trying to help and trying to get the bad guys.

M5. M THAL: Thanks.

M ke?

MR. PALAGE: Actually, that was actually an
excel l ent segue. Going back to what Conm ssioner
Swindle said earlier today about | don't want to hear
about the problens, | want to hear about solutions to
solving the problens. Follow ng up on what Paul just
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said, there's 160 registrars in a nunber of
jurisdictions. It is very difficult for themif they
were to receive sonething fromthe ACCC from Australi a,
t hey woul d say, who is this.

It really represents an al phabet soup of
agenci es which makes it rather difficult for registrars,
and as Phillip said, there is a lot of small, md-sized
registrars that think this is very conplicated. One of
the ideas that | would Iike to throw out, and maybe this
is sonething the FTC could bring up with their GAC
representative within ICANN, is that, what is it, about
a year and a half ago, | CANN passed board resol ution
0192, which dealt with the country nanmes on the | SO 3166
list in the .info space. And what happened there was
t he | CANN board basically said take these country nanes
and make sure that the appropriate governnment agency can
register it.

Now, that sounds real easy, but one of the
things in I CANN i s when sonet hi ng sounds easy, actually
i npl ementing it beconmes quite difficult. And one of the
things that | have been working with is a consultant
with Afilias who is trying to identify who can speak on
behal f of Germany.info.

And, again, to use the exanple, there were
actually two nanmes on the list, Germany and Deut schl and.
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And the systemthat was put in place was that if there
was a request froma government saying | want this nane,
what Afilias or what | CANN did was they woul d cont act
the GAC representative -- they would contact the GAC
secretariat and then ask the secretariat to go to the
appropriate government and say, who within your
governnment can speak for this domain nane? Wo woul d be
eligible to register it?

So, that actually fromAfilias' standpoint
provi ded sonewhat of a uniform standpoint to nmake sure
that the right person got it.

And | guess this is what Paul was saying, is if
maybe the governnents were to work to identify who is an
appropriate | aw enforcenent agency, because again, you
woul dn't want sone potential sheriff in Podunk, USA
trying to have access to, you know, data. Again, you
need to have sort of a tiered access approach.

And | think that's one of the ideas you may want
to consider of howto use the GACin a constructive
manner to make it sinpler for registrars to work with
| aw enforcenent in addressing these situations, while
si mul t aneously goi ng towards what | propose, which is
sort of a tiered access to the whois, where you have | aw
enforcenent, the intellectual property or business
community, and then individual registrants. | think
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that that tiered approach is part of what a long-term
solution is.

M5. M THAL: Thanks, M ke, and I think I would
really take both of your points about, you know, how to
know whet her a | aw enforcenent agency is who they say
they are, and I would like to kind of save that
di scussion for after the break.

Ruchi ka had her tent up and if we could just
cl ose the discussion on accuracy and searchability of
whoi s dat a.

M5. AGRAVWAL: Well, | amon the Whois Task Force
as a nonconmmerci al constituency representative and |
work for the Electronic Privacy Information Center.
amgoing to put on ny techy hat for the noment and | am
going to tal k about a new protocol that's being
di scussed by the Internet Engineering Task Force and
that's called the EPP, and basically it's going to
standardi ze whois data and it seens to speak to
uniformty. | think it seenms to ne that many of us at
this table should probably think about the issues and
the questions that's going to raise for many of us, and
I|"mnot sure if Marilyn wants to address the uniformty
i ssues report, if we're tal king about the EPP protocol
and how that may inpact our issues report.

M5. MTHAL: Do you want to respond?
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M5. CADE: It's CRISP. W should just clarify
the EPP protocol is a registry protocol, and there's a
di scussion within the | ETF Task Force about whether or
not to add either extensions or tagging to each of the
el ements, but CRISP | think is the protocol that we've
been tal ki ng about the | ETF devel opi ng, which could | ead
to uniformty for whois.

Both of those would clearly have -- but again,
it conmes down to howis it inplenented, because you
could certainly have a standard which has capability,
but not turn certain features on in the inplenmentation.
And as we heard in the Wiwois Task Force, and everybody
here who works on the I ETF is probably tired of hearing,
there's technical standards and then there's all this
policy stuff. And the policy stuff seens to al ways
i npose into the technical standards.

Again, | think in our report, what you are going
to nostly see us say is there are a | ot of questions,
and they need to be really thought about, because
i npl enentati on woul d be done in one way and mi ght |ead
to the ability to have easier data profiling, and
i npl ementation could be done in another way and
searchability would be there, but it would not be a
feature that was turned on unless it was authorized
access.
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M5. M THAL: Thanks, Marilyn.

kay, well, let me just summarize this
di scussion, and | just think that I've taken maybe three
points out of this, three main points. One is that
there are privacy issues, and we need to continue to
wor k together to figure out how to deal with those
i ssues, and so we should have continued di al ogue there.
| think there's general agreenent at the table that |aw
enforcenment, bona fide | aw enforcenent, should have
access to accurate whois data, but we need to keep in
m nd costs on registrars that, you know, that we m ght
inpose if we require themto do too nuch in the way of
checki ng accuracy.

So, with that, why don't we take a ten-m nute
break, and | woul d ask everybody to cone back at ten to
4:00 for the remai nder of the discussion. Thanks.

(Wher eupon, there was a recess in the
pr oceedi ngs.)

M5. M THAL: kay, welconme back. As | nentioned
before, we'll spend probably until about 4:45 or so
tal ki ng about cooperation, and why don't we spend the
first half or so tal ki ng about cooperation and
i nformati on sharing and then we can tal k about
cooperation in suspendi ng fraudul ent activity on
websi tes.
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So, | thought it mght be useful again to hear
fromDan to set the stage a little bit about the types
of information that we woul d be asking registrars and
registries for.

MR. SALSBURG Let me start off by saying that
the frauds that we see often involve nultiple websites.
So, what you wll frequently see are a nunber of teaser
sites that have sonme sort of claimthat feed into sone
central sites that may be the sites for their billing,
the credit card information is collected, or there's a
ful fillment page where additional information would be
taken for sending out the materials or for just
col l ecting personal information that will then be
traded, wi thout the consumer's know edge.

So, keeping that in the back of your mnd, the
types of frauds that we're | ooking at. The types of
information that we see fromthe whoi s database is
pretty varied. W're not just |ooking for the nane of a
registrant. W are |ooking at any ways that we can put
together all the different elements of a scam And that
means that we frequently are trying to find websites
that are registered to the sanme address, the sane
regi strant, obviously, the sanme contacts, adm nistrative
or technical contacts, street addresses.

| alluded to before that up until several nonths
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ago, at least with Verisign, we could search across the
registrant's nanme field, which was a very hel pfu
investigative tool. That unfortunately has changed, we
can no longer do that. W are left right nowwth
issuing civil investigative demands or CIDs, which are
our version of adm nistrative subpoenas, to registrars
for getting information across these nultiple fields.

Unfortunately, we all know, or | guess
inmportantly, the beauty of the Internet is the speed of
it. It's the ability to engage in commerce
i nstantaneously. The downside of this is that frauds
can operate instantaneously as well, and when we send
out a civil investigative demand, and we get back a
result four weeks |ater, which gives us sone usefu
information that we can then use to send out additional
civil investigative demands to other parties that m ght
need that information, we are so way behind the
fraudsters that it's getting very difficult to have in
many of our cases any chance of neani ngful success in
Internet fraud investigations.

M5. M THAL: Thanks, Dan

And | think just to add to that, | think I have
di scussed with a lot of you in prior conversations that
we often serve these civil investigative demands on
donmestic registrars and we get cooperation fromthem
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but then we have the added conplication of when a
registrar is located in another country, how can we get
cooper ati on.

And | think before the break, two ideas were
mentioned, Chris nmentioned the idea of organizations
i ke the FTC going through their counterparts in the
ot her country, such as the ACCC in Australia, and then
M ke Pal age nentioned the idea of having a governnent
contact list so that registrars could know who | aw
enf orcenent agencies are.

| think the one issue that Dan nentions that |
woul d |'i ke to ask everybody to think about is the need
for speed in this area. And | think it's a very good
poi nt that we should strengthen our relationships with
governnents across borders, but sonetinmes we just need
to nove so fast. So, |I'mwondering if we were to cal
you, one of you who represents a foreign registrar, and
say, look, we really need this information very quickly,
is there any way you could voluntarily respond and what
are the constraints to responding voluntarily to that?

Phillip?

MR. GRABANSEE: | think one has to differentiate
bet ween the practical and theoretical side here.
Certainly you can respond in an informal way and sol ve
the problem Especially, you know, froma Conti nental
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Eur opean or maybe froma German | egal background, was a
| egal system which doesn't have the threat of punitive
damages, and all those things involved, the |egal fees
that are not as high, the losing party has to bear the
expenses, it has to pay the expense of the w nning
party.

So, if you just give sone information in an
informal way, as a |l awyer, consulting registrars, if
they get a call fromyou, | would say just take a | ook
at the site and is there sone truth to what the FTCis
sayi ng, take the site away and probably nothi ng happens
and then you can say, okay, they're never going to sue
you anyway. So, it's a very practical solution.

But if you look at it froma theoretic
perspective, then it gets extrenely difficult. And I
think that goes in the direction of the second question
part of the discussion, but other agencies or agencies
or courts outside Germany or outside froma different
country, it is very -- there is a recognition of foreign
rulings fromcourts or fromagencies, this is a very
difficult question. You know, legally you don't have a
very strong neaning in the other jurisdiction.

So, if you take away a donmain or give
information just on a court order froma foreign country
or just a request froma foreign agency, you have no
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| egal justification to do that. And of course you can
i npl enent that maybe in the agreenent that you had with
the regi strant between the registrant saying we do give
-- we'll provide information if we've been requested or
we will cancel domain nanes, but then you face another
problemthat | think that's a point that Paul Kane just
nmenti oned, the description of the legal relationship
between the registrar and the registrant, because if you
put this in the agreenent as the registrant and have the
justification to give out the information, you have to
establish some kind of legal relationship between the
registrar and the registrant, and practically, that
doesn't work very often, because in between you have the
regi strar and then you have the reseller and then an | SP
and then you have the registrant.

So, not very often do you really have a valid
contractual relationship between the registrar and
registrant, and for exanple German law, if the judge
woul d ook at this relationship he would say it's
probably not valid to give justification to give the
domai n names away.

So, on a theoretic way, it's very difficult and
probably only nmutual |egal aids or |egal help agreenents
can solve this problem But |I think a practical way is
if the FTC works together with consumer protection
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agenci es or what we have in Germany, half private, half
public consumer associations, as we call them who has
the right of action, have the right to go to the United
States and as an entity to go to courts.

So, if the FTC works together with those on an
informal basis, works together with those entities and
t hose groups, this is a nuch nore effective way, because
as we all know, to have nutual treaties to take care of
the problem we probably will not have before we have
this established, we won't have the Internet in the way
it exists now for probably only another 10 or 15 years.

But working together on this in an informl way,
| think it will help and probably will be the best for
t he consuners.

M5. M THAL: So, what do people think of this
i dea of informal cooperation?

Henni ng and then WIllie?

MR GROTE: Well, | have to totally agree with
Phillip, because well, of course, we are of the same
German experience and background. Just adding a few
things to what Phillip just said. |In the practical life
goes with the informal way, no doubt. There still is
kind of this unconfortable feeling because while you
have to know Deutsche Tel ekomis the world' s | argest
teleco, we are regulated in Germany, and very strict,
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and so we're always under scrutiny.

As one registrant, it mght be different. It
m ght be a different experience than that. But
nonet hel ess, to take on the broader picture, we rely
totally on consumer confidence. On that -- on the one
side, it's the privacy, the data protection, of course,
but the other side is a functioning | aw enforcenent in
case, just in case.

So, we, like |I say, for our conpany, we are
very, very happy to cooperate with the | aw enforcenent
agenci es, and even we have installed, of course, a
24-hour hotline for all |law enforcenent in Germany. So,
we are back now at the challenge. The whole thing, the
whol e i ssue woul d be nmuch nore easier and nuch nore
confortable for everybody if we had a nuch nore
formalized cooperation. Should it be worth the exanple
Phillip just nmentioned, the kind of public/private
associ ation, whether it's a nutual treaty between the
FTC or sonebody else, or a multinational agreenent,
mul ti national treaty when it cones to e-conmerce. There
are lots of different initiatives going on on the
political stage.

So, it mght very well be that one of these
bui I di ng bl ocks can be used for that. So, we would be
too happy to assist on that issue.
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For an exanple, fromthe practical side, right
now, when it goes to the usual way of |egal -- nutual
| egal assistance, | was told by our |awers and the data
protection professionals at our headquarters that these
cases usually take weeks and nonths to conplete. And
they were very, very happy that in the aftermath of
9/ 11, chasing an individual, everybody, the Anerican
official sides and the German mnistries and all that,
they were very proud that they managed the issue in a
f ew days.

So, this is not speed. So, we would like to
wel cone the | aw enforcers. W have provided processes
wi thin our cooperation. W do have | aw enforcenent
hotlines, the only thing we need is a nore forma
framework. We will work informal, of course, but we
need a formal framework for that.

M5. MTHAL: WIllie?

MR. BLACK: Yeah, as ny conpany | awer would
say, but as a director of the conpany, | would be
concerned a little bit about informally giving it away.
Rem ndi ng peopl e, again, of our data protection is
actually crimnal. This is not just a civil -- ny
protection expert here m ght correct ne, but if sonebody
were to chall enge us, having given away their data
wantonly, w thout doing due diligence perhaps on who was
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sending in the request, then it would possibly fall as a
crimnal charge against the directors of the conpany.
And | certainly don't particularly want to be taken
al ong that route.

So, informally, |I don't think it will work. |
think if there was an energency and we had sone
knowl edge that it was a conpetent body that was
requesting it, we mght be okay. | nean, our terns and
conditions say very clearly that we may provide your
personal data to governnental or |aw enforcenent
agencies at their witten request in connection with the
conducting of any investigation.

And that's what would govern it. O course,
what is a legitimate reason? Wat is an investigation?
W' ve tal ked about this earlier. But for sure, if you
were to issue an adm ni strative subpoena, | woul dn't
know it froman ice cream w apper, to be frank, and |
don't think ny lawer would, fromwhat she said here,
because she doesn't know what a U S. adm nistrative
subpoena i s.

On the ot her hand, we know what sonethi ng woul d
be in the UK, and I think if you're trying to get speed
here, that the best thing we could do is have a network
of cooperating agencies in each country whereby the
person requesting the information with some urgency
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would, let's say, goto the FTCin the U S., the FTC
woul d correspond rapidly with the Ofice of Fair Trading
in the UK the Ofice of Fair Trading would have sone
nmeans of inform ng us and we woul d know who they were.
And that would nean that there would be a fairly quick
pat h through, and you can do this by authenticated
emails using digital signatures or sonething, and I
think this mght just be possible to speed up things.

M5. MTHAL: WIllie, I was going to follow up
with a question. | take it your point about not know ng
an adm ni strative subpoena from what ?

MR. BLACK: Oh, whatever. An ice cream w apper.
|"msure it's got a nice crust on it.

M5. MTHAL: |ce cream wapper. | guess ny
foll owup question would be, let's say you know Dan
Sal sburg now and Dan picks up the phone and says WIli e,
we really need sone information here, can you give it to
us, and your privacy policy says we do share information
with |aw enforcenent and investigators, what woul d be
t he concern there?

MR. BLACK: If | thought it was Dan, then fine,
but I don't know that it's sonebody pretending to be

Dan.

3

SALSBURG What if it was Maneesha?
MR. BLACK: Yeah, it can work, but you can set
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up any pair of workable propositions, but it isn't just
going to be you and nme. It's going to be nmy | awer or
one of ny custonmer support people that gets the first
gquery, and it's not necessarily going to be always the
US and UK, it could be the Isle of Man or it could be
Chechnia or Romania. And the real issue is how do we
know. That's why | think setting up an N plus M the
mat hematician in me, you don't want an N tinmes M
probl em because with everybody having to go to
everywhere el se.

So, if you can set an Mplus N problem then we
all deal with our own agencies and the countries have a
network between them And then it's a three-stage
process, of course, to go through it, but at least it
woul d have sone certainty, and | think we would all fee
nore confortable. Because we have responsibilities. W
have duties and care to the registrants that we consider
very inportant as well. The genuine peopl e that
sonebody just doesn't try to rip themoff by pretending
to be the FTC

M5. MTHAL: Can | ask Jonathan to respond? And
then I wll call on Marilyn and Phillip and Kathy and
Dan.

MR. BAMFORD: Ckay, thank you.

| think I'l'l make a nunber of observations that
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basically | think any arrangenents which are founded on

the old pall sacks, as we call it in the UK are fraught
with difficulty. | think you should formalize your
arrangenments in the proper contact points. | think

there are areas that have to do with crimnal policing
and these pressing tinmes at the nonent, things could be
put in place to ensure that things happen in an
expedi ti ous way.

| wouldn't believe it's beyond the wits of
anybody in this roomto establish quick arrangenents
gi ven the nodern comuni cati ons which we have avail abl e
to us, which apparently sonebody can use but we struggle
Wi th ourselves to use in sonme ways. |'msure we can
manage to do that in an expeditious way through a
contract where then the particular comunity has
confidence in it being a properly routed request.

We have got plenty of experience in the UK in
t he past where these sorts of arrangenents, where naned
i ndi vi dual s contact each other and for the exchange of
information, it turns out sonebody, one of the naned
i ndi viduals, has left the organization and is working
for tracing agents and bodies |like that and the
information is finding its way to other areas. You
m ght | eave tonorrow for all | know, you m ght be
sanctioned for gross m sconduct, | have no idea. |'m
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sure you won't.

MR. SALSBURG  But you don't know.

MR. BAMFORD: But | nean that's the point.

You' ve got to have confidence. And a desperate action
contact, even though WIllie has made sone statenents
there and the terns and conditions of which you will do
business with people. He has to have reasonabl e grounds
for believing that those conditions are net. And what's
the | evel of reasonable grounds that he has?

Now, maybe tonorrow he m ght have sone
reasonabl e grounds when he gets a phone call fromyou,
but in a nonth's time, ["'mnot quite so certain. But
anyway, just anybody over the tel ephone w thout the
backdrop of sone official docunentation is asking for
trouble in any event, because you need sone way to
confirmjust why you did it in the end.

| think a contact point in a country is a
sensi bl e way of proceeding on the basis of conparative
organi zations, and that strikes ne as an easier way in
data protection terns then because of Wllie in the UK
is then satisfying the demands of a | ocal agency ot her
than an agency in a third country who he doesn't
necessarily know from anybody else. It could be, you
know, the Iranian consuner protection agency are on the
phone to himas nuch as it could be the Federal Trade
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Conmi ssi on.

M5. M THAL: Thanks, Jonat han

Marilyn?

M5. CADE: | want to first of all set the stage
by sayi ng how synpathetic | amto the problemthat is
faced, that the FTC is describing by sharing a situation
that we dealt wth right before Christmas during the
shoppi ng season when at 6:00 p.m on Friday night, a
website went up and it was call ed AT&T-gl obal . net and at
6: 20 we detected it ourselves and recogni zed it as not
being a valid AT&T site.

The website was communicating with AT&T
subscribers and telling themthat due to a D-DOS attack
and other corruption that had taken place, their
subscription informati on had been | ost and they should
go to this AT&T authorized page which, oh, by the way,
was a direct replica of our custoner service page and
fill in their personally identifiable informtion,
reval idate their credit card nunbers, and by 8:20 we had
taken the site down by getting a DMCA conpliant notice
sent to the ISP

By 12:00 the site was back up on Friday night.
And we got it down again on Saturday norning, there was
a second ISP wth a second DMCA conpliant notice and it
went up again on Saturday night. And it was up all day
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Sunday. We in the nmean tinme had taken a nunber of steps
to notify all of our custoners, and we don't |ike
telling our custoners that they are the victimof fraud.
They trust us. We don't invest in the world' s tenth
nost well known brand for nothing. This is supposed to
be a secure and reliable systemthat we operate.

We, of course, are very dependent, and by the
way, the whois data was it appeared that it could be
correct, it was a gentleman who happened to live in
Ohio, oh, ny God, once we found himhe just happened to
be in Bulgaria. The story behind this is that we are
very dependent on being able to use whois ourselves, and
to protect our custoners ourselves, and very dependent
on cooperation with the FTC and with their counterparts
in other countries.

| say that and at the sane tine we are very
cautious about informal arrangenents. So, | would I end
my support to the need to find a way to have an
identified set of agencies. That's something, while I'm
not pronoting the safe harbor as a nodel, | m ght
pronote the concept that countries that you know in any
country who to go to. If you have a conpany in the U S
who appears to have violated the privacy of a European
citizen, then there's a place to go for that country
fromthe data privacy conm ssion fromthe other country
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can cone to the FTC and there can be a contact wth the
country, with the conmpany in the United States that's
recogni zed. We know who the FTC is.

It seems to ne that we ought to be thinking
about those kinds of nodels. 1Is there sonething in an
adj acent industry sector that could be built on or
created in a different way, is there a way to create
this network of agencies, but to formalize the
rel ati onshi ps.

We believe very strongly as an ISP, our terns of
service are very clear. |If our custoner violates our
terns of service, we have the right to deny them
service. And | think that's sonmething that | appreciate
the problemthat today is registrars may have in their
di stribution channel, but maybe that's sonething that
they should really think about.

I f the kinds of fraud continue on the Internet
t hat are going on now and the scans that are going on
now i nvol vi ng domai n nanes continue, | regret to tel
you as registrars that you, too, will have to enpl oy
cl ose to 40 people to operate an enforcenment desk, and
there are better ways to spend your noney.

M5. M THAL: Thanks, Marilyn.

Phillip and then Kathryn.

MR. CGRABANSEE: | just wanted to make it clear
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that certainly as a lawer | amnot advocating sol ving
things in an informal way always, this is not just
consi dering an academ c di scussion, also, you know,
describing a little bit of reality how things can be
sonetines practically solved. | just wanted to describe
that certainly we would all search for a formal better
structured way, especially for bigger conpanies who are
exposed nore to the public, it's certainly a problem
They will still solve problens informally but they
probably won't tell in discussion |like that saying how
t hey do that.

But | have to cone back to the question about
the adm ni strati ve subpoena, what happens if that is
served wth themand if it nmakes a difference if it's
really issued fromyou guys or fromthird parties, it's
not true. It mght be a noral difference for a
regi strar who receives it, is it really a real subpoena
or isit, you know, a fraud subpoena.

So, but froma |egal point of view al
decisions or all subpoenas which are not recogni zed and
enforceabl e by national law, |egally, they nmean nothing.
You can accept it if you like it, you can say | accept
this subpoena, | don't accept this, but froma | egal
standpoint, that's a problemof, as | said, recognition
enforcenent of foreign decisions. That's pretty nuch
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the sane in all legal systenms in the world.

So, you can say certainly in your contracts with
your client, if you are able to establish a contractual
relationship with them if we got a subpoena and/or if
we get this froma foreign agency, we do that, you know,
we would do that action, but if you don't establish it
in a contractual relationship, foreign decision
whatever is legal, if it's right or wong, if it's |egal
it doesn't nean anyt hing.

That's a major problem And if you go through
this, which you can find in different treaties how this
is going to happen, the acceptance and recognition of
foreign decisions, if you go through that whol e process,
which is very conplicated, they have to be transl ated
and run through three desks and then it takes probably a
half a year, at |least, to get sonething then transl ated
and then being enforceable in another |egal system So,
this is just practical that it's the way things are.

And if we find a formal way to solve that problem I
woul d certainly be nuch nore happy with that.

M5. M THAL: Thank you, Phillip

Kat hryn?

M5. KLEIMAN: As a user, | have to say |I'm
reassured by what I'mhearing fromthe different
countries, and the different registrars. There is a
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real concern with the registrants and that contractual
rel ationship, which | think is inportant.

What | wanted to raise is that in the Internet
worl d, everything is kind of -- reciprocity is such an
i nportant issue, and that as -- | can understand why you
woul d be asking foreign registrars to help with speed
and access, but donestically, where ny domain nane is
regi stered donmestically, and were the local registrars
to give information on an informal basis to foreign
governments, | think we would just have exactly the sane

problemthat we're hearing the foreign registrars raise.

Because you're so -- you being the Federal Trade
Conmi ssion -- are so nmuch on top of this problem You
are very much at the forefront, | think, of the fraud

enforcenment that's taken place. But others will follow
you, and you are in the position to kind of set the
nodel. And | think what you are hearing is that the
nodel should be one of process, verification, legitinmte
reasons, as well as speed.

So, you get to build the nodel. And | actually
wanted to thank AT&T for setting the gold standard in
this area. |In the 1950s and 60s, the U S. Government
went to AT&T, as | understand the story, and said we
want informal access to contents of tel ephone calls, and
AT&T said, privacy and process are the right answers,
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that's what protects our subscribers. And we had to
pass | aws, consi derabl e | aws about subpoenas and court
orders and under what circunstances that information
woul d be given up, and you're in the process of building
t he new nodel. So, good | uck.

M5. M THAL: Thanks.

Dan?

MR. SALSBURG. W don't have years, and that's
the problem and I think that's why I"'mthrilled that
you are all here. W all know that it does take years
to devel op these governnent-to-governnent nodels for how
to do this. The problemwe have is that in the nean
time before these things are formalized, consuners are
going to |l ose a trenmendous anmount of noney from becom ng
victinms of frauds.

And that's ny problemhere in the FTC, not
necessarily yours in the CCILDs, but you have a rel ated
problem and that problemis that -- and we've seen this
in other nediuns of commerce, if it turns out that U S.
| aw enforcenment can't do its job to protect consuners in
a certain nmedium that nmediumruns the risk of becom ng
a haven for pariahs, and for fraudsters, and in which
case the nmediumfails.

And so | guess the warning out there is be
careful, you don't want to have your CCTLD go the route
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of certain other nediuns of comrerce that have just
beconme known as where you get your psychic reading or
your chit-chat with a supposedly naked | ady. That's not
what you want to have happen with your CCTLDs.

So, how do we deal with this? Well, in nmy mnd
really the only way to deal with this issue is to, yes,
formalize rel ationships, but they have to be formalized
at the FTCto registrar level. That's the only way
we're going to be able to achieve protecting consuners
and al so creating the framework for ensuring, you know,
we deal with these other issues of the privacy issues in
a manner that's appropriate, and I think here at the
FTC, we feel that we're pretty -- we're pretty savvy to
i ssues of consumer privacy. But, you know, we can deal
with those issues, and al so ensure that consuners in
Anerica are protected, and also that the CCTLD continue
to function and grow.

M5. M THAL: Thanks, Dan

Paul, I will give you the last word on this and
then | had another question that | wanted to rai se.

MR KANE: | wll try and be very brief. W are
all very famliar with caveat enptor, buyer beware.

What | found very interesting fromyesterday' s debate
where we were fortunate to have Mark MacCarthy here from
Visa. One of the questions | raised yesterday was,
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woul dn't it be better to prevent the fraud or the
fraudsters fromactually being able to transact.

We're in an age of el ectronic comuni cati ons,
and it's possible through various techni ques for banks
to notify registrars within mlliseconds whether or not
a card, a credit card, facilitating the purchase of a
domain, is indeed valid.

Privately, or after the debate, the gentleman
very kindly said, such technol ogy may exist, but banks
work at different speeds. What he was really trying to
say is it's different costs. |If you think there are, as
we | earned yesterday, sonewhere in the region of 150
ml1lion chargebacks by U S. and Canadi an banks each
year, and banks charge between $50 and $25 U.S. dollars
per chargeback, there's one hell of a |lot of noney at
stake if banks try and tighten up the abusive use of
credit cards. They | ose noney.

W | earned yesterday that their exposure rate,

t he bank's exposure rate, has fallen fromten cents in
$100 to seven cents in $100. It is the nmerchants, it is
the registrars who actually carry that. They get a

r ef und.

One of the things | think the FTC could try and
do, which would stemthis problem is to try and
encourage this partnership to extend a bit nore. \Were
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t he banki ng system can actually share information with
registrars, which will give you guys and registrars the
heads-up that a fraud could be taking place, they're
regi stering a domain nane. They haven't paid for it,
that's part of the gripe.

Where a registration takes place that hasn't
been paid for, it's alnost tantanount to fraud anyway.
So, prior to registration there's a requirenent for
paynent. So banks would know if it was going to be a
fraudul ent paynent, the registrar would know and he
woul dn't activate the domain nanme. So, it's quite
si mpl e.

Al so in another conversation we were tal king
about international fraud, we're tal king about
cross-border fraud here. Another interesting statistic,
it takes between 10 and 12 days for the international
credit card service to exchange information
internationally. A specific exanple, | amfromthe WK
and ny card is stolen here inthe US. | will ring up
my bank in the UK and advise themthat ny card has been
stolen. It will be 10 to 12 days before ny card in the
U S. is deactivated.

Now, during that tine, a registration could be
made, a fraudulent transaction facilitated, and for ten
days the guys could be defraudi ng consuners.
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So, it's really in the day of electronic
communi cations, is to try and get the whol e
public/private partnership together such that fraud can
be prevented at source and registrars aren't exposed to
l[iability, consuners aren't exposed to liability, and
wor ki ng, as | nentioned yesterday, with consumner
associ ations, FTC and the like, internationally, would
actually really nmake a difference, but | think the banks
are the key, and for obvious reasons, they aren't that
keen to drop their chargeback routine in a hurry.

MS5. M THAL: Thanks, Paul

It seenms like there's a |ot of consensus about
the fact that | aw enforcenent should get speedy access
to information, but there are some constraints, and
peopl e have rai sed various constraints, and |'m
wondering if we can talk about a way to nove forward on
t hese i ssues. People have nentioned the idea of
creating governnent contact lists. You know, is that
sonet hi ng maybe the CECD coul d do, or another body,
could this discussion take place within the governnent
advisory commttee to | CANN? You know, | think |aw
enforcement certainly would be interested in tal king
about these efficiencies further.

So, | wanted to get other people's thoughts on
that. Mchael, can | ask you about the CECD?
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MR. DONOHUE: Well, the other side of the
cross-border fraud coin is government-to-government
cooperation, and we've been working pretty hard on that
at the OECD. And it's pretty hard going. W find that
a lot of our -- the enforcenent regines that are set up
in the other countries don't |ook |ike each other always
and can't always take to one another for many of the
same reasons that the data privacy rules as well.

So, | think |Iooking to the OECD to hel p
formalize this role may not be -- it may not be
addressed with the speed concerns that have been
expressed earlier.

On the other hand, doing things |ike finding out
contact points, that's maybe not quite so hard. W have
a di sadvantage of only having 30 countries that
participate in the CECD. Although that's not
necessarily new information, | would throw that out.

M5. M THAL: Anybody el se, ideas for noving
forwar d?

Phillip?

MR. CGRABANSEE: Again, | can only advocate,
which is also a formal relationship, if the FTC woul d
establish relationship with the consuners. Associations
in various countries, however they m ght be organi zed,
and establish a network working together with them and
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identifying fraud or potential fraud, informng the
partner organi zation, however this m ght be organized,
and the organization in the country where the domain
nane is |ocated, takes whatever action which is in the
| egal systemin the country possible.

For exanple in Germany, if you have the consuner
associations, if you see there's going to be sone fraud
comng froma website, which is |ocated in Gernmany, or
domai n nanme, you inform German consuner associ ations and
they go, for exanple, to civil court and get a tenporary
i njunction which and then the tenporary injunction is
properly served and there's no concern that also for the
regi strar who gets a German tenporary injunction, he can
just follow the | egal procedure and | think that's ny
suggestion for the tine being.

Before, as we nentioned, we don't have years,
you know, but we could do sonething. The problemis
probably that the countries where domain nanmes will be
| ocat ed where people commt fraud, they will not have a
very established system of consunmer protection,
organi zations that will probably not have a very
effective | egal system because that's why peopl e hosted
and keeps the domain nanmes in those countries, but
that's a situation that will always hel p, because those
other countries will probably be nost difficult to agree
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on nutual treaties, because that's how they Iive and how
t hey make their noney, through those kind of people.

So, there is no clear solution to that, but
wor ki ng together with the agencies in the countries
where they exist could certainly help.

M5. M THAL: Thank you, Phillip

Marilyn?
M5. CADE: | amat the risk of being somewhat
controversial, I'"'mgoing to sort of suggest two things.

One is | do think that the GAC, the Governnment Advisory
Commttee, at | CANN offers a new opportunity, because
there's a new chair, there's a secretariat, and | think
that it m ght be possible to explore the creation of a
group of interested counterparts to the FTC to begin a
di al ogue about how to begin to nove forward.

The second idea that | would say, at |east we
all ought to begin to have sone begi nning exploration on
it. It's not a perfect idea by any neans, but in the
U.S., in the enactnment of the Digital MIIennium
Copyright Act, a conmprom se was struck between the
contact community and the I1SPs and there is a procedure
for an expedited subpoena, an enforcenent and takedown
procedure. And that is not a slam dunk.

The content owner, I'mthe ISP, so let ne just
make sure which hat |I'm wearing now, | get the
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subpoenas. The content owner goes to court, there's a
formthat is maintained by the copyright office. They
have to get a clerk of the court to stanp it. They have
to present prima facie evidence there as a violation and
the ISP is able to take the offensive content down based
on the subpoena. That then allows the content owner to
pursue ot her |egal neans.

| know this is probably not a popul ar idea, but
in the situations where there's clear evidence of fraud,
and | amnot thinking that this -- | don't take this
[ightly, but where there's clear evidence of fraud or
there are other really serious problens, perhaps we
shoul d begin to think about an adm nistrative procedure
whi ch has safeguards, and | do say that safeguards are
necessary.

| think it cannot be so sinple that people would
just print a copy of the format and fill in their claim
and send it to the registrar. But in the case that I
told you about, AT&T-d obal.Net, AT&T owns the trademark
AT&T, we can present the prine facie evidence that that
is our trademark, and | throw that out as an idea to
start thinking about realizing that there have to be
safeguards and there has to be respect for national |aw

M5. MTHAL: Marilyn, | think that's a really
good segue into the final topic that we wanted to talk
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about today, and that is the taking down of fraudul ent
websi tes.

And, Dan, can | ask you again to outline the
pr obl em

MR. SALSBURG. Sure. Donestically in the U S.,
when we sue a fraudul ent operator of a website, one of
t he key renedies we seek in a tenporary restraining
order is to have the registrar pull the website down.
That way there can't be any further fraud.

Clearly this remedy doesn't work as well. Ckay,
to be honest, it doesn't work when dealing with foreign
registrars. An exanple of this is we filed a case a
little over a year ago agai nst a man nanmed John
Zucharini who was running a couple of thousand websites
that were all slight m sspellings of popular nanmes, you
know, National Rent-a-Cab sort of thing, instead of
National Rent-a-Car. And these websites, a |arge nunber
of them were registered abroad.

We got a takedown order fromthe U S. court, we
sent copies of it to the foreign registrars, nothing
happened. You know, there needs to be sonme way of
effectuating these sorts of takedown orders, because
from our perspective, whether or not a website is based
in the United States or abroad, it's still having an
i npact on U.S. consuners.

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© o0 N o o b~ w N P

N N N N N N RBP B R R R R R R R
ag A W N P O © 00 N oo 0o »dM W N - O

229

One kind of interesting winkle to this is the
consuner can even think that he or she is going to a
.com but be automatically redirected to a CCTLD and
suddenly, you know, we're in the arena of having to
figure out how to serve this order on a registrar of a
CCTLD.

So, that's kind of the problemthat we're
havi ng.

M5. MTHAL: And | think that this issue raises
some of the same issues that we just tal ked about in
terns of formal cooperation versus informal cooperation.
But I"'mwondering if it's alittle bit different in that
do registrars have terns of service agreenents with
regi strants prohibiting use of websites for fraud, and
could that be used as a basis to take down websites.

So, let nme start with Wllie and then I'Il go to
M ke and then Wayne.

MR. BLACK: Before you went on to this topic |
was going to follow up on what was being said. In our
terms and conditions, and | have to say when we set up
Nom net, we focused very nmuch on the terns and
conditions and the relationship between the registrant
menbers who are agents for the registrant, and us, and
so there are three contracts basically there that you
have to think about.
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And under our terns and conditions, our contract
says that we may transfer, suspend, cancel or anmend,
|"ve never actually tried to anend a domai n nane,
suppose that's change it to another registrant, but
that's just transfer, upon receiving a copy of a
perfected order of a court of conpetent jurisdiction
requiring such action or where the retention of a domain
name by you, that's the registrant, would be
inconsistent with the terns of the perfected order
recei ved by us.

So, it is alegal term but the question is what
is a perfected order? Now, we know what a perfected
order is, ny lawer will know what a UK court stanps on
a docunent and should be able to verify that. But,
again, with all due respect, | don't think we would
really know whether it was a proper stanp of a U S
court or a Canadian court or an Australian court. And
that gets back to now there are neans of nutua
recogni zing court orders, but we think that we probably
woul d in a case-by-case basis, it depends how many of
these we're going to get. If we're going to get ten a
day, then we're talking back really to the econom cs of
how you can transfer domain nanes. And if that's the
world in that state, then we may have to face up to
t hat .
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But assuming that it was occasionally a request,
then I think we would | ook on a case-by-case basis, and
maybe we woul d actually investigate whether the stanp
and the crest and everything that we're seeing on this
order that you're sending us is really sonething that we
can say, yes, that is a U S. court. Mybe we would
phone up sonebody that we know and get sone
confirmation, does it really ook |like that. You know,
we've got relationships with U S. |awers and so maybe
we woul d phone up our colleagues in DC and say, you
know, can you fax thema copy and is that really
genui ne.

So, we can do it on a case-by-case basis, but |
think it would be much nore difficult outside of the
commonweal th conpani es and nmaybe outside the EU.  So,
once you start to get to sone of the other parts of the
world, | think it's going to be very difficult. But I
bel i eve that we would act on a court order if we could
just verify that it was perfected in some way w thout
necessarily going through the nutual court system where
you have to apply for an arm s-1ength judgnment or
somet hi ng.

MS. MTHAL: M ke?

MR. PALAGE: Regarding trying to work on taking
down websites, there was a case that just canme out, what
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is it, about a week or so ago, involving Verisign.
Wher e what happened was it was a trademark owner
brought an action under the ACPA, and the court order
basically said take down the website. The domai n nane
regi strant went to Korea, got a court in Korea to say,
no, don't do that.

So then the trademark owner went back to the
court here in the U S. and said, well, we have two
conpeting court orders, and, you know, since we
initiated our court proceeding first, the U S. would
trunp the Korean court order, and basically in that
second proceeding, the court said, Verisign registry,
take it down.

So, you're very lucky, being very near to the
Eastern District of Virginia, that you have a
substanti al chunk of the domain nane .space, .com .org,
.net, .us, .bus, alot of the registries have
significant contacts in this area.

Now, let nme put one little caveat here. Be
careful what you ask for, because you nmay get it. Now,
let's just take the Zucharini case. Let's just suppose
you say, dear Verisign, take down these nanes, assum ng
they're, say, common net nanes. What's going to happen
is as WIllie and everybody said, the bad guys are pretty
smart. And what's going to happen is, as soon as you
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t ake down the domai n name, the domain nane is probably
going to be reregistered after it gets through the
redenpti on grace period or whatever procedure it nust go
through, and it's probably going to be reregistered in,
you know, John Doe or sone other nane which would then
potentially put the FTC back on -- back to square one,
if you wll, of trying to take down the person.

So, in fact, what you may want to do is when
asking if you were to try to say, dear registrar, do X
or do Y, you may just say please take out the DNS and
sort of let the name expire its natural, if you wll,
death. Because again, one of the things we're concerned
about here is unfunded mandates, and obviously
registries and registrars are in the business of nmaking
noney, and you can't go to a registry or a registrar,
take a name away or don't allow it to be reregistered by
anyone. It's rather difficult.

And as | said, you know, we're trying to talk
about theoretical and practical, but these are sone of
the practical things that you need to know about in
trying to tackle the bad guys, and how if you do work,
if you do have this public/private sector cooperation, |
think you'll sort of find ways of beating the bad guys
and hel pi ng consunmers and busi nesses.

M5. M THAL: \Wayne?
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MR. MacLAURIN:  Certainly for our part, again,
we do things on a case-by-case basis. Taking down a
domain is a whole | ot easier than us turning over
information. Because our terns of service also clearly
state that we can -- we will do that, we will take it
down and transfer it for a reasonable court of
jurisdiction.

We refer everything to our |awers, who nmake
that determ nation for us, and we are fortunate enough
to have a law firmthat does have | ocations all over the
pl ace.

So, for us, yeah, great. Can we take down a
website, or put it on hold? That's nuch easier than
turning over customer information or credit card history
or sonething |ike that.

M5. MTHAL: Phillip?

MR. CGRABANSEE: Again, | want to make clear that
it's certainly possible to solve this problem including
it inthe terms and conditions, but that's taking a | ot
of burden on the registrars, especially the small one,
because it's extrenely conplex to create such terns and
conditions, and every |l egal system

It's easy for Wllie and his conpany with four
mllion registrants to establish a rule Iike this one
time and then enforce it, than for the smaller or nmedium
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Size registrar. And because it's very tinme consum ng
and it's also extrenely conpl ex because the whol e
system a registrar, registrant, registry relationship,
especially in the CCTLD donain space, it's really very
much space on the Angl o- Saxon |egal thought. So, it is
possible to include it, but | have to, you know, as a
regi strar and consi stency representative, wear that hat.
It puts the burden again very nuch on the registrar,
whi ch al ready operates in a very difficult environnent.
But probably he has to carry that maybe.

M5. M THAL: Thanks.

kay, WIllie, last point, and then | think we'll
take the questions.

MR. BLACK: Just a very quick one. Just
remenber, of course, that us renoving a donain nane
regi stration, or even suspending it, which is what we
woul d say is taking away the servers and so it stil
remains in the register, let's say until a court finally
makes a determ nation, we're quite happy to do that,
although if it takes a long tinme and the domain woul d
normal ly expire during that tine, it gives us a little
i ssue of whether to keep it suspended beyond the tine
that we woul d have been paid for the renewal.

But just taking it down does not renove the
website. We're not tal king here about an order agai nst
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t he host of the web of the material. |It's still there,
and if they've got the right key words and everything
and the Googles pick it up, the people will still find
t hat fraudul ent website, even w thout a domai n nane.
So, it's not the perfect solution just to get rid of the
i nfringing website.

M5. M THAL: Thank you.

Last word, Kathy, and then we'll wap up and
take the questions.

M5. KLEIMAN: | get the last word? Wow.

Dan, | just wanted to reiterate sonmething that
|"ve raised al ready, which is that when you say that
fraud is being commtted on U S. citizens by people
operating in foreign countries and therefore you want to
reach them that sends a chill up ny spine, as | know
that foreign governnents are going to want to reach U S.
citizens who are doing things against their |aws, sone
of which we consider to be conpletely legitimate. The
whol e extra territorial reach of the Internet just
rai ses such huge probl ens.

The domai n name websites that you are trying to
take down are speech, and so the nore process -- and
commercial speech is entitled to First Amendnent
protection in the U S., not as high as political speech,
but it's entitled to it. So, the nore process that
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surrounds all of this, fromthe user perspective, even
t hough it takes time and we have to expedite it, from
t he user perspective, the nore process that surrounds it
protects speech of all sorts and it sounds like we're
hearing that it protects the registrars and registries
as wel | .

M5. MTHAL: | guess | think I'll give nyself
the last word and just respond to Kathy. | think that's
a very good point. And | think one of the reasons why
we wanted to tal k about cross-border fraud and fraud in
general was that we were hoping that that was at |east a
common denom nator that fraud is against the lawin all
countries. And if we can kind of agree to that and then
only talk about fraud at this particular workshop, |
realize it raises all the issues that you raised, but
for the purposes of this discussion, | think that's why
we [imted it to fraud.

So, we heard a couple of ideas during this half
of the panel about nmoving forward on this. W talked
about getting the OECD or another body to do governnent
contact points that can facilitate information sharing
and cooperation in this area. W tal ked about possible
further GAC work. Marilyn nentioned an idea of notice
and sonething simlar to notice and takedown with |ots
of procedural protections, and |I think those are al
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i ssues that we should continue to consider

So, with that, | would Iike to take any
guestions fromthe audi ence? Wy don't we start in the
back of the room and work our way forward.

ELANA BOTMAN: Hi, | had a
practical question for Marilyn. |In the AT&T case, it
sounds li ke the nanme continued to be registered and you
were dealing with just the web hosting company, which
was an inperfect solution because they could easily go
to anot her web hosting conpany, et cetera. Had you
reached out to the registrar? Wat sort of responses
did you get about getting the nane taken down?

M5. CADE: Registrars vary in their response.
That woul d be only one of the many incidents | could
share with this audi ence. Fanous well-known
brandhol ders seemto be sticky, that is everyone wants
to msuse their brand. And credit card fraud seens to
be a real serious and growi ng problemfor all of us.

The registrars vary. W typically would -- this
happened on a weekend, began at 6:00 on a Friday night.
We do take all the legal action that we can, and
eventually we were able to get a tenporary restraining
order. W were able to identify, we had to hire a
private detective in order to identify the perpetrator
And it takes us tinme, just as it did | aw enforcenent, to
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identify the person who was actually, and then we of
course found out that he, in fact, was in another
country.

M5. MTHAL: The gentleman in the tan jacket.

UNI DENTI FI ED MALE SPEAKER  Just a thought, has
FTC explored a relationship with | NTERPOL, as we know
| NTERPOL is present in all the countries and that m ght
be something to | everage off getting information that
you require?

M5. MTHAL: | can take a crack at that. |
think one of the things that nmakes the FTC unique is
that we are a civil |aw enforcenent agency and we
certainly do reach out to crimnal agencies, but | think
sonetines the cooperation in the crimnal area, the
agreenments that there are, the MATs, you know, the
| NTERPOL nechani sns that we can't take advantage of a
| ot of them because we are a civil |aw enforcenent
agency.

But that being said, we do have contacts there
and we are trying to build nore relationships with
crim nal agencies around the world.

Ri ck?

RICK WESSON: | wanted to tal k about a couple of
things. First of all, when you --

M5. MTHAL: Rick, if you could limt it to one
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guestion, | think we had other people who wanted to ask

guestions, too.

MR. WESSON: kay, I'll just do one. | had several.

M5. MTHAL: We'Il get back to you if we have

MR VWESSON: It's all right. First of all, the cost

of providing services was sonet hing that was di scussed.
The cost of trying to identify a domain nane is accurate
or not, which is sonething that you guys have encouraged
registrars to do, and I would just Iike to point out
that the financial community, NACHA, the credit card
processors, only verify a house nunber and a zip code in
one, potentially two, countries. The anmount of dollars
goi ng through those transactions is orders of nagnitude
hi gher than the entire domain registration market.

And | really wanted to understand why that the
FTC was encouraging registrars to provide this service,
that the registrars are a very small conmunity, not
nearly as well funded, don't have locations in the
nunber of countries that the credit card processing do,
nor the financial resources, and asking us to do
sonething that is orders of magnitude nore conplicated
and nore costly than what financial institutions do.

And what | wanted to propose is that if we are
wor ki ng cooperatively, that it's the relationship
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bet ween the nerchant and the credit card processor, as
Paul pointed out earlier, where this could be nore
effective and handle nore of the fraud, killing two
birds, effectively, with one stone.

MR. SALSBURG. Let nme take a crack at that. |
think we're dealing with different types of fraud when
you' re tal king about credit card fraud and the fraud
that you see in whois registrations. Wat we've found
in our Internet cases is that the whois data serves as
t he building block of our investigation. |If that data
is inaccurate, we have a burdensome tinme protecting
consuners at all. W recognize that credit card fraud
is amful, it's terrible for consumers, it's terrible for
t he nerchant banks, for nerchants, but from an
i nvestigative standpoint, whois data is a key.

MR. WESSON: May | ask a clarifying question?

M5. M THAL: Sure.

MR. WESSON: Yes, could you tell us how nuch the
dol l ar ampbunt of fraud that's conmtted from I nternet
fraudul ent domai n nanmes and conpare and contrast that
with the other financial institutions?

MR. SALSBURG. Do you work with that?

M5. MTHAL: | nean, we can tal k about sone
statistics on Internet fraud, we just rel eased sone
statistics yesterday and I would actually encourage you
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to go through that and we can tal k about that a little
bit nore |ater.

RICK: So you don't know the answer?
M5. MTHAL: | actually don't know the answer.
MR. KANE: Could I just follow up on Dan very

M5. M THAL: Sure.

MR. KANE: Dan, | think the point we're trying
to make is if the nanme is not paid for, they shouldn't
be in the whois anyway. W're a believer, | think the
regi strar comunity, and the CCTLD community | believe
is, in having the whois publicly available. 1t's good
for consunmer confidence, it's good for resulting
technical problenms, it's good to have whois publicly
avai lable. But if the bad guys are using credit cards
fraudulently to purchase the web space, to purchase the
domain name, to do all the stuff, if we can stop that,
nip it in the bud, they' Il never get on and they can
never commt their crinme. That's --

MR. BLACK: Pl ease, please, yesterday we had
sonebody saying that the fraudsters in Canada spent a
mllion dollars on phone bills. They're not going to
worry about paying $50 for a domain nane. They wll pay
for it if they're genuine crooks, | nean if | can say
that. You know, they're actually going to be prepared
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to go to a certain anount of genuine expense to rip off
100 tinmes that. So --

MR. KANE: In which case you've nailed them
because you' ve got their address.

M5. M THAL: Can we continue to have questions
fromthe audi ence?

MR. CONNELLY: Thank you, |I'm Robert Connelly
fromPSI USA and PSI Japan. This conference has focused
upon cases in which consuners have been defrauded. |
would like to call your attention that the majority of
| CANN accredited domain nane registrars are snal
busi nessnen, or small businesspersons, sone even IRS
section S, perhaps even sole proprietorship. None of us
is a Western Uni on!

These smal | busi nesspersons who have invested
heavily in their enterprises, nost are honest,
har d-wor ki ng, bright citizens of their various
jurisdictions.

They, too, are being defrauded.

Fraud may damage many persons all along the
supply line. WIIl this conference agree to concl ude
that fraud is wong, regardless of who are the
"suckees?"

My text for the secretariat.

M5. MTHAL: | think we had a question in the
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back, Conmm ssioner Bhojani .

MR. BHQJANI: Thank you. Sitesh Bhojani from
ACCC Australia. Dan nentioned earlier that one of the
problems with [ aw enforcenent was to have websites shut
down. Mght | add that one of the other devel opnents
we' re making as | aw enforcenent agencies is also to try
to get corrective neasures on websites, just as you have
corrective ads in newspapers or radio ads and so forth
to hel p educate the community. One of the other
obj ectives | aw enforcenent agencies are looking at is
getting corrective nessages on commercial websites and
my question is directed to the registrar comunity.

Dan' s question was about recogni zing court
orders, especially fromforeign jurisdictions, ordering
or requiring a website to be shut down. Wuld you have
a different viewif it was a court order that required
you to transfer the domain nanme to a | aw enforcenent
agency froma foreign jurisdiction?

Let nme give you a specific exanple, if the ACCC
wote you a letter, tried to verify who we were, showed
that we were a genuine | aw enforcenment agency and said
that we wanted that domain nane transferred into our
name, what would be the response fromthe registrars?

M5. MTHAL: Mke, do you want to take a crack
at i1t?

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© o0 N o o b~ w N P

N N N N N N RBP B R R R R R R R
ag A W N P O © 00 N oo 0o »dM W N - O

245
MR. PALAGE: Let nme. |If you're going to -- |

want to be real careful here. | would say, again, if we
had -- | think nost registrars, if you are able to
verify that it was -- that you had a judgnent from a

court of conpetent jurisdiction, and | guess here is the
nost inportant caveat, that you were willing to pay for
the service, i.e., the domain name registration, which
as | said, you know, we're rather conpetitive and we

of fer very good prices.

The cost of maintaining a registration to do the
corrective advertisenent actually would probably be from
a cost benefit analysis, very -- a good return on
i nvest ment, because again, | think one of the things
t hat happens, and a | ot of trademark owners have nade
this mstake, where they'Il file a UDRP, and they'll ask
for a cancellation instead of transfer, and as soon as
they prevail after expending several thousand dollars,
the UDRP will be enforced, the domain nanme is cancelled
and mlliseconds later the nanme is registered by the bad
guy agai n.

So, | think part of -- as | said, | think what
you' re sayi ng about corrective advertising, you are
t hi nki ng outside the box, and staying ahead of the bad
guy. And as | said, if you're willing to pay registrars
and registries for their services, | think that that's
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an excellent opportunity for cooperative venture.

M5. MTHAL: Phillip, did you have your tent up?

MR, GRABANSEE: No.

M5. MTHAL: Okay. In the front, Susan G ant?
| think this will be the last question, and then our
bureau director is here.

M5. GRANT: First of all, I amfromthe Nationa
Consuners League and we're against fraud perpetrated
agai nst anyone, businesses or consuners, and | do think
t hat banks, credit card associations and credit bureaus
could make information nore readily available to help
you, and we woul d certainly support that.

| "' m concerned about consumers' perceptions of
domain nanmes. | was talking to a college class earlier
this week and asked them how they would identify a
website providing informati on about health as a
| egiti mate objective source of information, and one of
the first answers was, well, we would | ook to see
whether it was a .org or a .gov, but it seens to ne that
there's not really any screening to make sure that
entities are who they are.

And then, there's the whole country domai n nane
now. There's sonething up right now that |I think has a
name |i ke Consumer Protecti onAgency. US, which is of
concern because it has the potential to deceive not only
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U. S. consuners, but foreign consuners who may be trying
to contact U S. Governnment with a problem and this is,
in fact, a for-profit operation. So, | would |ike sone
comment fromthe registrars about this.

M5. M THAL: Anybody want to respond?

M5. CADE: Actually, I'"'mnot a registrar, but
"1l take a crack at the first one. One of the
deci sions that | CANN made when it introduced what is
call ed the proof of concept around the new GILDs was to
i ntroduce sponsored GILDs with the idea that in order to
register in that GILD, you had to neet certain criteria.
So in order to register for a museum you have to be a
museum and you have to present your credentials. And in
order to register in .aero, you have to be affiliated
with the aeronautics industry, et cetera.

| think one of the questions that is still being
debated and the evaluation that's going onis is that a
good way to expand the nane space, and does it bring
sonme relationship between the nane that is between the
TLD and the entities who are registering in it.

Beyond that, nost of the TLDs are -- that are
avai l able -- are open in one way or another and the
criteria for that is really not in the hands of the
registry or the registrar, but is set by | CANN policy.

MR. PALAGE: Ckay, a couple of things. First,
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with the .US, that is operated outside of the | CANN
reginme, that is a CCTLD, and you have -- you're
fortunate enough two rows behind you is Jeff Newran from
Newstar, the registry admnister for .US, so you may
want to contact him and as | said, nyself being a
policy nmenber of the .US Policy Council, the U S
Governnent, | think, does have an interest, | nean, they
do have certain safeguards regarding trying to maintain
t he space in a productive manner, and as | said, that's
sonet hing you definitely want to try to comuni cat e.

Getting back to what registrars could do, |
t hi nk Bob during his statenment really hit the nail on
the head that there are a lot of small to md-size
registrars. If you look at it froma nunbers
standpoint, let's just say there are 30 mllion generic
TLDs in the name space. If you |ook at the top 20, the
20t h has 200, 000 registrations, so the other 140
generally are dealing with thousands. And, again, these
are small to m d-sized businesses that are not in the
busi ness to be a content policenen.

| work with a nunber of registrars that get
calls that say, well, this is child pornography or this
is that. You know, again, and it's rather difficult.
You know, again, nost registrars, | think, are
responsive, they try to work, you know, with | aw
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enforcenment or they do try to respond to nost valid
queries, but | don't think that they are in a situation
to take down ConsumerProtection.US, you know, again,
that's sort of where you need to work with your
counterparts here, you know, the people at the FTCto
try and identify sonmething and take it down that way.

So, | think that would probably be the best
regi strar situation or best generic registrar response.
We're not content police.

M5. MTHAL: Okay. Kathy?

M5. KLEIMAN: | think the coll ege students have
a real challenge and if they understood the difference
between .org and .gov, they' re doing pretty well. The
.gov sites are -- | nean, that would be a place to go.
That's not an open GILD, that's the U S. Federal
Governnent. They understand, they're beginning to
understand the differentiation.

But this is the big question, one of the big
guestions for users on the '"net is, whose news website
do you trust, where are you getting your news, where are
you getting your health. W can't ask | CANN or the
registrars of the registry to be the speech police.

Part of the wonder of the 'net is that everyone
can participate. People are going to have to learn
where to get -- this is where third parties, people are
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going to cone in and tell us who's speaking, but please
don't ask I CANN or the registrars or registries to do
that kind of speech policing. It's not fair and it
ultimately isn't right.

M5. MTHAL: Well, with that, we will concl ude
t hat panel on cooperation between enforcenent agencies
and registrars and registries, and I want to thank
everybody, particularly those people who traveled from
far away to be here, and I want to thank everybody for a
very lively and interesting panel.

(Appl ause.)

M5. MTHAL: Now | would just like to introduce
Howard Beal es, who is the Director of the Bureau of
Consuner Protection, and he will just nake a few
concl udi ng remar ks about the conference.

MR. BEALES: | want to thank everybody for
com ng and for sonme very informative and very productive
di scussions over the last few days. And | wanted to
especially thank all of you in light of our own very
cross-border problens where cold air from Canada net
warmair fromthe Gulf of Mexico and produced blizzard
"03. | want to thank Stacy Feuer and Tara M kkili neni,
who are really the keys of putting this together and
doi ng so despite sone pretty difficult conditions at the
end, particularly given the snow probl ens.
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| want to encourage anybody who is interested to
submt comments in witing, if you didn't have a chance
to say sonething here, then send it to us in witing,
and we will, of course, we will of course consider that.
But | think it's, you know, it's particularly useful
since there may have been people who wanted to be here
and couldn't make it.

| did want to highlight a few key points | think
that conme out of the workshop and that are areas for
further work together. First is | think a very general
recognition that cross-border fraud is harm ng consuners
and harmng legitimate businesses. It inposes costs in
terms of dollars, it inposes costs in terns of the
resources that we devote to fighting fraud as econom sts
are fond of saying, part of the cost of crine is what we
invest in locks. And it inposes cost in |oss of
consuner confidence and in damage to reputation

Second, there's obviously a role for vigorous
| aw enforcenment fromthe FTC and fromcrimnal |aw
enforcenment authorities, and that's hel p, but nore needs
to be done on a systemic basis to try to curb the
probl ens rather than rely sinply on after-the-fact
enf orcenment .

Third, | think it's been clear that the private
sector is willing to help and has acknow edged t he
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i nportance of speed in dealing with cross-border fraud.
It nmoves quickly and we have to, too, if we're going to
make any difference.

Fourth, | think the keys to successful
public/private partnerships are concrete objectives that
we want to acconplish in clear, well-understood
divisions of responsibilities. W need to make best use
of the information and the resources that we each bring
to the table. W don't want to ask private sector
busi nesses to becone | aw enforcers, or to assune broad,
unfunded mandates, but we do want to ask you to
contribute the tools and the information that you have
to what really is a comopn cause.

And | think a final key is working across
borders. For the FTC, pairing with consunmer protection
| aw enf orcenent agencies in other countries, for the
private sector in working wwth affiliates abroad, so
that a public/private partnership really can work across
borders just like the fraud operators that we're trying
t o pursue.

| think there's also sonme specific areas of
agreenent that are applicable to all of the private
sector participants, and some industry-specific points
that | think are worth making. | think there's a
consensus that there's a need for sonme sort of broader
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information sharing, that that's one thing we can
clearly do and as well as training and business and
consuner education. | think we can work on those
t hi ngs.

In particular, | think governnent and private
sector can do a lot nore to put in place nechani sns that
maxi m ze the speed and tineliness of information
sharing, and that m nimze confusion and delay. W can
appoi nt agency liaisons wth private sector
organi zations. W can put together resource |ists of
private sector representatives who are working on
cross-border fraud and security issues. W can have | aw
enforcement work together to set up referral points for
information that's coming in fromthe private sector
We can devel op ways to identify the right agencies for
the private sector to contact and cooperate with in
particular matters. And to authenticate that you really
are dealing with sonebody fromthat agency.

We certainly don't want our identity stolen. W
can use conpanies' internal comrunication systens to
share information about the |atest frauds and about
enforcenent needs. And we can set up training sessions
so that | aw enforcenent understands the way that
busi ness operates and the best ways to frane requests
for information, and so that conpani es understand the
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way the FTC works in our civil |aw enforcenent
investigations. You certainly don't want to find out by
being a target.

Turning to sone of the specific industrial
areas, or business areas, in the financial sector, |
think there's a consensus that information from sone of
t he very sophisticated tracking and risk assessnent
t echni ques and nechani sns that are already in place
woul d be valuable to the FTC. |I'mcertainly convinced.
| think that would be extrenely useful for us to be able
to access, use, understand consistent with your needs.

And | think for paynent systens, there's sone
fairly clear agreement that sonme nechanisns that are
al ready wi dely used, such as fraud alerts that are
circulated by the credit card industry, can be expanded
to include the FTC and hopefully to facilitate reducing
the problem And |I think nore consuner education,

i ncluding at the point of purchase, is sonething that
may al so be hel pful

In particular, we would like to follow up on the
suggestion to | ook at ways to have industry anal ysts
work with | aw enforcenment to anal yze data we currently
have avail able. How can we nmake better use of the
conplaint data we get to select targets, and that's
sonmet hing where there's a | ot of expertise in this room
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that unfortunately doesn't work for the FTC.

For commercial mail receiving agencies, and for
courier services, | think expanded training for
operators and courier agents who deal directly with
consuners is sonething that could be a very useful tool
In particular, I would Iike to thank FedEx and MBE for
their offers to followup in this area. | think that's
sonet hing that would be quite useful

And for |1SPs and web hosting conpanies, | think
there was agreenent that it's inportant to be able to
act quickly on information preservation requests, and to
consi der whether we can find a way to pass on
preservation requests to the next organization in the
evidentiary chain. There's interest in using conpanies'
terns of services -- terns of service -- both to address
privacy concerns, and to stop websites that are
determned to be fraudulent. And I think there's sone
interest in developing a vehicle for consuner protection
agencies in various countries to work cooperatively to
obtain informati on from conpani es that are outside of
their jurisdiction.

For domain registrars, in particular, | think
heard sone agreenent, that there should be a way for
legitimate and verifiable | aw enforcenent agencies to
get access to accurate whois data. | recognize that it
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has sonme costs, but it's the essential first step in
knowing who it is that we're investigating and where to
go.

| think there should be streamining of requests
for cooperation fromlaw enforcenent to domain
registrars and to registries. W should try to utilize
identifiable points of contact with you all, and with
| aw enf orcenent agencies around the worl d.

| think it's interesting that a concern cutting
across all the panels is the interface with privacy
l[aws. | think information sharing and information
utilization is a key to the fight agai nst fraud.
think we need to focus on the ways that information is
used, and there's sone good uses of information, |ike
fighting fraud, where we should strive to not |et
privacy regulations get in the way. And we may need to
wor k together to find ways to harnonize the need for
that greater flow of information, with privacy schenes
in various countries.

In summary, | think this workshop denonstrated
there's a very real and very inportant need for
public/private partnerships to conbat cross-border
consuner fraud. There's a |lot of details to be hamrered
out, and a lot of issues that still need to be deci ded.
But | think this nmeeting put us one step closer to
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creating ongoi ng and productive partnerships.

We | ook forward to continuing to work together
on the issues and the ideas that have been generated by
this workshop. And, again, | want to thank you for your
contributions of your time and your effort and your
attendance. Thank you all very nuch.

(Appl ause.)

(Whereupon, at 5:15 p.m, the workshop was

concl uded.)



